
*REVISED 4/20/2020
*The Facebook page for the Economic Development Commission

(https://www.facebook.com/forwardfranklin/) will be live streaming the Common Council meeting so
that the public will be able to watch and listen to the meeting.

CITY OF FRANKLIN
COMMON COUNCIL MEETING

FRANKLIN CITY HALL - COMMON COUNCIL CHAMBERS
9229 WEST LOOMIS ROAD, FRANKLIN, WISCONSIN

AGENDA**
TUESDAY, APRIL 21, 2020 AT 6:30 P.M.

Oath of Office - Steve Olson, Mayor
Oath of Office - Kristen Wilhelm, 3" District Alderwoman
Oath of Office - Shari Hanneman, 4" District Alderwoman
Oath of Office - John R. Nelson, 6" District Alderman
Oath of Office - Frederick F. Klimetz, Judge

A. Call to Order and Roll Call.

B. 1.
2.

Citizen Comment Period.
Mayoral Announcements - Franklin Emergency Operation Command Staff.

C. Approval of Minutes - Regular Common Council Meeting of April 6, 2020.

D. Hearings.

E. Organizational Business:
1. Aldermanic Appointments:

(a) Alderman Dandrea-Finance Committee, 1 yr. term expires 4/13/21.
(b) Alderman Dandrea-Plan Commission, 1 yr. term expires 4/13/21.
(c) Alderman Mayer-Environmental Commission, 1 yr. term expires 4/13/21.
(d) Alderwoman Wilhelm-License Committee, 1 yr. term expires 4/13/21.
(e) Alderwoman Wilhelm-Library Board, 3 yr. term expires 4/18/23.
(f) Alderwoman Wilhelm-Quarry Monitoring Committee, 2 yr. term expires 4/12/22.
(g) Alderwoman Hanneman-Finance Committee, 1 yr. term expires 4/13/21.
(h) Alderwoman Hanneman-License Committee, 1 yr. term expires 4/13/21.
(i) Alderwoman Hanneman-Civic Celebrations Commission, 2 yr. term expires 6/30/22.
(j) Alderwoman Hanneman-Parks Commission, 1 yr. term expires 4/13/21.
(k) Alderman Nelson-Fair Commission, term of office, expires 4/18/23.
(l) Alderman Nelson-License Committee, 1 yr. term expires 4/13/21.
(m) Alderman Nelson-Board of Public Works, term of office, expires 4/18/23.
(n) Alderman Nelson-Finance Committee, 1 yr. term expires 4/13/21.

2. Election of Common Council President
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F. Letters and Petitions.

G. Reports and Recommendations:
1. A Resolution to Amend a Resolution in Ratification of a Proclamation Declaring a Public

Health Emergency in Response to the Coronavirus Disease 2019 (COVID-19), as
Amended, to Provide for City Common Council, Boards, Commissions and Committees
Meetings Attendance by the Public by Way of Telephone and/or Electronic Audio and/or
Video Communication and to Extend the Time Period of the Public Health Emergency for
Forty (40) Days.

2. Project Updates for Ballpark Commons.
3. Request to Accept Grant to Update Nextgen 9-1-1 Capability.
4. Motion to allow the Director of Health and Human Services to Enter into a 90-Day Trial

Contract for Access to the Wisconsin Statewide Health Information Network ("WISHIN")
Organization Data to Improve Communicable Disease Investigation and Follow-up.

5. Authorize the City of Franklin to Participate in an Intergovernmental Cooperation
Agreement for Procuring Personal Protection Equipment and Other Necessary Sanitation
and Medical Supplies in Response to the COVID-19 Public Health Emergency.

6. Report on Expenditures Related to the COVID-19 Public Health Emergency Thru April
15, 2020.

7. Authorization to Cover 1st Dollar Medical Costs for COVID-19 Treatment for Employees
Covered on the City's Health Insurance Plan.

8. A Resolution Authorizing Certain Officials to Execute a Development Agreement with the
Developer ofKnollwood Legacy Apartments.

9. Request to Pay for Storm Water Reviews Related to a Private Drainage Issue at 9611 S.
58th St. (Krones, Inc.) Tax Key 899-9990-062.

10. Purchase ofTwenty-Nine (29) Replacement Chairs from Building Services, Inc. (BSI) for
$9,425.

11. A Resolution to Sign a Temporary Grading Easement for 8003 S. 68th Street (Tax Key
804-9991-002) for Work on the S. 68th Street Vertical Alignment Improvements Project.

12. Grant Gas and Electric Easement to Wisconsin Electric Power Company for City-Owned
Parcel at 3548 W. County Line Road and W. Drexel Avenue (Parcel 979-9999-000).

13. Request to Bid Demolition ofAbandoned Home at 3548 W. County Line Road (Tax Key
979-9999-000).

14. Notice to Waive Late Fees and Make Other Concessions for the Water and Franklin Sewer
Utilities in Accordance with Wisconsin Governor Tony Evers' Emergency Order #11
"Public Service Commission Administration Rules Suspensions".

15. Direct Staff to Prepare a 2020 Budget Amendment to the General Fund, Capital Outlay
Fund, Equipment Replacement Fund, Street Improvement Fund and Capital Improvement
Fund to Reduce $1,000,000 Landfill Siting Resources and Remove Selected Projects From
the 2020 Capital Funds or Increase Note Proceeds.

16. Authorization for Purchase ofBS&A's Community Development & Complaints Software
including execution of the Software Licenses and Services Agreement.
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H. Bills.
Request for Approval of Vouchers and Payroll.

I. Adjournment.

Supporting documentation and details of these agenda 1tems are available mn the Common Council Meeting Packet on the City of
Franklin website www franklmnw gov
[Note Upon reasonable notice, efforts will be made to accommodate the needs of disabled mndrvduals through appropriate aids and
services For add1tonal mnformat1on, contact the City Clerk's office at (414) 425-7500 ]

REMINDERS:

April 23
May4
May5
May7
May 19
May21

Plan Commission Meeting
Committee of the Whole Meeting
Common Council Meeting
Plan Commission Meeting
Common Council Meeting
Plan Commission Meeting

7:00p.m.
6:30 p.m.
6:30 p.m.
7:00 p.m.
6:30p.m.
7:00 p.m.
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CITY OFFRANKLIN, MILWAUKEE COUNTY, WISCONSIN

CERTIFICATION

This is to certify that on the seventh day ofApril, 2020

STEVE OLSON

was duly elected to the office ofMayor ofthe City ofFranklinfor a
three-year term expiring on the 18th day ofApril, 2023, as appears
from the official canvass onfile in the Office ofthe City Clerk.

In testimony whereof, I have set my hand and affixed the Seal of
the City ofFranklin, Wisconsin, this 14th day ofApril, 2020.

Sandra L. Wesolowski
Director ofClerk Services/City Clerk ,'''' 111111
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CITY OFFRANKLIN, MILWAUKEECOUNTY, WISCONSIN

CERTIFICATION

This is to certify that on the seventh day ofApril, 2020

KRISTEN WILHELM

was duly elected to the office ofThirdDistrictAlderwoman ofthe
City ofFranklinfor a three-year term expiring on the 18th day of
April,2023, as appearsfrom the official canvass on file in the

Office ofthe City Clerk.

In testimony whereof, I have set my hand and affixed the Seal of
the City ofFranklin, Wisconsin, this 14th day ofApril, 2020.

Sandra L. Wesolowski
Director ofClerk Services/City Clerk



CITY OFFRANKLIN, MILWAUKEECOUNTY, WISCONSIN

CERTIFICATION

This is to certify that on the seventh day ofApril, 2020

SHARIHANNEMAN

was duly elected to the office ofFourth DistrictAlderwoman ofthe
City ofFranklinfor a three-year term expiring on the 18th day of
April, 2023, as appearsfrom the official canvass onfile in the

Office ofthe City Clerk.

In testimony whereof, I have set my hand and affixed the Seal of
the City ofFranklin, Wisconsin, this 14th day ofApril, 2020.

Sandra L. Wesolowski
Director ofClerk Services/City Clerk



CITY OFFRANKLIN, MILWAUKEECOUNTY, WISCONSIN

CERTIFICATION

This is to certify that on the seventh day ofApril, 2020

JOHNR. NELSON

was duly elected to the office ofSixth DistrictAlderman ofthe City
ofFranklinfor a three-year term expiring on the 18th day ofApril,

2023, as appearsfrom the official canvass onfile in the
Office ofthe City Clerk.

In testimony whereof, I have set my hand and affixed the Seal of
the City ofFranklin, Wisconsin, this 14th day ofApril, 2020.

Sandra L. Wesolowski
Director ofClerkServices/City Clerk



CITY OFFRANKLIN, MILWAUKEECOUNTY, WISCONSIN

CERTIFICATION

This is to certify that on the seventh day ofApril, 2020

FREDERICKF. KLIMETZ

was duly elected to the office ofMunicipal Judge ofthe City of
Franklinfor afour-year term expiring on the 30th day ofApril,
2024, as appearsfrom the official canvass onfile in the Office of

the City Clerk.

In testimony whereof, I have set my hand and affixed the Seal of
the City ofFranklin, Wisconsin, this 14th day ofApril, 2020.

· Sandra L. Wesolowski
Director ofClerk Services/City Clerk
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ROLL CALL A.

CITIZEN COMMENT B.1.

MAYORAL B.2.
ANNOUNCEMENT

MINUTES C.
MARCH 3, 2020

HEARINGS D.
IMPACT FEES UPON
LAND DEVELOPMENT

CITY OF FRANKLIN
COMMON COUNCIL MEETING

APRIL 6, 2020
MINUTES

The regular meeting of the Common Council was held on April 6,
2020 and called to order at 6:30 p.m. by Mayor Steve Olson in the
Franklin City Hall Council Chambers, 9229 W. Loomis Road,
Franklin, Wisconsin. On roll call, the following were in attendance:
Alderman Mark Dandrea, Alderman Dan Mayer, Alderwoman
Kristen Wilhelm (by telephone), Alderman Steve F. Taylor,
Alderman Mike Barber (by telephone), and Alderman John R.
Nelson. Also present were City Engineer Glen Morrow and City
Attorney Jesse A. Wesolowski.

Citizen comment period was opened at 6:31 p.m. and closed at
6:35 p.m.

Franklin Emergency Operations Command staff, Health & Human
Services Dir. Day, Fire Chief Remington, Treasurer & Finance
Officer Rotzenberg, and Director of Clerk Services/City Clerk
Wesolowski, provided an updated and reported on the regional
COVID-19 response plan.

Alderman Taylor moved to approve the minutes of the regular
Common Council meeting of March 3, 2020 as presented at this
meeting. Seconded by Alderman Nelson. All voted Aye; motion
carried.

Alderman Mayer moved that the public hearing be opened, to be
postponed at the conclusion of the public comments this evening, to
continue to a date certain. Seconded by Alderwoman Wilhelm.

Alderman Barber moved to call the question. Seconded by Alderman
Mayer. On roll call, Alderman Dandrea, Alderman Mayer,
Alderwoman Wilhelm, Alderman Barber, and Alderman Nelson
voted Aye; Alderman Taylor voted No. Motion carried.

On roll call for the main motion, Alderman Mayer, Alderwoman
Wilhelm, Alderman Nelson voted Aye; Alderman Dandrea,
Alderman Taylor, and Alderman Barber voted No. Mayor Olson
broke the tie by voting No. Motion failed.

A public hearing was called to order regarding proposed amendments
to §92-9 of the Municipal Code pertaining to impact fees for the
purpose of resetting impact fees May 1, 2020; to provide for the use
of the change in US Census Bureau's Construction Price Index for
single-family houses under construction from the prior twelve month
period preceding September of the prior year; and to provide for a fee
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ORD. 2020-2426
IMPACT FEE STUDY

G.l.

reduction in support of low-cost housing affordable housing
development; and to exempt public schools and other institutional
developments from the application of and the requirement for the
payment of each of the various impact fees. The public hearing was
closed by Mayor Olson.

Alderman Taylor moved to adopt Ordinance No. 2020-2426, AN
ORDINANCE TO AMEND §92-9 OF THE MUNICIPAL CODE IN
PART AND PRIMARILY TO UPDATE SAME PURSUANT TO
THE PUBLIC FACILITIES NEEDS ASSESSMENT AND IMPACT
FEE STUDY, MARCH, 2020 (WITH SECTION 10 BEING
APPROVED) (SECTION 8, APPROVE TO EXEMPT PUBLIC
SCHOOLS FROM ALL IMPACT FEES OR DENY TO EXEMPT
PUBLIC SCHOOLS FROM ALL IMPACT FEES) (IF APPROVED
TO EXEMPT PUBLIC SCHOOLS, THE DATE THIS EXEMPTION
WOULD BEGIN WOULD BE JANUARY 1, 2017), subject to
technical corrections. Seconded by Alderman Dandrea.

Alderman Barber moved to call the question. Seconded by Alderman
Taylor. On roll call, Alderman Dandrea, Alderman Mayer, Alderman
Taylor, Alderman Barber, and Alderman Nelson voted Aye;
Alderwoman Wilhelm voted No. Motion carried.

On roll call for the adoption of Ordinance No. 2020-2426, all voted
Aye. Motion carried.

Alderwoman Wilhelm then moved to allow the consultant to take care
of the item of transportation and Mahr Woods, and sewer and water.
Seconded by Alderman Nelson. All voted Aye; motion carried.

Alderwoman Wilhelm moved to approve Ordinance No. 2020-2427,
AND ORDINANCE TO AMEND §15-3.0418 OF THE UDO
PLANNED DEVELOPMENT DISTRICT NO. 13 (WAL
MART/SAM'S WHOLESALE CLUB), SECTION 2., TO ADD
DRIVE-THROUGH AS AN ALLOWED SPECIAL USE WITH
THE ENTIRE DISTRICT [A SPECIAL USE BEING SUBJECT TO
SUBMISSION OF A SPECIFIC SPECIAL USE APPLICATION
FOR A SPECIFIC PROPERTY AND THE OBTAINING OF
APPROVAL THEREOF] (UNIVERSITY OF WISCONSIN
CREDIT UNION, D/B/A UW CREDIT UNION, APPLICANT).
Seconded by Alderman Dandrea. All voted Aye; motion carried.

Alderman Taylor moved to adopt Resolution No. 2020-7610, A
RESOLUTION AUTHORIZING CERTAIN OFFICIALS TO
EXECUTE A MEMORANDUM OF UNDERSTANDING
BETWEEN THE CITY OF FRANKLIN AND THE FRANKLIN

RES. 2020-7610 G.3.
FRANKLIN HISTORICAL
SOCIETY BUILDINGS

ORD. 2020-2427 G.2.
PDD UW-CREDIT
UNION DRIVE
THROUGH
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TID 6 G.4.
LOOMIS BUSINESS
PARK AND RYAN
MEADOWS

TIO 8 G.5.
FRANKLIN CORPORATE
PARK

RES. 2020-7611 G.6.
LIMITED REVENUE
BOND TO VELO
VILLAGE APARTMENTS

FIRE DEPARTMENT G.7.
DONATION

ADMINISTRATIVE G.8.
FIRE CHIEF POSITION

RES. APPROVING CSM- G.9.
STEVEN WIEDENFELD

HISTORICAL SOCIETY, INC. FOR THE MAINTENANCE,
OPERATIONS AND OWNERSHIP OF THE HISTORICAL
BUILDINGS IN LIONS LEGEND PARK. Seconded by Alderman
Dandrea. All voted Aye; motion carried.

Alderman Nelson moved to proceed with Phase II, Project Plan
Development and Approval, and Phase III, State Submittal, for the
boundary amendment for Tax Incremental District No. 6 Mixed-Use
District Project Plan development. Seconded by Alderman Taylor.
All voted Aye; motion carried.

Alderman Taylor moved to proceed with Phase II, Project Plan
Development and Approval, and Phase III, State Submittal, for the
boundary amendment for Tax Incremental District No. 8 Mixed-Use
District Project Plan development. Seconded by Alderman Nelson.
All voted Aye; motion carried.

Alderman Dandrea moved to adopt Resolution No. 2020-7611, A
RESOLUTION AUTHORIZING THE ISSUANCE OF $14,052,000
TAXABLE TAX INCREMENT PROJECT MUNICIPAL SPECIAL,
LIMITED REVENUE OBLIGATION BOND TO VELO VILLAGE
APARTMENTS, LLC DATED APRIL 7, 2020. Seconded by
Alderman Barber. On roll call, Alderman Dandrea, Alderman Barber,
and Alderman Nelson voted Aye; Alderman Mayer voted No; and
Alderwoman Wilhelm and Alderman Taylor Abstained. Motion
carried.

Alderwoman Wilhelm moved to accept a donation of $995.00 in
remembrance of Allison Healy from Robert and Mary Healy to be
used toward community outreach and education. Seconded by
Alderman Mayer. All voted Aye; motion carried.

Alderwoman Wilhelm moved to fill an approved and budgeted
Administrative Chief position at the rank of Assistant Chief, rather
than the lower tentatively approved rank of Battalion Chief.
Seconded by Alderman Barber. Upon voice vote, five Ayes; one
Abstention (Alderman Mayer). Motion carried.

Alderman Barber moved to reject the Certified Survey Map
Application of Steven D. Wiedenfeld, Applicant as the map provides
a lot of less than 40,000 square feet in area for which public water
supply is required pursuant to the Unified Development Ordinance
§15-2.0130B.3.b, and public water supply is not available to serve the
property. Seconded by Alderman Taylor. All voted Aye; motion
carried.
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ORD. 2020-2728 G.10.
PUBLIC WORKS
RETIREMENT PLAN

FEMA DISASTER AID G.11.
APPLICATION

RES. 2020-7612 G.12.
FINAL PLAT FOR
OAKES ESTATES (92ND
ST. AND W. WOELFEL
RD.

RES. 2020-7613 G.13.
2 LOTCSM
5112 W. RYAN RD.

ORD. 2020-2429 G.14.
COVID-19
CONTINGENCY
FUNDING

Alderman Barber moved to adopt Ordinance No. 2020-2428, AN
ORDINANCE TO AMEND ORDINANCE 2019-2398, AN
ORDINANCE ADOPTING THE 2020 ANNUAL BUDGETS FOR
THE GENERAL FUND AND SANITARY SEWER FUND TO
PROVIDE $670,000 OF GENERAL FUND AND $175,000 OF
SANITARY SEWER FUND ADDITIONAL APPROPRIATIONS
AS EXTRAORDINARY CONTRIBUTIONS TO THE PUBLIC
WORKS DEFINED BENEFIT RETIREMENT INCOME PLAN, and
further, to direct the Director of Finance & Treasurer to make a
maximum $750,000 extraordinary contribution to the Public Works
Defined Benefit Retirement Income Plan as soon as practical in a
satisfaction of an asset call from the Plan custodian. Seconded by
Alderman Dandrea. On roll call, all voted Aye; motion carried.

Alderwoman Wilhelm moved to direct the Director of Finance &
Treasurer to file a timely application for Federal Emergency
Management Administration disaster aid with the appropriate
Wisconsin agency in relation to the Public Health Emergency
declared earlier in March, 2020. Seconded by Alderman Barber. All
voted Aye; motion carried.

Alderman Mayer moved to adopt Resolution No. 2020-7612, A
RESOLUTION CONDITIONALLY APPROVING A FINAL PLAT
FOR OAKES ESTATES SUBDIVISION (AT APPROXIMATELY
SOUTH 92ND STREET AND WEST WOELFEL ROAD)
(MAXWELL J. OAKES AND DANIEL D. OAKES-OAKES
ESTATES LLC, APPLICANT). Seconded by Alderman Nelson. All
voted Aye; motion carried.

Alderman Taylor moved to adopt Resolution No. 2020-7613, A
RESOLUTION CONDITIONALLY APPROVING A 2 LOT
CERTIFIED SURVEY MAP, BEING A DIVISION OF A PART OF
THE SOUTHEAST 1/4 OF THE SOUTHWEST 1/4 OF SECTION
23, TOWNSHIP 5 NORTH, RANGE 21 EAST, IN THE CITY OF
FRANKLIN, MILWAUKEE COUNTY, WISCONSIN (ANUP K.
KHULLAR, 5100 LLC, APPLICANT) (AT 5112 WEST RYAN
ROAD). Seconded by Alderman Dandrea. All voted Aye; motion
carried.

Alderman Wilhelm moved to adopt Ordinance No. 2020-2429, AN
ORDINANCE TO AMEND ORDINANCE 2019-2398, AN
ORDINANCE ADOPTING THE 2020 ANNUAL BUDGETS FOR
THE GRANT FUNDS TO PROVIDE ADDITIONAL $55,000 OF
APPROPRIATIONS TO ADDRESS THE COVID-19 PUBLIC
HEALTH EMERGENCY. Seconded by Barber. On roll call, all
voted Aye; motion carried.
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ORD. 2020-2430
APPROPRIATIONS
FOR STREET TREES

G.15. Alderman Barber moved to adopt Ordinance No. 2020-2430, AN
ORDINANCE TO AMEND ORDINANCE 2019-2398, AN
ORDINANCE ADOPTING THE 2020 ANNUAL BUDGETS FOR
CAPITAL OUTLAY FUND TO PROVIDE ADDITIONAL
RESOURCES AND EXPENDITURES FOR STREET TREES
TOTALING $31,125. Seconded by Alderman Nelson. On roll call,
all voted Aye; motion carried.

HAWK SYSTEM G.16.
PURCHASE

SIDEWALKS ON G.17.
W. LOOMIS RD. FROM
W. ST. MARTINS RD.
TO S. 68TH ST.

RES. 2020-7614 G.18.
CHANGE ORDER
NO. 1 FRANKLIN CORP.
PARK WASTEWATER
PUMPING STATION

FEB. 2020 G.19.
FINANCIAL REPORT

DEC. 2019 G.20.
FINANCIAL REPORT

VOUCHERS AND I.
PAYROLL

Alderman Barber moved to direct staff to purchase a High-intensity
Activated cross Walk beacon (HAWK) system from Traffic and
Parking Control, Inc. for $4,0852.50 and install at South 51 st Street
and South Preserve Way. Seconded by Alderman Mayer. All voted
Aye; motion carried.

Alderman Mayer moved to have staff direct Wisconsin Department of
Transportation to prepare a State/Municipal Agreement and a
Memorandum of Understanding for sidewalk considerations on the
east side of West Loomis Road from West St. Martins Road to West
Rawson Avenue, City Limits (South 68th Street). Seconded by
Alderman Barber. All voted Aye; motion carried.

Alderman Taylor moved to adopt Resolution No. 2020-7614, A
RESOLUTION TO ISSUE CHANGE ORDER NO. 1 FOR THE
FRANKLIN CORPORATE PARK WASTEWATER PUMPING
STATION PROJECT, STAAB CONSTRUCTION CORPORATION,
AND CHANGE ORDER NO. 1 FOR THE SOUTH HICKORY
STREET CORRIDOR UTILITY IMPROVEMENTS PROJECT,
SUPER EXCAVATORS, INC. FOR TIME EXTENSIONS ONLY.
Seconded by Alderman Dandrea. On roll call, Alderman Dandrea,
Alderman Taylor, Alderman Barber, and Alderman Nelson voted
Aye; Alderman Mayer and Alderwoman Wilhelm voted No. Motion
carried.

Alderman Barber moved to receive and place on file the February,
2020 Monthly Financial Report. Seconded by Alderman Taylor. All
voted Aye; motion carried.

Alderman Barber moved to receive and place on file the December,
2019 Monthly Financial Report. Seconded by Alderman Taylor. All
voted Aye; motion carried.

Alderman Taylor moved to approve the following: City vouchers
with an ending date of April 2, 2020 in the amount of $6,336,589.51;
and Payroll dated March 27, 2020 in the amount of $387,670.98 and
payments of the various payroll deductions in the amount of
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ADJOURNMENT J.

$420,357.77 plus City matching payments; and estimated payroll
dated April 10, 2020 in the amount of $417,000.00 and payments of
the various payroll deductions in the amount of $230,000.00, plus
City matching payments. Seconded by Alderman Dandrea. On roll
call, all voted Aye. Motion carried.

Alderman Taylor moved to adjourn the meeting at 8:36 p.m.
Seconded by Alderwoman Wilhelm. All voted Aye; motion carried.



APPROVAL

ORGANIZATIONAL
BUSINESS

REQUEST FOR
COMMON COUNCIL ACTION

Board and Commission Appointments -
Aldermanic

MEETING
DATE

4-21-2020

ITEM
NUMBER

.t.

Aldermanic Appointments:

(a) Alderman Dandrea-Finance Committee, 1 yr. term expires 4/13/21.
(b) Alderman Dandrea-Plan Commission, 1 yr. term expires 4/13/21.
(c) Alderman Mayer-Environmental Commission, 1 yr. term expires 4/13/21.
(d) Alderwoman Wilhelm-License Committee, 1 yr. term expires 4/13/21.
(e) Alderwoman Wilhelm-Library Board, 3 yr. term expires 4/18/23.
(f) Alderwoman Wilhelm-Quarry Monitoring Committee, 2 yr. term expires 4/12/22.
(g) Alderwoman Hanneman-Finance Committee, 1 yr. term expires 4/13/21.
(h) Alderwoman Hanneman-License Committee, 1 yr. term expires 4/13/21.
(i) Alderwoman Hanneman-Civic Celebrations Commission, 2 yr. term expires 6/30/22.
(i) Alderwoman Hanneman-Parks Commission, 1 yr. term expires 4/13/21.
(k) AldermanNelson-Fair Commission, term of office, expires 4/18/23.
(1) Alderman Nelson-License Committee, 1 yr. term expires 4/13/21.
(m) Alderman Nelson-Board of Public Works, term of office, expires 4/18/23.
(n) Alderman Nelson-Finance Committee, 1 yr. term expires 4/13/21.

NOTE: Pursuant to the Franklin Municipal Code, aldermanic appointments to various boards and
commissions require the aldermen to serve during their tenure in office. Therefore, the existing
aldermanic appointments remain in effect and require no action:

Alderman Dandrea-Personnel Committee, term of office, expires 4/19/22
Alderman Dandrea-Community Development Authority, term of office, expires 4/19/22
Alderman Mayer-Personnel Committee, term of office, expires 4/19/22
Alderman Mayer-Technology Committee, term of office, expires 4/19/22
Alderman Barber-Personnel Committee, term of office, expires 4/19/22
Alderman Barber-Economic Development Commission, term of office, expires 4/19/22
Alderman Barber-Board ofHealth, term of office, expires 4/19/22
Alderman Barber-Quarry Monitoring Committee, expires 6/30/21

MOTION

(a)
(b)

Alderman Dandrea-Finance Committee, 1 yr. term expires 4/13/21.
Alderman Dandrea-Plan Commission, 1 yr. term expires 4/13/21.



(c) Alderman Mayer-Environmental Commission, 1 yr. term expires 4/13/21.
(d) Alderwoman Wilhelm-License Committee, 1 yr. term expires 4/13/21.
(e) Alderwoman Wilhelm-Library Board, 3 yr. term expires 4/13/21.
(f) Alderwoman Wilhelm-Quarry Monitoring Committee, 2 yr. term expires 4/12/22.
(g) Alderwoman Hanneman-Finance Committee, 1 yr. term expires 4/13/21.
(h) Alderwoman Hanneman-License Committee, 1 yr. term expires 4/13/21.
(i) Alderwoman Hanneman-Civic Celebrations Commission, 2 yr. term expires 6/30/22.
(i) Alderwoman Hanneman-Parks Commission, 1 yr. term expires 4/13/21.
(k) Alderman Nelson-Fair Commission, term of office, expires 4/18/23.
(T) Alderman Nelson-License Committee, 1 yr. term expires 4/13/21.
(m) Alderman Nelson-Board of Public Works, term of office, expires 4/18/23.
(n) Alderman Nelson-Finance Committee, 1 yr. term expires 4/13/21.

Clerksdept/Shirley/councilactionsheets/aldermanicapointmentsbymayor



APPROVAL

REPORTS AND
RECOMMENDATIONS

REQUEST FOR
COUNCIL ACTION

A Resolution to Amend A Resolution in Ratification of
A Proclamation Declaring A Public Health Emergency In
Response To The Coronavirus Disease 2019 (Covid-19),

As Amended, to Provide for City Common Council,
Boards, Commissions and Committees Meetings

Attendance by the Public by Way ofTelephone and/or
Electronic Audio and/or Video Communication and to

Extend the Time Period of the Public Health
Emergency for Forty (40) Days

MEETING
DATE

April 21, 2020

ITEM NUMBER

6.t.

A copy of the above-entitled Resolution is annexed hereto.

COUNCIL ACTION REQUESTED

A motion to adopt A Resolution to Amend A Resolution in Ratification of A Proclamation Declaring A Public
Health Emergency In Response To The Coronavirus Disease 2019 (Covid-19), As Amended, to Provide for
City Common Council, Boards, Commissions and Committees Meetings Attendance by the Public by Way of
Telephone and/or Electronic Audio and/or Video Communication and to Extend the Time Period of the Public
Health Emergency for Forty (40) Days.



STATE OF WISCONSIN CITY OF FRANKLIN

RESOLUTION NO. 2020-

MILWAUKEE COUNTY
draft 4/16/20

A RESOLUTION TO AMEND A RESOLUTION IN RATIFICATION OF A
PROCLAMATION DECLARING A PUBLIC HEALTH EMERGENCY

IN RESPONSE TO THE CORONAVIRUS DISEASE 2019 (COVID-19), AS AMENDED, TO
PROVIDE FOR CITY COMMON COUNCIL, BOARDS, COMMISSIONS AND

COMMITTEES MEETINGS ATTENDANCE BY THE PUBLIC BY WAY OF TELEPHONE
AND/OR ELECTRONIC AUDIO AND/OR VIDEO COMMUNICATION AND TO EXTEND
THE TIME PERIOD OF THE PUBLIC HEALTH EMERGENCY FOR FORTY (40) DAYS

WHEREAS, the Mayor issued a Proclamation Declaring a Public Health Emergency on
March 16, 2020, which was ratified and confirmed by the Common Council by Resolution No.
20- on March 17, 2020; and

WHEREAS, the City Department of Information Services and the IT Director have been
working towards providing the capability of providing the availability of public meetings
attendance by the public by way of telephone and/or electronic audio and/or video
communication methods, devices and equipment, the City not having been equipped for such
purpose at the time of the start of the Emergency; and

WHEREAS, the Secretary-designee of the Wisconsin Department of Health Services
issued Emergency Order #28 Safer at Home Order on April 16, 2020, providing in part at
Subsection 2.b. Safe Business Practices:

i. All businesses, including Essential Businesses and Operations, shall:
1. To the greatest extent feasible, use technology to avoid meeting in person,

including virtual meetings, teleconference, and remote work (i.e. work from
home).****; and

WHEREAS, Emergency Order #28 also extended the duration of the prior Order(s) to
8:00 a.m. on Tuesday, May 26, 2020; and

WHEREAS, the Common Council having considered City operations as an Essential
Operations need and the current state of the public health, safety and welfare.

NOW, THEREFORE, BE IT RESOLVED, by the Mayor and Common Council of the
City of Franklin, Wisconsin, that in addition to provision 6. of the March 16, 2020 Proclamation
Declaring a Public Health Emergency, and Resolution No. 20-_ adopted by the Common
Council on March 17, 2020 incorporating same, Resolution No. 20-_ be and the same is
hereby amended to additionally provide that during the period of Public Health Emergency, the
public may individually attend a meeting of the Common Council, and meetings of all City
Boards, Commissions and Committees by way of telephone and/or electronic audio and/or video
communication, by way of such methods, devices and equipment available and determined to be



RESOLUTION NO. 20-
Page 2

reasonable for such purposes by the City Department of Information Services and the IT
Director.

BE IT FURTHER RESOLVED, that the duration of the Public Health Emergency as set
forth in Section 5. of the March 16, 2020 Proclamation is hereby extended for forty (40) days
from the date hereof, to June 1, 2020.

Introduced at a regular meeting of the Common Council of the City of Franklin this
day of,2020.

Passed and adopted at a regular meeting of the Common Council of the City of Franklin
this day of,2020.

APPROVED:

Stephen R. Olson, Mayor

ATTEST:

Sandra L. Wesolowski, City Clerk

AYES NOES ABSENT-
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Project Updates for Ballpark Commons

MEETING DATE

April24, 2020

ITEM NUMBER

Attached is a Ballpark Commons development report submitted by ROC Ventures.

COUNCIL ACTION REQUESTED

No action requested. This report is only for providing updates on the Ballpark Commons project.

Economic Development Department - CB



ROC Ventures

Headquarters
7044 S Ballpark Dr Ste 300
Franklin, WI 53132

www rocventures org

Apnl2,2020

City of Franklin
9229 W. Loomis Road
Franklin, WI 53132

Re: Ballpark Commons Update, April 2020

Per the request of the Common Council, the following memo outlines the
latest updates from Ballpark Commons.

Infrastructure

a Sanitary Sewer
o Piping completely installed, minor punch list items remamnmng
o Sanitary sewer access road north of BPC site mn question with

MKE County

■ Water Lines
o Piping completely installed and live (water flowing and tied mnto

city system)
o Minor punch list items remaining

■ Storm Sewer
o Piping completely installed, minor punch list items remaining
o Main retention ponds in process of being certified
o B10-retent1on pond (south of Rawson) on hold until B4 apartment

buuldmng is completed (fall 2020)

■ Roadway
o BP Dr North of Rawson completed, minor punch I 1st ,terns

remaining pnor to city dedication
o BP Dr South of Rawson, in binder, temp stnpe and open

roadway in 4-20, final pave mn 2021
o Offsite, Rawson Ave & 76th widening completed; new traffic

signals complete except for WE Energies to energize

■ Methane Containment System
o System complete and operational



New Perspective Senior Living

Throughout the New Perspective facility construction crews are placing the finishing touches
on construction. The lobby water fountains are operational, the warm water therapy pool is
inspected and approved for use and the pub is ready to be stocked. By April 10th all building
inspections will be complete including the WI DHS (Department of Health Services).

Within a few weeks outdoor temperatures will allow landscaping to be installed before staff
begins to make the building ready for residents.

Velo Village

On track and on budget. Clubhouse framing is complete. Roof 1s going on next week, with
MEP rough-ins on-going and done by early May. Interiors following shortly thereafter. It's
coming together really fast.

• B4
o Roof system in progress. Roof framing complete by end of next week. Watertight by

4/24.
o MEP prelim rough-in on going

• B3
o Second floor system getting framed. Second floor walls start next week

B1
o Spancrete deck complete by end of next week

• B2
o Load bearing CMU work in progress

• B5
o Footing nearing completion

Office Retail

100% of office retail building is under contract. EXOS opened their retail store last month.
Coffee shop to start build out mid/late April.

Stadium

New naming rights partner appears to be imminent as contract is in legal. UWM season was
canceled. Milkmen season remains on schedule (late May), although we continue to meet as a
league weekly to assess readiness.



MOSH Performance Center

Foundations for the MOSH Performance Center are nearing completion allowing structural
steel for the Medical Office Building component to commence in early April. The steel
structure for the feldhouse is currently in production and scheduled to be onsite in late May.
New renderings are being developed for North and South facing Field House, per Plan
Commissions feedback.

LUXE Golf

Our hope is to start footing and foundation in next 60-90 days, but financing terms and
negotiations for the construction loan have been impacted by recent changes in market shake
up. We continue to work hard to finalize this loan.

Hotel

We have a term sheet with NextGen Hotels to develop the Hotel pad and were approved for
the Holiday Inn Express license last week. With everything going on due to COVID-19, the
hospitality industry has really taken a big hit over the last month and it will take some time to
recover. As a result, the start date for the Hotel Is now being pushed to August/September.

Brew Pub

No traction. Little to no effort being done until pad is fully developed.

M1 and R2

We are in talks with a well-known Milwaukee Developer on these parcels. Retail pipeline was
strong pre Covid-19 and we are unaware of any changes. Per TIF schedule, we planned to
have little traction at this point.

COVID-19 Impact to Date

We haven't run into any construction slowdowns related to COVID yet. Our construction
teams are continuing work as we are considered essential service since we construct and
manage housing and the medical office building.

As discussed above, from a financing standpoint, we are concerned about the impact of
securing construction loans for Golf and Hotel over the next few months at terms that work.

From a public health perspective, many measures have been implemented at the sites to
combat the spread of COVID such as:

• Daily temperature checks are taken of each worker before they enter the site
• Daily logs of all workers are kept
• Crews are kept small to facilitate social distancing



• Non-construction personnel are not allowed on site
• Teleconferencing is utilized for meetings

ROC Ventures (including The Rock, Milkmen, Umbrella Bar, etc.) has substantially
closed our facilities and offices including the co-working space

• Wheel & Sprocket and EXOS have reduced hours of operations

Please feel free to contact us if there are additional questions or concerns related to this
update.

Best,

Michael Zimmerman



BLANK PAGE
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REQUEST TO ACCEPT GRANT TO UPDATE
NEXTGEN 9-1-1 CAPBILTIY

MEETING
DATE

/21/2a0
ITEM NUMBER

• 3,
The police department requests the acceptance of a federal grant that would pay 60% of
upgrade costs to the department's call recording/logging system which
was last upgraded in 2013.

We are 2-versions behind our current system and the next upgrade/version would necessitate a complete
replacement of hardware (server) and software. Our current system though, will no longer be supported
without both the software upgrades and a server replacement. A new system will afford us the
opportunity to perform many more time saving functions such as being able to email a recording (for
court purposes); geo fence searches (for open record requests); viewing call locations on a map (assists
with investigative details of the location a person was calling from); text message replay (a necessary
entity with text-2-911).

The upgrade project would necessitate the purchase of the Eventide NexLog 740 system, which provides
NG9-1-1; P25; Digital Mobile Radio (DMR); IP Dispatch; Tl/El; Integrated Services Digital Network
(ISDN) the standard of simultaneous digital transmission of voice, data and other network services over
traditional circuits; and ED137 which is the interoperability standard for airport communication. These
are just a handful of critical communication solutions it provides.

The quote for the project is $26,883.50. The grant requires the city to pay for the project in full and the
city would then receive the 60% federal portion as a re-imbursement.

While funding would not be necessary until 2021, the grant requires the city to certify it has committed
funds for the total cost of the project prior to June 30, 2020.

This upgrade is going to be necessary with or without the grant.

FISCAL NOTE:
Sufficient contingency appropriations exist in the Capital Outlay fund for this $27,000 project.

RECOMMENDATION

Motion to accept the grant with the commitment to fund 100% of the project costs of $26,883.50 with
the expectation the city would receive 60% of the costs, estimated to be $16,130.00, as a reimbursement.
The city costs would be $10,754.00. Recommend that Council direct the Director of Finance &
Treasurer to prepare budget amendment to move contingency appropriation to Police Equipment and
reflect the grant resources.



BAYCOM
A LIfeline m the Moments that Matter

Quotation For Vendor

ITEM ID QTY DESCRIPTION

BAYCOM, Inc.
Kate Premo
W239N2890 Pewaukee Rd
Pewaukee, Wl53072
414-546-7628
kpremo@baycominc.com

Date 4/14/2020
Quote valid until 5/14/2020

UNIT PRICE TOTAL PRICE

Quote # KP0414

Franklin Police
9455 W. Loomis Rd
Franklin, WI 53132

Eventide Long Term Audio Recorder and Installation

A

B

C

D

E

F

G

H

J

K

NexLog 740 base system: 3U rack-mountable, Core i3 CPU,
Standard 2 x1TB fixed-Mount HDDs (RAID 1), 1 DVD-RAM Multi
Drive, 2 Network Ports (100/1000), Embedded Linux, NexL.og
software, web-based configuration manager, audio controls &
amplified speaker on front panel, dual hot-swap 120
240VAC50/60Hz power supplies, and 1st year warranty.

7" Color LCD Touch Screen for Nexlog 740

Upgrade NexLog 740 Storage to 1TB
With 2 HOT-SWAP 1TB HDDs, RAID-1

Upgrade Nexlog 740 Archive to Blu-Ray Drive

740 Standard Dual Hot-Swap Power Supplies 120/240 VAC

Single-port 100/1000 PCI Network Card for Nexlog 740 or
Nexlog 840

Rack Mt Slides - 4 Post, 3U (for Nexlog 740)

Analog Record Channels 16

16-Channel Analog Card w/16 Ch. License

Quick Install Kit (23 ft Cable + "66" Block)

Avaya Digital PBX 2W Phone Sets 16

16-Channel Digital PBX Card w/16 Ch. License

Quick Install Kit (23 ft Cable + "66" Block)

$2,791.00

$210.00

$4,845.00

$210.00

$2,791.00

$210.00

$4,845.00

$210 00

$5,578.00 $5,578.00

$903.50 $903.50

$116.00 $116.00

$272.00 $272.00

$0.00 $0.00

$132 00 $132.00

$251.00 $251.00



State ofWisconsin / DEPARTMENT OF MILITARY AFFAIRS

PO BOX 14 5 8 7
MADISON 5 3 7 0 8-0 5 8 7

OFFIC E OF EMER GEN C Y C OMMU N IC ATION S

April 1, 2020

Franklin Police Department
Cindy Manke, Communication Supervisor
9455 W Loomis Road
Franklin, WI 53132

RE: NG9-1-1 Reimbursement Grant Award

TEL EPH ON E 6 0 8 8 8 8-5 5 0 1

Dear Cindy Manke,

The Wisconsin Department of Military Affairs/Office of Emergency Communications (DMA/OEC) is pleased
to award Franklin Police Department federal funding through the Wisconsin NG9-1-1 Reimbursement
Grant Program to assist in the upgrade to NextGen9-1-1 equipment. Before work on the grant project can
begin, we will need the following:

1. Thoroughly read each document within this award package.

1. The Signatory Official must physically sign and initial where indicated including the cover letter, the
bottom of each page, after each general and/or special condition and the last page.

2. The Signatory Official is responsible for ensuring that the agency agrees with the terms and
conditions of this grant award. If the agency or signatory official does not agree with the terms and
conditions, they may notify the program contacts identified in the award package to decline the
award.

3. Make a copy of the signed award documents. Return the original signed award documents within
ninety (90) days to Laurie Borgers at the address listed at the end of the award package. Keep the
copy for agency records.

Please feel free to reach out to the Program Manager, Jessica Jimenez, or the Grants Specialist, Laurie
Borgers with any questions. We look forward to a collaborative working relationship with Franklin Police
Department.

Sincerely,

Jessica Jimenez
NextGen9-1-1 Program Manager
Office of Emergency Communications
WI Dept of Military Affairs



State ofWisconsin / DEPARTMENT OF MILITARY AFFAIRS

PO BOX 14 5 8 7
MAD ISON 5 3 7 0 8 -0 5 8 7

OFFIC E OF EMER GEN C Y C OMMU N IC ATION S

April 1, 2020

Franklin Police Department
Richard Oliva, Police Chief
9455 W Loomis Road
Franklin, WI 53132

Re: NextGen9-1-1 Reimbursement Grant Program

TEL EPH ON E 6 0 8 8 8 8 -5 5 0 1

Grant Number: 2020-115

The Office of Emergency Communications, Department of Military Affairs hereby awards to Franklin Police
Department (hereinafter referred to as the Subgrantee), the amount of $26,865.50 for programs or projects
pursuant to the NextGen9-1-1 Reimbursement Grant Program.

This grant may be used until June 30, 2021 for the projects consistent with the budget and general conditions in
Attachment A, subject to any grant assurances set forth in Attachment B, and the reporting requirements
outlined in Attachment C.

The Subgrantee shall administer the program or projects for which this grant is awarded in accordance with the
applicable rules, regulations, and conditions of the Department of Military Affairs. The submitted application is
hereby incorporated as reference into this award as Attachment D.

This grant shall become effective, and funds may be obligated (unless otherwise specified in Attachments A, B
and/or C) when the Subgrantee signs and returns the original this grant award including Attachments A, B, C and
D to the Department of Military Affairs. Keep a copy for your records.

Erik Viel
Director
Office of Emergency Communications
Wisconsin Department of Military Affairs

Date

The Subgrantee, Franklin Police Department hereby signifies its acceptance of the above-described grant on the
terms and conditions set forth above or incorporated by reference therein.

Subgrantee: Franklin Police Department

By:
Richard Oliva
Police Chief

Date



ATTACHMENT A- GRANT SUMMARY AND AWARD CONDITIONS

Subgrantee:
Project Title:

Franklin Police Department
NextGen9-1-1 Reimbursement Grant Program

Grant Number: 2020-115
CFDA: #20.615

Grant Period from: Date of Subgrantee Signature to June 30, 2021

Total Project Budget:
Amount of Federal Funds:
Approved Local Funds:

$26,865.50
$16,119.30
$10,746.20

NOTE: Subgrantees should reference their application budget for approved breakdown of cost. The
approved application budget is included at the end of this package as Attachment D.

Grant/Budget Modifications

Budget changes in excess of 10% of the total project budget, or a change to include a line item not
previously approved, requires a written modification request prior to any budget reallocations. An emailed
request to Laurie Borgers or Jessica Jimenez is acceptable Contact Laurie Borgers or Jessica Jimenez for a
Modification Request Form.

Any changes in personnel involved with the grant including the main contact, the secondary contact and
the signing official need to be reported to grant administrative staff via email.

Name of Program Manager: Jessica Jimenez
Phone Number: 608-888-5520
Email: Jessica.Jimenez@Wisconsin.gov

Name of Grant Specialist: Laurie Borgers
Phone Number: 608-888-5505
Email: Laurie.Borgers1@Wisconsin.gov

Authorized Official
Initials
Date

2



ATTACHMENT A- GRANT SUMMARY AND AWARD CONDITIONS

Award General Conditions- authorized official initial each line after reading

1. Subgrantees shall submrt detailed budget calculations in their first quarterly report. For example, if
line items for the "Other Services" category in the budget spreadsheet contained more than one
expense such as project management, installation, etc., Subgrantees must show calculations for
how the total cost per line item was determined. initials

2. Federal funds cannot be used to supplant local funds, they must increase the amount of funds that
would otherwise be available from local resources. Initials _

3. This federal award requires a 40% local match. Matching funds must be an allowable expense
under the grant program. By signing these Grant Award documents, the Subgrantee is certifying
that they have the funding available to cover the total cost of the project prior to receiving
reimbursement by Department of Military Affairs (OMA). The 60% federal reimbursement will be a
one-time payment at the close out of the grant project when all funds for the project have been
expended.

Initials

4. To be allowable under a grant program, costs must be paid or obligated (purchase order issued) for
services provided during the grant period. If obligated by the end of the grant period, then
payment must be made within 30 days of the grant period ending date. Initials _

5. No costs or services shall be incurred outside of the approved grant performance period, including
all recurring costs such as subscriptions and maintenance. Initials

6. Subgrantees shall use their own procurement procedures and regulations, provided that the
procurement conforms to applicable Federal law and the standards identified in the Procurement
Standards Sections of Sections of 2 C.F.R. § 200.318-326. Initials _

7. A copy of contracts pertaining to thus grant award must be submitted to DMA within thirty (30)
days of contract signing, along with any procurement solicitation and scope of work.

Initials

8. The Subgrantee must comply with the Grant Announcement used to announce the funding
opportunity and these Grant Award documents. Initials _

9. Agencies that accept funding are responsible for all sustainment costs after the end of the grant
period. Initials _

10. All Subgrantees shall make every effort to participate in any applicable grant program conference
calls or administrative trainings supplied by DMA. Initials _

11 All Subgrantees must have an active Dun and Bradstreet Data Universal Numbering System (DUNS)
number m order to receive funding. Initials _

12. All Subgrantees must have an active registration with the System for Award Management (SAM)
Failure to maintain an active status will potentially result in de-obligation of funds. No Payments
will be made without an active SAM registration. Initials _

Agency DUNS#: _

Agency SAM] #"

Authorized Official
Initials_
Date

Expiration Date.

3



ATTACHMENT B - GRANT ASSURANCES

Grant Assurances

Subgrantee agrees to comply with the most recent version of the Administrative Requirements, Cost
Principles and Audit Requirements, as set forth in the current edition of the Office of Management and
Budget (0MB) Compliance Supplement. A non-exclusive list of regulations commonly applicable to Federal
grants are listed below:

1. Administrative Requirements
a. 2 CFR S200, Uniform Administrative Requirements for Grants and Cooperative Agreements to
State and Local Governments.

2. Cost Principles
a. 2 CFR §200 Subpart E, Cost Principles for State, Local and Indian tribal Governments.

i. Special Considerations (2 CFR 5200.416-417)
b. Federal Acquisition Regulations (FAR), Part 31.2 Contract Cost Principles and Procedures,

Contracts with Commercial Organizations.
c. Financial and Administrative requirements set forth in the current edition of the Office of

Management and Budget (0MB) Compliance Supplement. The most current edition available at this time
can be found at https:llwww.whitehouse.gov/wp-content/uploads/2019/07/2-CFR Part-200 Appendix
XI Compliance-Supplement 2019 FINAL 07.01.19.pdf

3. Audit Requirements
a. Subgrantee agrees to comply with the organizational audit requirements of Uniform

Administrative Requirements, Cost Principles and Audit Requirements for Federal Awards (2 CFR 5200).
The Compliance Supplement to 2 CFR 5200 can be found at:
https://www. white house.gov/sites/whitehouse.gov/files/om bf assets/OM B/
circulars/a133_compliance/2016/2016_compliance_supplement.pdf.

b. Subgrantee agrees to comply with all applicable Wisconsin State Purchases Law pursuant to Wis.
Stat. Chapter 16; purchasing rules and regulations.

c. Subgrantee agrees to use federal funds granted under this award to supplement but not supplant
state or local funds for NextGen9-1-1 equipment.

d. Subgrantee is prohibited from transferring funds between programs (i.e., NextGen9-1-1 Program,
Homeland Security, Emergency Management Program Grant, etc.)

e. Subgrantees expending a combined total of $750,000 or more in federal funds during their fiscal
year (FY), must have a single audit or a program-specific audit for that year in accordance with the Uniform
Guidance 2 CFR §200 Subpart F. All auditees must submit to the federal clearinghouse the data collection
form and one copy of the reporting package described above and the Data Collection Form (Form SF-SAC)
to the Federal Audit Clearinghouse (FAC). The auditee must electronically submit to the FAC at
https·//harvester.census.gov/facweb/.

Subgrantees should review Chapter 11 DOA Single Audit Guide for additional information on single audit
requirements. Chapter 11 can be found at https://doa.wi.gov/DECHR/Part 11%20
%20Chptr 11%20Single%20Audit.pdf. General questions related to the single audit process can be emailed
to DOASSAGGeneral@wisconsin.gov

4
Authorized Official
Initials
Date



ATTACHMENT B-GRANT ASSURANCES

4. Payment Methodology
DMA shall only remit funds to Subgrantees upon receipt of a Grant Reimbursement Request Form at the
close out of the grant period, signed by an Authorized Agent such as the Signatory Official, and supporting
documentation.

• Equipment or services provided, including inventory reports, vendor invoices, purchase orders,
signed packing slips to certify receipt of goods and proof of payment such as cancelled checks

• Taxes are not allowable
• Unless requested in advance, payment will be mn the form of a check If the Subgrantee prefers

electronic payment va ACH, please contact Laure Borgers or Jessica Jimenez for more information.
• The 60% federal reimbursement will be a one-time payment at the close out of the grant project

when all funds for the project have been expended.

5. Project Monitoring/Evaluation
Subgrantee agrees to fully cooperate with compliance audits including periodic programmatic, fiscal
monitoring, records review and site visits conducted by DMA. Subgrantee agrees to submit timely and
accurate Program Evaluation Reports to OMA and to participate in OMA sponsored surveys and all other
required reports related to any DMA administered grant program. OMA reserves the right to deny
payment to any approved programs for failure to comply with this provision.

6. Maintenance of Records
All grant documents including but not limited to invoices, purchase orders, packing slips, equipment make,
model and serial numbers, must be maintained by the Subgrantee for a minimum of three (3) years after
DMA closeout date.

7. Property acquired with grant funds
DMA requires that property acquired with grant funds be tagged and tracked detailing description of the
property, serial or identification number, source of property, name of owner, acquisition date, cost,
location, and condition. Title to property acquired in whole or part with grant funds shall vest in the
Subgrantee, subject to divestment at the option of OMA, where its use for 9-1-1 purposes is discontinued.
Subgrantees shall exercise due caution in the use, maintenance, protection and preservation of such
property.

8. Civil Rights Requirements
All Subgrantees, regardless of the type of entity or the amount awarded, are subject to the prohibitions
against discrimination in any program or activity and may be required by the Department of Workforce
Development, Office of Equal Rights, through selected compliance reviews, to submit data to ensure their
services are delivered in an equitable manner to all segments of the service population and their
employment practices comply with equal employment opportunity requirements. 28 CFR 542.202 (n).

9. Americans with Disabilities Act
All federal grant Subgrantees must comply with the American with Disabilities Act (ADA).

10. Reporting of Adverse Finding of Discrimination
It is the responsibility of all grantees, subgrantees and contractors under the grants, to report to the
Department of Workforce Development, Office of Equal Rights, any finding of discrimination after a due
process hearing, on the basis of race, color, religion, national origin or sex by a federal or state court or
administrative agency pursuant to 28 CFP Part 42.204 (a-c).

Authorized Official
Initials----
Date

5



ATTACHMENT B -GRANT ASSURANCES

11. Equal Opportunity, Non-discrimination and Affirmative Action Program Requirements
It is the responsibility of all Subgrantees to ensure that their employment practices comply with Equal
Opportunity Requirements, 28 CFR 42.207, 42.301 et seq., s. 51.01 (5), Wis. Stats., s. 111.32 (13)(m), Wis.
Stats., and Gubernatorial Executive Orders governing the promotion of a diverse workforce, equal
opportunity and the prevention of sexual harassment and including where applicable, the requirement of
Subgrantees to formulate, implement and file an Equal Opportunity Plan with DMA.

In connection with the performance of work under this grant, the Subgrantee agrees not to discriminate
against any employee or applicant of employment because of age, race, religion, color, handicap, sex,
physical condition, developmental disability as defined in s. 51.01(5), Wis. Stats., sexual orientation as
defined in s. 111.32(13m), Wis. Stats., or national origin. This provision shall include, but not be limited to,
the following: employment, upgrading, demotion or transfer; recruitment or recruitment advertising; layoff
or termination; rates of pay or other forms of compensation; and selection for training, including
apprenticeship. Except with respect to sexual orientation, the Subgrantee further agrees to take affirmative
action to ensure equal employment opportunities.

Pursuant to 2019 Wisconsin Executive Order 1, Subgrantee agrees it will hire only on the basis of merit and
will not discriminate against any persons performing a contract, subcontract or grant because of military or
veteran status, gender identity or expression, marital or familial status, genetic information or political
affiliation.

12. Ethical Standards/Prohibited Political Activity
It is the responsibility of all Subgrantees to comply with applicable provisions of Wis. Stats. Chapter 19,
Subchapter 111 - Code of Ethics for Public Officials and Employees and the provisions of the Hatch Act, which
limits the political activity of public employees.

13. Congressional Budget and lmpoundment Control Act of 1974, as amended
Grant awards are conditional, and subject to congressional or executive action including budget deferral
recess1on.

14. Lobbying, Debarment, Suspension, Drug-Free Workplace
The Subgrantee shall comply with the provisions of 31 U.S.C. §1352. The Subgrantee receiving in excess of
$100,000 in Federal funding shall submit a completed Form SF-LLL, "Disclosure of Lobbying Activities,"
(http://www.gsa.gov/Forms/TrackForm/33144) regarding the use of non-
Federal funds for lobbying. The Form SF-LLL shall be submitted within 30 days
following the end of the calendar quarter in which there occurs any event that requires
disclosure or that materially affects the accuracy of the information contained in any
disclosure form previously filed.

The Subgrantee shall comply with the provisions of Subpart C of 2 CFR 1326,
"Governmentwide Debarment and Suspension (Nonprocurement)" (published in the Federal
Register on December 21, 2006, 71 FR 76573), which generally prohibit entities that have
been debarred, suspended, or voluntarily excluded from participating in Federal
nonprocurement transactions either through primary or lower tier covered transactions.

The Subgrantee shall comply with the provisions ofthe Drug-Free Workplace Act of 1988
(Public Law 100-690, title V, Sec. 5153, as amended by Public Law 105-85, Div. A, Title

Authorized Official
Initials----
Date

6



ATTACHMENT B -GRANT ASSURANCES

VIII, Sec. 809, as codified at 41 U.S.C. §702), "Governmentwide Requirements for Drug-Free Workplace
(Financial Assistance)" (published mn the Federal Register on November 26, 2003, 68 FR 66534), which
require that the Subgrantee take steps to provide a drug-free workplace.

15. Collection of Unallowable Costs
Payments made for costs determined to be unallowable by either the Federal awarding agency, cognizant
agency for indirect costs, or pass-through entity, either as direct or indirect costs, must be refunded
(including interest) to the Federal Government in accordance with instructions from the Federal agency
that determined the costs are unallowable unless Federal statute or regulation directs otherwise.

16. 9-1-1 Fee Diversion
Subgrantee agrees that as a taxing jurisdiction of the State of Wisconsin, the Subgrantee has not diverted
any portion of designated 9-1-1 surcharges for any purpose other than the purposes for which such charges
are designated or presented from the time period 180 days preceding the date of the application and
during the time period in which grant funds are available.

Subgrantee agrees that, as a condition of receipt of the grant, the Subgrantee will return all grant funds if
the Subgrantee obligates or expends, at any time for the full duration of this grant, designated 9-1-1
surcharges for any purpose other than the purposes for which such charges are designated during the time
period in which grant funds are available.

Authorized Official
Initials----
Date

7



ATTACHMENT C - REPORTING REQUIREMENTS AND CLOSEOUT

Reporting Requirements

Subgrantee agrees to meet reasonable fiscal and administrative requirements to account for its federal
grant funds mn accordance with 0MB Circular A-102 and as the Office of the Governor or DMA may require
including but not limited to submitting: quarterly financial reports, quarterly progress reports, and final
financial reports and closeout documentation. Templates for the quarterly reports will be made available at
a later date, including training for how to fill out the quarterly reports.

Quarterly reports must be signed by an Authorized Official and submitted to DMA within thirty (30) days
(with the exception of the closeout report) after the close of each calendar quarter as follows:

Report 1 - Grant Period Start to June 30, 2020
Report 2- July 1, 2020 to September 30, 2020
Report 3 - October 1, 2020 to December 31, 2020
Report 4- January 1, 2021 to March 31, 2021
Report 5/Closeout Report

Due: July 30, 2020
Due: October 30, 2020
Due: January 30, 2021
Due: April 30, 2021
Due: August 15, 2021

Failure to comply with thus provision may result in the withholding of grant funds until the delinquent
report is received. If a Subgrantee closes out their project prior to the grant period end date, a closeout
report is required within forty-five (45) days of the final expense.

In addition to the reports specified above, Subgrantees agree to submit a copy of any final contracts
pertaining to this grant award within thirty (30) days of contract signing, along with any procurement
solicitation and scope of work

Grant Closeout

After the project period of the grant has ended, the Subgrantee will need to submit all closeout documents
and complete closeout requirements within 45 days after the end of the grant. Extension requests must be
submitted a minimum of 30 days before the end date of the grant performance period and will be reviewed
by program staff on a case-by-case basis. There is no guarantee of an extension request approval and
extensions may be contingent on federal deadlines.

Unless requested in advance, payment will be in the form of a check. If the Subgrantee prefers electronic
payment via ACH, please contact Laurie Borgers or Jessica Jimenez for more information.

In order to closeout a grant, DMA requires submission of:
• A final programmatic report
• A final financial report- proof of payment can be a cancelled check copy or a general ledger report

with the check number.
• Grant Reimbursement Request Form - expenditures on the Grant Reimbursement Form must have

been incurred within the approved period of performance listed on these award documents.
• Receipts of any equipment or items identified on the Grant Reimbursement Request Form and a

copy of the procurement policy authorizing that type of purchase.
• A match validation memorandum signed by the Chief Financial Officer verifying and validating

which match funds were used and that the use of those grant funds complies with all applicable
CFR requirements.

Authorized Official
Initials
Date

8



ATTACHMENT C - REPORTING REQUIREMENTS AND CLOSEOUT

• A final equipment inventory report- this report is required for any equipment purchased with a
single per unit cost in excess of $5,000 and should include serial numbers for equipment.

• Upon completion of the closeout process, DMA/OEC will send a Closeout Letter to Subgrantees,
advising the grant is closed.

As the duly authorized representative, I hereby certify that the Subgrantee will comply with the above
certifications and conditions.

Franklin Police Department

Signature of Authorized Agent

Richard Oliva

Name (printed)

Date Agency

2020-115
Grant Award Number

This grant award is effective from the date of the above signature. Electronic signatures, substitute signing,
or stamping is not accepted.

PLEASE PHYSICALLY SIGN DOCUMENTS, MAKE ONE COPY FOR RECORDS AND
RETURN THE ORIGINAL WITHIN NINETY (90) DAYS TO:

ATTN: Laurie Borgers
Wisconsin Department of Military Affairs

2400 Wright Street
Madison, WI 53708
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4A? COVER PAGE
: $

Attachment D - Application Documen s-
Agency Name:
Franklin Police Department

1. Applicant
Physical Address:
9455 W Loomis Rd, Franklin, WI 53132
Mailing Address:
Same as Above
Name:
Cindy Manke
Title:

2. Main Point of Contact (Project Communication Supervisor
Director) Email:

cmanke@franklinwi.gov
Phone Number:
414-858-2670
Name:
Eric Stowers
Title:

3. Secondary Point of Contact
Captain
Email:
estowers@franklinwi.gov
Phone Number:
414-858-2669
Name:
Richard Oliva
Title:

4. Signatory Official
Police Chief
Email:
roliva@franklinwi.gov
Phone Number:
414-858-2603

5. Applicant Type Single Agency Application

Date of Submission: 02/03/2020



Attachment D - Application Documents

2019-22 Federal NextGen9-1-1 Reimbursement Grant Program

APPLICATION NARRATIVE

AGENCY NAME: Franklin Police Department

1. A brief description of your PSAP including whether you answer wireless and/or wireline 9-1-1 calls and
the number of workstations in your PSAP, identifying the number of existing active, back up, and training
positions. If submitting a joint application, you must include the above information for all agencies
involved.

The Franklin Police Department Dispatches Police; Fire; and EMS for the City of Franklin
(Wisconsin) which covers approximately 35 square miles with a population of approximately
35,620. The City of Franklin is diverse in which it has residential; retail; commercial; industrial
and rural areas all encompassing. The Communications Center has four dispatch workstations
all of which are set up exactly the same which allows the dispatchers to complete any and all
work functions from each of the four positions. We are the primary PSAP for all wireline 9-1-1
calls and after a year-long endeavor, in 2013 we completed the Selective Routing process. Once
that process was completed we became the primary PSAP for cellular 9-1-1 calls from within
the City of Franklin, they are no longer routed to the County (Milwaukee) PSAP first. We have
also initiated text-2-911 and we plan on having a "soft" opening/reveal within the next month
after we complete the proper parsing format of data into CAD. At this time, we do not have a
dedicated training position, however we able to obtain a lap-top computer with all necessary
programs for our Lead Dispatcher(s) to use while training others, which allows them to be close
by for monitoring/supervision; securing training documents; and retrieving/playback of calls for
QA/QI.

2. Provide a brief summary of the proposed project to be funded. Thoroughly explain why this equipment
needs replacement (e.g. exusting equipment is/was at end of life by a certain date; current equipment is
not NextGen-capable).

The project we're proposing to fund consists of replacing our call recording/logging system. We
are currently using the NICE Inform logging system, and while this system has served us well
through the years, our last system upgrade was in 2013. We are currently 2-versions behind
and the next upgrade/version which would be needed encompasses a complete replacement of
hardware (server) and software. Our current system though functional to a point, will no
longer be supported without both the software upgrades and a server replacement. With a
new system, it will afford us the opportunity to perform many more time saving functions such
as being able to email a recording (for court purposes); geo fence searches (for open record
requests); viewing call locations on a map (assists with investigative details of the location a
person was calling from); text message replay (a necessary entity with text-2-911). These
examples just touch on a few of the available features when considering a new or upgraded call
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2019-22 Federal NextGen9-1-1 Reimbursement Grant Program

recording/logging system. With the ever-expanding spectrum of technology; as 9-1-1
dispatchers the more tools we have available to us, the better we are to protect our first
responders and serve our community.

3. A description of the proposed procurement method that will be used to purchase the equipment,
including a list of NextGen9-1-1 standards as identified in the DH S SAFECOM Grant Guidance that the
equipment will meet once implemented. Thus procurement method must follow your local procurement
rules. You must submrt separate justification for sole-sourced contracts. If your agency has already
received bids for equipment and signed a contract, provide a descnpt1on of the procurement method
used and attach the final contract.

In defining the 40% responsibility of this agency should the grant be awarded; the funding
would be procured through the local budgeting processes. The budgeting details would be
inclusive of P(Project)25 standards compliance. The call recording/logging system under
consideration is the Eventide Nexlog 740. This system provides NG9-1-1; P25; Digital Mobile
Radio (DMR); IP Dispatch; Tl/El; Integrated Services Digital Network (ISDN) the standard of
simultaneous digital transmission of voice, data and other network services over traditional
circuits; and ED137 which is the interoperability standard for airport communication. These are
just a handful of critical communication solutions it provides.

4. A proposed timeline Including a proposed start date and anticipated procurement and implementation
schedule.

The proposed start date would be based on the secured funds available in the 2021 budget,
which would allow us to move forward in January 2021. Upon submission of the signed
contract, an agreed upon date would facilitate the project. A completion date inclusive of
training would be set for first quarter 2021 in order to meet the requirements of the grant and
submittal of all necessary paperwork to satisfy the grant reimbursement.

5. An explanaton of local matching funds including the source(s) of the non-federal match.

The local matching funds would be obtained through the 2021 budgeting process for the City of
Franklin.

6. An explanation of how the budget worksheet relates to the project and the vendor quote(s) provided. You
should include as must information as possible regarding how the budget worksheet was developed, and
if necessary, why the lowest vendor quote was not used.

The project vendor quotes were based off our current NICE recording system and integrating
the enhancements to support technology advancements. The budget worksheet was
calculated based on the vendor quote(s) received. While we received two quotes for the same
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2019-22 Federal NextGen9-1-1 Reimbursement Grant Program

system, the one that came in lower is the quote that is being presented. Both quotes
were very clear in the breakdown of hardware/software/ licensing and services, which in turn
made the budget worksheet easy to follow.

7. List of Attachments:

Cover Page; Application Narrative; Existing equipment contract showing original purchase date;
Vendor statement; Vendor quotes; Budget worksheet.
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APPROVAL

Sb
Reports and

Recommendations

REQUEST FOR

COUNCIL ACTION

Motion to allow the Director ofHealth and Human
Services to enter into a 90-day trial contract for access to
the Wisconsin Statewide Health Information Network
(WISHIN) organization data to improve communicable
disease mvestigation and follow-up.

MEETING DATE

4/21/2020

ITEM NUMBER

Background: The Wisconsm Statewide Health Information Network (WISHIN) 1s an
independent organization that assists healthcare providers by mcreasing their ability to share
and review healthcare information. The goal of the organization is to create at Statewide
electronic health information exchange which will assist in better clinical decisions, less
duplication of efforts, and unproved information sharing that will lead to better patient
outcomes. Multiple local health departments in Milwaukee County have entered into trial
contracts with WISHIN to increase their capacity and efficiency to respond to reportable
communicable diseases.

Analysis: Communicable disease follow-up currently involves contacting both physician and
patient to ensure test results are accurate, appropriate treatment was rendered, and disease
prevention steps are taken Frequently we wait for a day or more for messages to be relayed to
the appropriate individual m physician offices or hospitals however by having access to
WISHIN our staff will be able to quickly review physician notes and will be able to conduct
follow-up with patients 111 a more timely and mformative way. WISHIN has agreed to allow
Franklin Health Department the ability to access their electromc information system for a free
90-day trial to determine 1f the additional mformat1on is beneficial for our follow-up
investigations.

Options: 1. Allow the sigmng of the contractwith WISHIN for a 90-day trial.
2. Deny s1gnung the contract for access to WISHIN organization 1formation.

Recommendation: The D1rector of Health and Human Services recommends allowing the
signing of a 90-day free tr1al contract with the WISHIN orgamzahon.

Fiscal Note: There 1s no fiscal impact for the 90-day trial of WISHIN. If the data is found to be
beneficial to FHD to more efficiently conduct communicable disease investigations, the
Director of Health and Human Services will return to Council with an updated contract to
enter into at that time.



COUNCIL ACTION REQUESTED

The Director of Health and Human Services requests a motion to allow the Director of Health and
Human Services to enter into a 90-day trial contract for access to the Wisconsin Statewide Health
Information Network (WISHIN) organ1zaton data to 1prove communicable disease investigation and
follow-up.

Health Department: CD



City of Franklin

WISHIN DATA SHARING

PARTICIPATION AGREEMENT

CONFIDENTIAL
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DATA SHARING PARTICIPATION AGREEMENT

THIS AGREEMENT Is entered mto between the Wisconsin Statewide Health Information Network, Inc, a
Wisconsin non-profit corporation ("WISHIN"}, and the undersigned part1c1pant on behalf of itself and its
Affiliates ("Participant") (collectively, the "Parties"}, as of March 27, 2020 (the "Effective Date")

RECITALS

WISHIN Is organized to improve the quality, safety and timeliness of health services, reduce medical and
prescription errors, and reduce health care costs by fac1htatmg the sharing of health information In a manner
that complies with all applicable laws and regulations, including without hmItatIon those protecting the
privacy and security of personal health information WISHIN owns and operates an electronic
communication network for use by (a) health care providers in dehvenng of health care or health plan
services to patients, and (b) by other persons to whom WISHIN permits access in accordance with WISHIN
policies and apphcable law The goal of the network ts to support the public and charitable purposes of
WISHIN by improving public health and using technology to promote efficiency in the delivery of health care
services

Part1c1pant desires to have access to WISHIN's System and Services, as such access and Services are
Identified mn Attachment 1 to this Agreement

Cap1tahzed terms that are not defined when first used in this Agreement have the meanings set forth in
Section 27

AGREEMENT

1. Grant of Right to Use Services. software or services not provided or approved by
WISHIN

1 3 Change and Termination WISHIN
reserves the right to change the Services or the
System Changes to the System or the Services
that materially reduce, limit, or modify adversely
the functionality or levels of service provided, or
any changes in the Permitted Purposes
(collectively, "Material Changes"), shall not be
made without the pnor approval of WISHIN's
Board of Directors and Part1c1pant Advisory Board
Approval Such approvals shall include a
determination of whether it is technically feasible
and financially reasonable for WISHIN to allow a
System partIcIpant to opt out of partIcIpatmg in the
change while still remaining a System participant

Material Changes shall not be made without at
least ninety (90) days prior written notice to
Participant, which notice shall include whether rt Is
technically feasible and financially reasonable for
Participant to opt out of the change while still being
a System participant If there Is a change to
Permitted Purposes, Part1c1pant may then (a) to
the extent that the WISHIN Board of Directors and
the Participant Advisory Board have determined
that it rs technically feasible and financially
reasonable for WISHIN to implement, proh1b1t
Other Participants from using Participant's Shared
Information for the newly-approved Permitted
Purpose, by gvng WISHIN written notice of such
prohibition at least thirty (30) days prior to the

PartIcIpant has no rights to the System except for
the l1m1ted rights to access and use the System
expressly granted by this Agreement

12 Restrictions Participant shall not (a) use
the System for t1me-shanng, rental, or service
bureau purposes, (b) make the System or Services,
In whole or in part, available to any other person,
entity or business, other than as set forth in this
Agreement, (c) copy, reverse engineer, decompile
or disassemble the System, in whole or in part, or
otherwise attempt to discover the source code to
the software used m the System, or (d) modify the
System or combine the System with any other

1 1 Access During the Term, WISHIN grants
to Participant and Participant accepts

a) a non-exclusive, nontransferable (except as
provided herem) sublicense to access and
use the System, and

b) a non-exclusive, nontransferable (except as
provided heremn) sublicense to use any other
computer software furnished by WISHIN

Such access and use Is subject to Participant's
compliance with the terms and conditions of this
Agreement and the WISHIN Policies and
Procedures

PA013 Confidential 3



effective date of the newly-approved Permitted
Purpose, or (b) if such implementation Is not
technically feasible and financially reasonable or
Participant disagrees wth any other Material
Change, Participant may elect to terminate thus
Agreement as of the effective date of the Material
Change by written notice to WISHIN that Is gven at
least thirty (30) days prior to the effective date of
such Material Change

1 4 Third-Party Software WISHIN represents
that It has all licenses and rights necessary from
third parties related to Third-Party Software and
Services, provided under this Agreement and
required for PartIcIpant to use System and any such
Third-Party Software and Services that are used
related to the System This Agreement shall not be
construed to limit any use of open-source software
in accordance with the applicable free software
license, provided, however, that all such open
source software shall be subject to the security and
performance standards applicable to WISHIN
under this Agreement

1 5 Support WISHIN shall provide support
and assistance to Part1c1pant in using the System
and the Services, in accordance with Attachment 2,
Software Maintenance and Support, and the
Policies and Procedures

2. Access to the System.

2 1 Permitted Uses Subject to the terms of
this Agreement, Part1c1pant may access and use
the System and use the Services only for Permitted
Purposes Health Care Payers' Permitted Purpose
1s solely to receive and use Health Data m
accordance with Attachment 4, as the same may be
amended from time to time by the approval of the
WISHIN Board of Directors and Participant
Advisory Board Approval Health Care Payers shall
not otherwise have the nght to use the WISHIN
Pulse feature of the System or otherwise access
Health Data

22 Prohibited Uses Participant and its
Authorized Users shall comply with the following
restrictions with respect to the System and the
Services

patient and other health information and
the prohibition on the use of
telecommunications facilities to transmit
illegal, obscene, threatening, libelous,
harassing or offensive messages, or
otherwise unlawful material

c) Participant shall not knowingly (1) abuse
or misuse the System or the Services,
Including gaining or attempting to gamn
unauthorized access to the System or,
except in accordance with accepted
practices, altering or destroying
information in the System, (i) use the
System or Services in such a manner that
interferes with other users' use of the
System, or (111) permit the introduction into
the System of any program, routine, or
data (such as viruses or worms) that does
or may disrupt or in any way impede the
operation of the System, or alter or
destroy any data within It

d) Notwithstanding any provision to the
contrary in this Agreement, Participant
shall not use the System or Services for
the purpose of exploiting the data of Other
Participants to solicit, or make a targeted
marketing to, any patients of any Other
Part1c1pants, to compare patient volumes,
prices, practice patterns, or make any
other comparison or to aggregate data
from Other Participants for any similar
exploitation by itself or third parties

e) Part1c1pant shall not use the System or the
Services mn violation of thus Agreement,
the Policies and Procedures or any
applicable laws of the United States of
America, the State of Wisconsin or any
other applicable state's laws

f) All of the foregoing restrictions and
proh1b1t1on on uses of the System shall
equally apply to WISHIN and its
contractors

2 3 Participant's Own Systems

a) Participant shall not knowingly reproduce,
publish or distribute content in connection
with the System that infringes any third
party's trademark, copyright, patent, trade
secret, publicity, privacy or other personal
or proprietary right

b) Participant shall be responsible for its own
compliance with all applicable laws,
Including laws relating to maintenance of
privacy, security and confidentiality of

Confidential

a) Participant shall be solely responsible for
Part1c1pant's own compliance with any
applicable regulatory requirements
related to the preservation, privacy and
security of its own records that reside on
Part1c1pant's own systems, including
without limitation data backup, disaster
recovery, and emergency mode
operation PartIcIpant acknowledges that
WISHIN does not undertake to provide
such services related to records that
reside on Part1c1pant's own systems
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Notwithstanding the foregoing, WISHIN
shall provide data backup, disaster
recovery services and emergency mode
operation for the System, including all
Health Data and Confidential Information,
as set forth in the Policies and Procedures
and as otherwise provided in this
Agreement

b) As permitted by this Agreement, HIPAA
and other applicable law (1) Part1c1pant
may transmit, access and use Health Data
for a Permitted Purpose, (11) any Part1c1pant
that Is a Health Care Provider may merge
relevant parts of such Health Data into its
own patient medical records, in which case
the PartIc1pant shall have a perpetual,
irrevocable right to use any such merged
Health Data m the Part1c1pant's normal
course of business, and (u) any other
Participant may, subject to the limitations
on its Permitted Purposes, incorporate
such Health Data into its own records and
use such Health Data solely for its
Permitted Purposes and as otherwise
limited In this Agreement (for example, for
a Health Care Payer, solely in accordance
with use cases in Attachment 4 applicable
to Health Care Payers, and for public
health departments as limited m Section
2 4(a)) The foregoing shall not be
construed as a release of any ownership
rights Participant has to data that rt
contributes to the System Subject to the
foregoing, all data, including but not limited
to clinical information and patent data
provided by Part1c1pant in support of this
Agreement, either in its original form or de
1dent1fied, including all content and other
materials comprising the data
("Participant's Data") are owned by, and
shall remain the sole property of
Part1c1pant This Agreement does not
convey to WISHIN or any other party any
title in or to, or ownership of, the Part1c1pant
Data or of any part thereof, and subject to
the Permitted Purposes, WISHIN 1s
prohibited from selling or transferring the
Participant Data to any party Participant
understands and agrees that WISHIN may
disclose Part1c1pant Data to WISHIN's
Subcontractors, as necessary for WISHIN
to carry out its obligations under this
Agreement as long as WISHIN ensures
that, and will remain responsible for, any
and all of its Subcontractors' compliance
with the terms of this Agreement, as
applicable Upon termination or expiration
of this Agreement, WISHIN shall destroy or
return, and ensure that its Subcontractors
destroy or return, any Participant Data to

24

Part1c1pant, or, 1f WISHIN determines that
returning or destroying such data Is not
possible, as approved by PartIcIpant,
WISHIN shall extend the protections of
thus Agreement, including the Busmess
Associate Agreement attached hereto, to
such Part1c1pant Data and not permit any
further uses and disclosures of such data

c) Aggregation and Subpoenas

(1) Part1c1pant shall not use the System to
create, produce, or compile records or
data of any Other Part1c1pants for the
purpose of furnishing such records to
third parties, except for a Permitted
Purpose or to a business associate of
Participant for a Permitted Purpose,

(II) If Partcpant is subpoenaed or
otherwise ordered to use the System
for the purpose of compiling the data
of Other Part1c1pants that are not
already contained mn Participant's
records, Part1c1pant's shall
1mmed1ately notify WISHIN prior to
making any disclosure and shall not
make any such disclosure, unless
required to do so by court order, until
WISHIN and such other interested
parties or Other Participants that are
impacted by such disclosure have an
opportunity to appear or intervene and
protect their respective interests

Other Participants

a) Subject to and without limiting the
Permitted Purposes, WISHIN 1rnt1ally may
permit System participation to the
following

() Health care providers as defined
by HIPAA in 45 CFR 160 103,

(u) Medical groups,

(111) Hospitals,

(1v) Independent laboratories,

(v) Independent radiology service
providers,

(vi) Chain pharmacies,

(v11) Independent pharmacies,

(vu) Long-term care facilities,

(1x) Home health care programs,

PA013 Confidential 5
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a) Participant and WISHIN shall each
implement and maintain reasonable and
appropriate administrative, physical and
technical safeguards to comply with its
obligations under HIPAA and other
applicable law Part1c1pant's safeguards
also shall comply with WISHIN's
Part1c1pant Safeguard Checklist and the
other Policies and Procedures

b) Participant shall promptly notify WISHIN
of any Security Incident relating to the
System of which Part1c1pant becomes
aware, or any unauthorized use or
disclosure of information within or
obtained from the System and shall
cooperate with WISHIN m mvest1gatmg
the incident and shall take such action, as
Is practicable, to mitigate any breach or
suspected breach WISHIN shall promptly
notify Participant of any Security Incident
relating to Participant's Shared
Information of which WISHIN becomes
aware, or any unauthorized use or
disclosure of Participant's Shared
Information and shall cooperate with
Participant mn Investigating the incident
and shall take such action, as IS
practicable, to m1t1gate any breach or
suspected breach

The parties acknowledge and agree that
thus section constitutes notice by

6

participant types from using Participant's
Shared Information, by gvmng WISHIN
written notice of such prohibition at least
thirty (30) days prior to the effective date
of the newly-approved partIcIpant type(s),
or (b) if such implementation is not
technically feasible and financially
reasonable, Part1c1pant may elect to
terminate this Agreement as of the
effective date of the change to eligible
participant types, by written notice to
WISHIN that 1s given at least thirty (30)
days prior to the effective date of such
change

c) All Part1c1pants shall be required to sign a
participation Agreement containing
substantially s1m1lar obligations to those
contained in this Agreement, including
the obligation to comply wth the Policies
and Procedures and to be responsible for
any business associate, contractor, or
workforce member who accesses and
uses the System or Services as
Authorized Users on its behalf

2 5 Safeguards

(x) Public health departments for
Treatment purposes,

(xI) Public health departments for
public health reporting purposes,

(x11) State-contracted Wisconsin Family
Care, Partnership, PACE, SSI-Med1ca1d
and Dually Eligible Special Needs Plan (D
SNP) Managed Care Organizations for the
purposes of delivering or coordinating care
for the members covered under such
contracts,

(xI11) Quality organizations not owned by
a Health Care Payer, but solely to receive
and use Health Data mn accordance with
Attachment 4, as the same may be
amended from time to time by the approval
of the WISHIN Board of Dtrectors and
Part1c1pant Advisory Board Approval
Quality Organizations shall not otherwise
have the nght to use the WISHIN Pulse
feature of the System or otherwise access
Health Data, and

(xiv) Health Care Payers, but solely to
receive and use Health Data mn accordance
with Attachment 4, as the same may be
amended from time to time by the approval
of the WISHIN Board of Dtrectors and
Participant Advisory Board Approval
Health Care Payers shall not otherwise
have the rght to use the WISHIN Pulse
feature of the System or otherwise access
Health Data

Not all categories of part1c1pants will have
the same nghts to access and use the
System Access and use rights will be
based on the nature of the part1c1pant and
its appropriate need to use the System,
consistent with the Privacy Rule

b) This list of eligible participant types may
be modified by the Board of Directors of
WISHIN and Part1c1pant Advisory Board
Approval upon at least ninety (90) days
prior written notice to Participant, which
notice shall include whether 1t 1s
technically feasible and financially
reasonable for a Participant to opt out of
sharing Health Data with the new
participant types while continuing to be a
System participant If there Is a change to
the eligible participant types, Partcpant
may then (a) to the extent that the
WISHIN Board of Directors and the
PartIc1pant Advisory Board have
determined that It 1s technically feasible
and financially reasonable for WISHIN to
implement, proh1b1t the new, eligible
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Participant to WISHIN of the ongoing
existence and occurrence of attempted but
Unsuccessful Security Incidents (as
defined below) for which no add1t1onal
notice to WISHIN shall be
required "Unsuccessful Security
Incidents" shall include, but not be limited
to, pmgs and other broadcast attacks on
Part1c1pant's firewall, port scans,
unsuccessful log-on attempts, denials of
service and any combination of the above,
so long as no such incident results m
unauthorized access, use or disclosure of
PHI

Compliance

the Services on behalf of Participant,
subJect to the terms of this Agreement and
the Policies and Procedures Part1c1pant
shall

() Conduct a reasonable process to
determine that granting an individual
access to the System as an
Authorized User Is appropriate Keep
a current list of its current and past
Authorized User I Os and to whom
each has been assigned,

(u) Obtain a unique Authorized User ID
from the System for Part1c1pant to
assign each Authorized User and take
efforts to ensure that each such
person has access to the System only
under his or her Authorized User ID

(111) Tram all Authorized Users regarding
the confidentiality requirements of this
Agreement and the Pol1c1es and
Procedures relating to their access to
and use of the System, and be
responsible for their compliance with
such requirements,

(Iv) Take such disciplinary action as rt may
deem appropriate against any
Authorized User who violates the
confidentiality provisions of this
Agreement or the Policies and
Procedures,

(v) Report to WISHIN v1olat1ons of the
confidentiality requirements set forth
m this Agreement by Part1c1pant's
Authorized Users

(vi) Promptly disable and revoke the
Authorized User ID upon the
termination of employment or change
of role of any Authorized User (or If the
md1v1dual Is not an employee, of the
termination of the relationship or role
with Participant which required that
the individual access the System),

(vn) Take prompt steps so that any
Authorized User whose access has
been revoked or restricted shall have
no further access to the System
consistent with the revocation or
restriction

2 8 Rights of Authorized Users An
Authorized User shall have no rights to access the
System, or to use the Services or any Health Data
or other information made available therefrom,
other than those permitted under this Agreement

Participant and WISHIN each are responsible for
their own and their respective employees',
subcontractors', and agents' compliance with the
terms of this Agreement, HIPAA, the Policies and
Procedures, and other applicable laws and
regulations Part1c1pant shall be solely responsible
for the authorized use of the system by Participant's
Authorized Users WISHIN Is solely responsible for
the System and Services provided by WISHIN, its
subcontractors or agents hereunder

As between Participant and Other Participants,
each shall be responsible for its acts and omIssIons
and not for the acts or omssons of any Other
Participant Notwithstanding anything to the
contrary mn this Agreement, Participant and Other
PartIcIpants shall not be liable for any act or
omission if a cause of action for such act or
omission Is otherwise prohibited by applicable law

2 7 Authorized Use

a) WISHIN authorizes PartIc1pant to use the
Participant ID assigned to it by WISHIN or
WISHIN's designated agent Participant
acquires no ownership nghts m the
Participant ID or any Authorized User ID,
and the Participant ID and Authorized User
IDs may be revoked or changed upon as
much notice as reasonably practicable only
for security reasons mn WISHIN's
reasonable discretion Participant shall
adopt and mamtam reasonable security
precautions for its PartIcIpant ID and its
Authorized User IDs intended to prevent
their disclosure to and use by unauthorized
persons Participant shall use reasonable
efforts to prevent any member of its
workforce from usmg an Authorized User
ID that Part1c1pant has assigned to another
person

b) Participant may permit Participant's
Authorized Users to use the System and
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and as authorized by Part1c1pant Any such rights
of an Authorized User shall cease and terminate
upon the removal of that Authorized User's access
privileges for any reason

a) Part1c1pant shall require that all of its
Authorized Users use and access the
System only in strict compliance with this
Agreement and the Policies and
Procedures

b) Part1c1pant shall take appropriate
disciplinary action, up to and including
termination, against any of its Authorized
Users who violate their use restnctons,
conf1dent1ality obligations or the Policies
and Procedures

c) WISHIN may terminate System access of
any Authorized User temporarily or on a
permanent basis 1f WISHIN determines
such termination Is necessary for security
reasons When terminating access of a
Part1c1pant's Authorized User, WISHIN
shall notify Part1c1pant and explain the
basis and support for its action

210 Termination of a Participant Following
discussion with a Participant and a reasonable
opportunity to cure (If such cure is possible),
WISHIN may terminate that Part1c1pant's access to
the System on a temporary or permanent basis for
privacy and security breaches or for failure to take
reasonable remedial action when a breach Is
discovered, including, without limitation (1) failure to
cooperate in mItIgating damages, (11) failure to
appropriately d1sc1pline an Authorized User or other
person under the Participant's control for security or
privacy v1olat1ons, or (111) other actions that
undermine the confidence of Other Part1c1pants in
the effectiveness of System safeguards When
terminating access, WISHIN shall explain to
Participant the basis and support for its action
Permanent termination of Part1c1pant's access shall
terminate this Agreement

211 Professional Responstbltty WISHIN Is
responsible for maintamnng the Integrity of
Part1c1pant's Shared Information (and Other
Part1c1pants' Health Data) that Is submitted into the
System Without limiting the foregoing, Participant
shall be solely responsible for the medical,
professional, and technical services It provides and
WISHIN makes no representations concerning the
completeness, accuracy or utility of any information
provided by Other Participants, or concerning the
qualifications or competence of ind1v1duals who
placed it there WISHIN has no llab1hty for the

a) Sensitive Data Will Be Disclosed Only mn a
Medical Emergency "Sens1t1ve Data"
means Health Data that the disclosing
partIcIpant has flagged or otherwise
prominently identified as sensitive

8

Behavioral33 Sensitive Data, Including
Health and AODA Records

medical services or advice Participant provides to
Participant's patients

2 12 Cooperation Part1c1pant shall reasonably
cooperate with WISHIN in the adm1n1strat1on of the
System, including providing reasonable
assistance in evaluating the System and collecting
and reporting data reasonably requested by
WISHIN for purposes of administering the System
Partcpant further agrees to reasonably cooperate
on any Issues relating to WISHIN's participation in
the eHealth Exchange (formerly the Nat1onw1de
Health Information Network) and any regional
health information exchange or network

3. Making Information Available through
the System.

31 Purpose of System The purpose of the
System Is to facilitate the sharing of patient health
information among AII Participants

3 2 Sharing of Data Following approval from
the Participant Advisory Board mn accordance with
Section 1 3 and upon at least 60 days' advance
written notice to All Part1c1pants, WISHIN shall
from time to time issue Policies and Procedures for
the sharing of Health Data, including standards for

a) The kinds of data to be shared and the
required format for such data,

b) The data made available through the
System being complete or 1dent1fied as
being incomplete,

c) Data being made available through the
System in a timely manner, and

d) When the ava1lab11ity of data shared
through the System Is controlled by the
Part1c1pant, ava1lab11ity to other users

e) Notwithstanding the foregoing or any
changes to the Policies and Procedures
for sharing of data, the foregoing shall not
be construed to permit WISHIN to change
the Permitted Purposes without following
the procedures in Section 13, or
otherwise permit WISHIN to share
Part1c1pant's data in a manner not
expressly permitted in this Agreement

Discipline and Termination of Author1zed
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pursuant to the following subsection (b)
Sens1t1ve Data shall be released through
the System only when the requesting
System partIcIpant has certified that the
subject individual has a medical
emergency

Nothing mn this Section 3 3 or otherwise mn
this Agreement requires Part1c1pant to
release into the System or otherwise
provide any Sens1t1ve Data or other Health
Data when Participant believes that
releasing or otherwise providing the same
may violate any law or regulation

b) Promment /dent1ficat1on of Sensitive Data
and Prohibition on Re-Disclosure,
Reportmg of Release of Sensitive Data
When releasing any Sensitive Data into the
System, the discloser of the information
shall prominently 1dent1fy the Health Data
as being Sensitive Data, In accordance
with WISHIN's related Pohc1es and
Procedures When transmitting the
Sens1t1ve Data, WISHIN then shall flag or
note that re-disclosure of the Sens1t1ve
Data Is prohibited without patient consent
or statutory authorization

c) Notation ofDisclosure m Pattent's Records
WISHIN shall maintain a separate
Sens1t1ve Data disclosures audit log for
Part1c1pant and each of the Other
Part1c1pants that will include the name of
the person to whom the SensIt1ve Data was
released and their affihat1on to any health
care fac1l1ty, and the date of the release

d) No Psychotherapy Notes, AODA Records
Maintained in Connection with a Federally
Assisted AODA Program, or Records of
HIV Results from a Compelled Test All
PartIcIpants shall not release into the
System any Psychotherapy Notes or HIV
test results when the test results were
obtained from a test that was compelled
under Section 252 15(5g) of the Wisconsin
Statutes as a result of a circumstance
Involving a "significant exposure " All
PartIcIpants also shall not release into the
System any records subJect to 42 CFR Part
2 (1 e, AODA records maintained in
connection with a federally-assisted AODA
program), unless the Pohc1es and
Procedures are amended to expressly
permit the release of such records

3 4 Accuracy and Format of Data Participant
shall use reasonable efforts intended to ensure that
Part1c1pant's Shared Information

a) Is current, accurate and (subject to any
restrictions imposed by law or this
Agreement, including Section 3 9)
complete, or 1f It Is incomplete that the
record contains an appropriate indication
to that effect, and

b) Complies with any requirements of the
Policies and Procedures

3 5 Sharing of Part1c1pant's Shared
Information Participant author1zes WISHIN to use
and disclose Participant's Shared Information only
for the Permitted Purposes and as follows

a) WISHIN may disclose Participant's
Shared Information to Other Part1c1pants
that are Public Health Authorities for
public health activrtes, as permitted by
applicable law and to the extent consistent
with use cases in Attachment 4 or as
otherwise authorized by Participant mn
writing

b) WISHIN may use and disclose
Participant's Shared Information for the
proper management and admInistratIon of
WISHIN and the System, and to carry out
WISHIN's legal respons1b1ht1es WISHIN
may also disclose Part1c1pant's Shared
Information for such purposes 1f the
disclosure Is required by law and WISHIN
gives Participant notice of (and to the
extent legally perm1ss1ble, the right to
object to) any such disclosure prior to
making the disclosure Without limiting
the foregoing, WISHIN may permit access
to the System by WISHIN's authorized
personnel solely for the purpose of
providing the Services hereunder

In order for WISHIN to facilitate the sharing of
patient health information among Part1c1pant and
Other Part1cIpants, WISHIN Is authorized to
manage authorized requests for, and disclosures
of, PHI among Participant and Other Part1c1pants,
create and maintain a master patient index,
provide a record locator or patient matching
service, provide a longitudinal or community view
of patients' information, standardize data formats,
implement business rules to assist mn the
automation of data exchange, and fac1l1tate the
1dent1ficat1on and correction of errors in health
information records

3 6 Disclosures and Add1t1onal Use
Part1c1pant agrees that any disclosure through the
System pursuant to Section 3 5 Is a disclosure
made by WISHIN as a business associate, as
defined In HIPAA, of a Participant
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3 7 Reliance on Representations Part1c1pant
acknowledges that in granting access to the
System for the purposes as set forth in this
Agreement, WISHIN will rely on the assurances of
Participant and the Other Participants (and, with
respect to any other health information exchange or
network for which WISHIN has an lnterExchange
Data Sharing Agreement, each such
exchange/network and its part1c1pants and their
authorized users) as to (1) their 1dent1ty and
credentials, (11) the purposes for which they are
accessing the System, and (111) the nature and
extent of the information they request and to which
they will have access, including that all requests
comply with HIPAA's minimum necessary standard
Part1c1pant acknowledges that, although the
System will contain certain technical safeguards
against misuse of the System, WISHIN will rely to a
substantial extent on the representations and
undertakings of Participant, Other Participants,
Authorized Users and, to the extent applicable, the
exchanges/networks and their part1c1pants and their
authorized users for the above-referenced health
information exchanges and networks (collectively,
"System Users") Participant agrees that WISHIN
shall not be responsible for any unlawful access to
or use of Part1c1pant's Shared Information by any
System Users resulting from m1srepresentat1on to
WISHIN or breach of Agreement or v1olat1on of the
Pol1c1es and Procedures by any of the System
Users

38 Compliance with Privacy Rule Participant
and WISHIN shall comply with the standards of the
Prvacy Rule mn permitting any of its Authorized
Users access to the System Participant and
WNISHIN acknowledge that other federal and state
laws impose add1t1onal restrictions on the use and
disclosure of certain types of health information or
health 1nformat1on pertaining to certain classes of
ind1v1duals Part1c1pant and WISHIN shall comply
with the minimum necessary standard under HIPAA
when requesting 1nformat1on through the System
Participant is responsible for ensuring that
Participant's Shared Information may properly be
disclosed for the purposes set forth in this
Agreement In particular, Participant shall

a) Not make available through the System
any information subject to any restncton on
use or disclosure that would be proh1b1ted
under applicable law,

b) Obtain any necessary consents,
authorizations or releases from individuals
legally required for making their health
information available through the System,
and

c) Include such statements (1f any) in
Participant's notice of privacy practices as

may be legally required ,n connection with
Part1c1pant's use of the System

3 9 lnd1v1duals' Rights Except as provided in
the next paragraph Part1c1pant shall be solely
responsible for affording Individuals therr rights
with respect to Part1c1pant's Shared Information,
such as the rights of access and amendment, or
requests for special restrictions on the use or
disclosure of health information, and WISHIN shall
not accept or process any requests from
Individuals for the exercise of such rghts
Participant shall not undertake to afford an
Individual any rights with respect to any
information in the System other than Participant's
Shared Information

Notwithstanding the foregoing paragraph, WISHIN
shall administer an individual's ability to opt out
(the "Opt Out") of the full sharing his/her PHI that
IS In the System WISHIN will administer an
ind1v1dual's request to Opt Out with respect to PHI
in the System In such case, Other Part1c1pants
will have access to the PHI only in certain
emergency and other s1tuat1ons as established by
the Policies and Procedures WISHIN shall also
comply with the requirements in the Business
Associate Agreement related to any disclosures of
an individual's PHI

3 10 Rights in Data As between WISHIN and
Participant, all Participant's Shared Information
that is sent through, or entered ,nto, the System by
Participant shall be deemed to be the exclusive
property of Part1c1pant WISHIN shall not claim
any rights with respect to such Participant's
Shared Information, use or authorize any third
party to use such data, or take any action with
respect to such data that 1s inconsistent with this
Agreement WISHIN waives any and all statutory
or common law lens tt may now or subsequently
have with respect to such Part1c1pant's Shared
Information Part1c1pant may retrieve, transport
and deliver to third parties Participant's Shared
Information, and all manipulations of such data
associated with the System and Services and
Participant's Shared Information contained in
WISHIN's archived data files

4. Business Associate Provisions.

41 Compliance with Prvacy and Security
Rules In using, disclosing and affording access
to Participant's Shared Information in accordance
with this Agreement, WISHIN shall comply with the
Privacy Rule and the Security Rule and other
applicable Wisconsin and federal laws and
regulations

42 Business Associate Provisions WISHIN
and Part1c1pant agree to the terms and condrtons
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of the HIPAA Business Associate Provisions set
forth in Attachment 6 to this Agreement or as
otherwise agreed in writing by the parties

5. Computer Systems.

51 Participant's Equipment, Auditing

a) In order to use the System, Part1c1pant
acknowledges that it may be necessary for
It to acquire, install, configure and maintain
the hardware, software and
communications systems (the
"Equipment") listed or described in any
Technical Requirements or the Policies
and Procedures, as the same may be
amended from time to time If Part1c1pant
elects to implement its use of the System,
Participant shall comply with the
spec1ficat1ons set forth in any Technical
Requirements or the Policies and
Procedures If WISHIN notifies Part1c1pant
that its Equipment for the 1mplementat1on
and use of the System 1s incompatible with
the System and not in accordance with any
Technical Requirements or the Policies
and Procedures, Part1c1pant shall either
eliminate the incompatibility or terminate
this Agreement and WISHIN may suspend
Services to Participant until Participant
does so

b) WISHIN and Participants shall perform
their respective auditing activities as
required by the Policies and Procedures

52 Participant's Actions Participant Is
responsible for any damage to WISHIN's computer
system, loss of data, and any damage to the
System caused solely by the negligence of an
Authorized User of Part1c1pant or a member of
Participant's workforce where Participant would
otherwise be responsible for the negligent acts or
om1ss1ons of such Authorized User under the
principles of employment or agency law

5 3 WISHIN Assistance From t1me-to-t1me,
WISHIN may separately contract with Part1c1pant
for the provIs1on of goods or services in connection
wIth Participant's implementation or use of the
System, provided, however, such goods or services
contracts shall not (and shall not be deemed or
construed to) alter or amend any prov1s1ons of this
Agreement

6. Policies and Procedures.

6 1 WISHIN Is solely responsible for the
development of the Policies and Procedures, which
shall be subJect to approval of the Board and
Part1c1pant Advisory Board in accordance with

Section 1 3 WISHIN shall notify PartIcIpant of any
changes in the Policies and Procedures at least
ninety (90) days prior to the 1mplementat1on of the
change However, If the change Is required In
order for WISHIN or Participant to comply with
applicable laws or regulations or tf the Board of
Directors directs, WISHIN may implement the
change and provide notice to Participant wthin a
shorter period of time that WISHIN determines 1s
appropriate under the circumstances If
Participant is unable or unwilling to comply with or
implement such Policies and Procedures,
Part1c1pant may elect to suspend its use of the
System or terminate this Agreement mmmediately
without cause upon written notice to WISHIN and
receive a pro-rata refund of Subscription and
Service Fees that Participant has paid in advance
for the balance of the then-current term as such
refund 1s further described in Section 13 2

6 2 The Policies and Procedures, as
amended from time to time, are incorporated by
reference into, and made a part of, this
Agreement

7. Training Costs.

Except for such standard training as WISHIN
provides as part of WISHIN's 1mplementat1on
services, Part1c1pant shall be solely responsible for
the participation and costs of tramning Participant's
personnel related to the System and its use If
Part1c1pant contracts with WISHIN for such
training, WISHIN shall be responsible for prov1d1ng
the appropriate training sessions, instructors,
study materials needed to participate and
scheduling training sessions at times and places
reasonably acceptable to Part1c1pant When
offered, Participant may contract with WISHIN for
customized training materials Customized
training materals are subject to additional fees

8. Fees and Charges.

81 Subscription and Service Fees
Participant shall pay to WISHIN the undisputed
Subscription and Service Fees and Miscellaneous
Charges set forth in Attachment 5 during the Term
and continuation of this Agreement WISHIN may
change its Subscription and Service Fees and
Miscellaneous Charges for any renewal term upon
thirty (30) days' prior notice to Participant of such
change

8 2 Payment The Subscription and Service
Fees and any Miscellaneous Charges shall be due
and payable to WISHIN w1th1n thirty (30) days
following Participant's receipt of WISHIN's Invoice

8 3 Taxes All charges and fees shall be
exclusive of all federal, state, municipal, or other
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government excise, sales, use, occupational, or like
taxes now mn force or enacted in the future, and
Participant agrees to pay any tax (excluding taxes
on WISHIN's net income) that WISHIN may be
required to collect or pay now or at any time in the
future and that are imposed upon the sale or
delivery of items and services purchased under this
Agreement Notwithstanding the foregoing, 1f
PartIcIpant Is exempt from most sales and use
taxes and It will not be responsible for the payment
of any such taxes to WISHIN f rt timely provides
WISHIN with a valid exemption certificate WISHIN
shall cooperate with Part1c1pant as reasonably
necessary to establish with a relevant taxing
authority Part1c1pant's exemption from tax on the
goods and services purchased under this
Agreement In the event such exemption 1s
rejected, Participant shall pay for taxes imposed in
conjunction with thus Agreement, Including sales,
use, excise and s1m1lar taxes based on or
measured by charges payable under this
Agreement and imposed under authority of federal,
state or local taxing jurisdictions Thus Participant
obligation specifically excludes foreign, federal,
state and local taxes based upon WISHIN's
revenues, net income, number of employees, or
corporate existence

8 4 Other Charges PartIc1pant ,s responsible
for any charges Part1c1pant incurs to connect to the
System, such as telephone and equipment
charges, fees charged by third-party vendors of
products and services WISHIN shall be solely
responsible for all costs and expenses related to its
hardware, software, telecommunications
connections, data storage, data security and any
third-party licenses required to provide the System
and Services and fulfill WISHIN's obligations under
thus Agreement Participant is not responsible for
any portion of WISHIN's obligations and ,t Is not a
guarantor or surety of WISHIN's debts or financial
dealings

8 5 No Payment for Protected Health
Information All fees charged by, paid to or collected
by or on behalf of WISHIN under this Agreement
shall be for the rights of Participant and Other
Participants to access and use the System and
Services as described in this Agreement WISHIN
shall not offer or pay or solicit or receive any
remuneration, directly or indirectly, in return for
PartIc1pant's Shared Information

9. Confidential Information.

91 Nerther party shall disclose the Confidential
Information of the other party or any Other
Part1c1pant to any other person and shall not use
any Confidential Information of the other party or
any Other Part1c1pant except for the purpose of this
Agreement, or as required by applicable statute,

regulation, court order or subpoena (Jud1c1al and
admin1strat1ve) Except as otherwise permitted by
this Agreement, neither party shall at any time,
during or after the Term of this Agreement, directly
or indirectly, divulge or disclose Confidential
Information of the other party or any Other
Part1c1pant for any purpose or use Confidential
Information for its own benefit or for the purposes
or benefit of any other person without the prior
written consent of such party or Other Participant
Part1c1pant or WISHIN shall promptly advise the
other party in writing of any improper disclosure,
misappropration, or misuse of the other party's or
any Other Participant's Confidential Information by
any person, which may come to Participant's or
WISHIN's attention WISHIN shall 1mmed1ately
notify mn wrtng any Other Participant whose
Health Data 1s disclosed, misappropriated, or
misused

9 2 Part1c1pant and WISHIN each agree that
(a) if it fails to comply wth its obligations set forth
in this Section 9, the other party will suffer
irreparable harm, and (b) monetary damages will
be inadequate to compensate the other party for
any such breach Accordingly, Participant and
WISHIN agree that PartIc1pant and WISHIN will, in
addrton to any other remedies available to It at law
or in equity, be entitled to the issuance of injunctive
relief to enforce the provisions of this Section 9,
Immediately and without the necessity of posting a
bond

93 This Section 9 will survive the termination
or expIrat1on of this Agreement for any reason

10. Disclaimers.

101 Accuracy of Patient Record Matching
Part1c1pant acknowledges that there could be
errors or mismatches when matching patient
Identities between disparate data sources
Participant is responsible for using reasonable
efforts under the circumstances to attempt to verify
that any Health Data Part1c1pant accesses or
receives relates to a particular Individual as
Intended by Participant and for the mmmedate
destruction of any Health Data obtained
inadvertently

Patients inappropriately matched must be
reported by Participant, within a reasonable time
after discovery by Part1c1pant, to WISHIN Support
All inappropriate matches will be corrected by
WISHIN or its subcontractor within 24 hours of
being reported

Patient records that should be matched but aren't
may be 1dent1fied by Part1c1pant or by WISHIN
WISHIN will monitor probable patient matches
using a Probable Match Queue The Probable
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Match Queue shows matches that have between
85% and 95% probability of bemg a match based
on the patient matching algorithms provided m the
system (called "Probable Matches") WISHIN will
work with Participants to submit corrected patent
Information through the Participant's interfaces m
order to correct patient match issues If Part1c1pant
Is not able to submit corrected mformat1on, WISHIN
will obtamn written permission from Participant(s) for
WISHIN to force the match (note that this may
require the permission from multiple Participants)
Within 7 business days of Participant or WISHIN
1dent1fymg a Probable Match, WISHIN will begm
work with PartIc1pant(s) to correctly match the
patient

1 O 2 Incomplete Medical Record, Accuracy of
Health Data All Part1c1pants acknowledge that
Health Data may not include the ind1v1dual's full and
complete medical record or history

Without limiting WISHIN's obligations to maintain
the accuracy, integrity and completeness of
information as submitted into the System by All
Participants and Participant's obligations under
Section 3 4, nothing in this Agreement shall be
deemed to impose respons1b1hty or hab1hty on
PartIcIpant or WISHIN related to the chrncal
accuracy, content or completeness of any Health
Data Notwithstanding the foregoing, WISHIN
acknowledges that Part1c1pant's Shared
Information Is to be used and the related Health
Data Is disclosed as a clinical mformat1on
management and d1agnost1c tool only and that its
use by WISHIN, and Other Participants requires the
involvement of trained ind1v1duals WISHIN further
acknowledges and agrees that Participant does not
represent that Participant's Shared Information Is
sufficient in and of itself to diagnose disease,
prescribe treatment, or perform any other tasks that
constitute the practice of medicine Therefore,
WISHIN acknowledges that Participant a) has no
control of or respons1b1hty for WISHIN's or any
Other Participant's use of the Participant's Shared
Information and related Health Data and b) has no
knowledge of the specific or unique circumstances
under which PartIc1pant's Shared Information will
be used after disclosure by WISHIN The parties
and Other Part1c1pants agree that, by furrnshmg
Participant's Shared Information, Participant is not
providing medical services to patients and Is not
engaged In the practice of med1cme The receipt of
Health Data does not absolve Part1c1pant and Other
Participants of their obligations to exercise
independent medical Judgment in rendering health
care services to its patients and that the
professional duty to the patient m prov1dmg
healthcare services hes solely with the healthcare
professional provding the services Participant
makes no warranty as to the nature or quality of the
Part1c1pant's Shared Information made available to

Other Participants and permitted third parties by
WISHIN

10 3 Carner Lines Part1c1pant acknowledges
that access to the System will be provided over
various fac1ht1es and commurncatIons Imes, and
information will be transmitted over local exchange
and internet backbone earner Imes and through
routers, switches, and other devices owned,
maintained, and serviced by third-party earners,
utilities, internet service providers (collectively,
"Carer Lines") are beyond WISHIN's control
Except to the extent encompassed by a service
level standard and service level credit, WISHIN
assumes no hab1hty for or relating to the integrity,
privacy, security, confident1al1ty, or use of any
Information while It is transmitted on the Carrier
Lmes, or any delay, failure, interruption,
mtercept1on, loss, transm1ss1on, or corruption of
any data or other mformat1on attributable to
transm1ss1on on the Carner Lmes

104 Other Participants Participant
acknowledges that Other Part1cIpants have
access to the System and Services Such Other
Part1c1pants have committed to comply with the
Policies and Procedures concerning use of the
System, however, the actions of such Other
Participants and their Author1zed Users are
beyond WISHIN's control Participant agrees that
WISHIN s not liable for any impairment of the
privacy, security, confidentiality, integrity,
ava1lab1hty, or restricted use of any 1nformat1on on
the System resulting from any actions or failures to
act of Other Part1c1pants

10 5 Patient Care Without hm1tmg any of
WISHIN's obligations under this Agreement,
Part1c1pant 1s solely responsible for all of its patient
care dec1s1ons resulting from or mvolv1ng the use
of the System or the Services, and neither
Participant nor any other person shall have any
claim or cause of action against WISHIN as a
result of patient care rendered or withheld m
connection with the use of the System or the
Services Part1c1pant acknowledges that Health
Data 1s disclosed through the System as a cl1rncal
information management and d1agnost1c tool only
and that its use by Part1c1pant requires the
Involvement of trained individuals Participant
further acknowledges and agrees that WISHIN
and the Other Part1c1pants do not represent that
the Health Data provided through the System Is
sufficient mn and of itself to diagnose disease,
prescribe treatment, or perform any other tasks
that constitute the practice of medicine Participant
agrees that, in furnishing Health Data, Other
Part1c1pants and WISHIN are not prov1dmg
medical services to patients and are not engaged
In the practice of med1cme
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11. Warranties, Limitations of Liability and
Indemnification.

111 Warranties WISHIN represents and
warrants the following

a) WISHIN has the authority to enter into this
Agreement

b) WISHIN has all appropriate and adequate
rights to grant the rights and sublicenses
set forth m Section 1

c) WISHIN will perform the Services required
under this Agreement in a professional and
workmanlike manner

d) Neither the Services nor the maintenance,
support and operation of the System shall
be performed outside of the geographic
limits of the United States of Amen1ca

e) The System will perform in material
compliance with the manuals, technical
specifications and user instructions
describing the functionality, features,
operation, and use of the System The
System will be maintained as a secure
system and will maintain the accuracy,
integrity and completeness of the
Information as submitted into the system by
All Participants WISHIN will perform the
Services required under this Agreement in
a professional and workmanlike manner In
accordance with industry standards
Except as otherwise provided mn thus
Agreement, WISHIN's exclusive obligation,
and Part1c1pant's exclusive remedy, in the
event of a breach of this warranty will be for
WISHIN to promptly and accurately re
perform the applicable Services not in
compliance with the warranty, provided
WISHIN receives written notice from
Participant of such breach within thirty (30)
calendar days after such Services were
originally performed

OTHER THAN AS EXPRESSLY SET FORTH IN
THIS AGREEMENT, WISHIN MAKES NO
EXPRESS OR IMPLIED WARRANTIES TO
PARTICIPANT REGARDING THE SYSTEM, THE
SERVICES, THE HEALTH INFORMATION MADE
AVAILABLE THROUGH THE SYSTEM AND
SERVICES OR ANY OTHER DELIVERABLES
PROVIDED BY WISHIN OR OTHERWISE
REGARDING THIS AGREEMENT ANY IMPLIED
WARRANTY OF MERCHANTABILITY OR
FITNESS FOR A PARTICULAR PURPOSE ARE
EXPRESSLY DISCLAIMED THE FOREGOING
WARRANTIES ARE EXCLUSIVE AND IN LIEU OF
ALL OTHER WARRANTIES, EXPRESS, IMPLIED

OR STATUTORYWISHIN WILL ALSO TAKE
COMMERCIALLY REASONABLE STEPS TO
PERMIT PARTICIPANT TO RECEIVE THE
BENEFITS OF ANY WARRANTIES THAT MAY
BE OFFERED BY THIRD PARTIES

THE HEALTH INFORMATION MADE
AVAILABLE THROUGH THE SYSTEM IS
PROVIDED "AS AVAILABLE" FROM ALL
PARTICIPANTS AS SUBMITTED INTO THE
SYSTEM

112 Unauthorized Access, Lost or Corrupt
Data EXCEPT TO THE EXTENT CAUSED BY
OR RESULTING FROM WISHIN'S
NEGLIGENCE, GROSS NEGLIGENCE,
WILLFUL MISCONDUCT OR BREACH OF THIS
AGREEMENT, WISHIN IS NOT RESPONSIBLE
FOR UNAUTHORIZED ACCESS TO
PARTICIPANT'S TRANSMISSION FACILITIES
OR EQUIPMENT BY INDIVIDUALS OR
ENTITIES USING THE SYSTEM OR FOR
UNAUTHORIZED ACCESS TO, OR
ALTERATION, THEFT, OR DESTRUCTION OF
PARTICIPANT'S DATA FILES, PROGRAMS,
PROCEDURES, OR INFORMATION THROUGH
THE SYSTEM

113 Limitations of Liability Subject to
Sections 37 and 10, the limitations of liability set
forth in this Agreement shall not apply to
WISHIN'S intellectual property indemnification or
a party's confidentiality obligations (including
under HIPAA), a party's gross negligence or willful
misconduct, claims for property damage or
personal inJury (other than claims for personal
Injury or death ansing from medical care or advice)
or to the extent of a liable party's insurance
proceeds (or, 1f there are no such proceeds, the
amount of any insurance coverage required)
under this Agreement EXCEPT AS SET FORTH
IN THE FOREGOING SENTENCE (a) NEITHER
PARTY SHALL BE LIABLE TO THE OTHER FOR
INDIRECT, SPECIAL, INCIDENTAL,
EXEMPLARY OR CONSEQUENTIAL
(INCLUDING BUT NOT LIMITED TO LOSS OF
PROFIT OR GOODWILL) DAMAGES OF ANY
KIND IN CONNECTION WITH OR ARISING OUT
THE FURNISHING, PERFORMANCE OR USE
OF THE SYSTEM, SERVICES OR ANY OTHER
DELIVERABLE UNDER THIS AGREEMENT,
WHETHER ALLEGED AS ARISING UNDER A
BREACH OF CONTRACT, TORT OR OTHER
LEGAL THEORY, EVEN IF THE OTHER PARTY
HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES, AND (b) A PARTY'S TOTAL
LIAIBILITY FOR ANY DIRECT DAMAGES SHALL
NOT EXCEED AN AMOUNT EQUAL TO THE
FEES PAID OR PAYABLE BY PARTICIPANT TO
WISHIN UNDER THIS AGREEMENT FOR THE
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114 WISHIN's
Indemnification

Intellectual Property

non-mfringmg System or Services,
(11) modify the System or Services so that
they are equally suitable and functionally
equivalent to the alleged infringing System
or Services so that the use of such
modified System or Services by
Authorized Users is not infringing or
wrongful, or (I) procure for Participant
and its Authorized Users the right to
continue using the System or Services. In
the event WISHIN determines that the
foregoing remedies are not commercially
feasible or reasonable, WISHIN may
terminate this Agreement and refund to
Participant all fees pre-paid by Participant

c) Limitation Notwithstanding the terms of
Section a), WISHIN will have no liability for
an infringement or misappropriation clamm
to the extent caused by Part1c1pant's or an
Authorized User's use of the Services or
System other than materially In
accordance with this Agreement

d) Other Third-Party Software and Services
WISHIN does not warrant any Other
Third-Party Software, but WISHIN will
take commercially reasonable steps to
permit Part1c1pant to receive the benefits
of any warranties that may be offered by
third parties

e) Exclusive Remedy THIS SECTION 11 4
SETS FORTH THE ENTIRE LIABILITY
AND OBLIGATION OF WISHIN, AND
PARTICIPANT'S EXCLUSIVE REMEDY
AGAINST WISHIN, WITH RESPECT TO
ANY INTELLECTUAL PROPERTY
INFRINGEMENT

12. Insurance.

121 Partcpant Insurance Participant shall
obtamn and maintain such policies of general
liability, errors and om1ss1ons, and professional
liability insurance with reputable insurance
companies and with limits of not less than
$1,000,000 per claim and $3,000,000 In the
annual aggregate The terms of this section shall
not be deemed to limit the liability of PartIc1pant
hereunder

12 2 WISHIN Insurance WISHIN shall
mamntamn In effect, insurance with a carrier with an
AM Best's financial performance rating ("fpr") of A
or higher and a minimum financial size category
("fsc") of VII or higher In the event coverage IS
denied or reimbursement of a properly presented
claim 1s disputed by the earner for insurance
described above, upon written request, WISHIN
shall provide Part1c1pant with a certified copy of the

TWELVE MONTH PERIOD PRECEDING THE
EVENT GIVING RISE TO THE CLAIM

a) Intellectual Property Indemnity WISHIN
(either directly or through the licensor of the
System Software) shall defend, indemnify,
and hold harmless Part1c1pant against any
third-party claims and damages,
Judgments, awards and costs (including
reasonable attorneys' fees) awarded
against Participant and arising out of or
related to any claim that Part1c1pant's use
of the System Software or the Services
infringes any copyright, trademark or U S
patent or misappropriates any trade secret
of any third party, including but not limited
to any reasonable expense incurred by
Participant in assisting WISHIN (or the
licensor of the System Software) in
defending against such clamm Participant
shall give WISHIN () written notice within
a reasonable time after the earlier of
Participant receiving notice of a threatened
clamm and Participant being served with
legal process in an action asserting any
such claim, (11) reasonable assistance in
defending the claim, and (111) authority to
settle such claim, provided, however, that
Participant may, at its sole discretion and
expense, part1c1pate m the defense of any
clamm or action and any negotiations for
settlement WISHIN (or the licensor of the
System software) shall not settle any such
clamm without Participant's consent (which
shall not be unreasonably withheld) unless
the settlement 1s solely in exchange for a
monetary payment by WISHIN (or the
licensor of the System software) and fully
releases Part1c1pant

b) Add1t1onal Remedies In the event that the
System or Services, or any portion of the
System or Services, are held by a court of
competent jurisdiction to infringe or
constitute the wrongful use of any third
party's proprietary rights or If WISHIN
determines that the System or Services {or
any part of the System or Services) may
infringe or constitute the wrongful use of a
third party's proprietary rights, WISHIN
may instruct Part1c1pant and its Authorized
Users to cease usmg the System or
Services (or portion of the System or
Services) and Participant and its
Authorized Users shall cease using such
System or Services WISHIN also shall
() replace the System or Services, with
equally suitable and functionally equivalent
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13. Term;
Termination.

Modification; Suspension;

breach of this Agreement which Is not cured to the
reasonable satisfaction of the other party within
thirty (30) days of delivery of notice of the breach,
provided that, if the breach is capable of cure but
not within thirty (30) days, this Agreement shall not
be terminated as long as the party In breach
commences to cure the breach within thirty (30)
days, and d1hgently pursues the cure to
completion

13 4 Intentionally Blank

135 Judicial or Administrative Procedures
Either party may terminate this Agreement
1mmed1ately upon notice to the other 1f (a) the
other party 1s named as a defendant in a criminal
proceeding for a v1olat1on of federal or state law,
(b) a finding or stipulation that the other party has
violated any standard or requirement of federal or
state law relating to the privacy or security of
health information 1s made in any adm1rnstrat1ve or
cIvl proceeding, or (c) the other party Is excluded
from part1c1pat1on in a federal or state health care
program

136 Obligations After Termination

a) Upon termination of this Agreement,
Participant shall cease to use the System
and WISHIN may terminate Participant's
access to the System Upon termination
for any reason, other than WISHIN's
wrongful termination, (@) Participant shall
remove all software provided by or on
behalf of WISHIN under this Agreement
from its computer systems, shall cease to
have access to the System, and shall
return to WISHIN all hardware, software
and documentation provided by or on
behalf of WISHIN, (u) WISHIN shall delete
all Participant's Shared Information from
the System, including any and all copies

b) All the prov1sIons of Section 9,
Confidential Information, Section 10,
DIsclammers, Section 11, Warranties,
Limitations of Liability, and
lndemrnficat1on, Section 12, Insurance,
and Section 13 6, Obligations after
Termination and any other term that by its
nature provides for survival shall survive
after termination In addition, where the
terms of this Agreement specify that
certain provisions will survive termination
under certamn conditions, those provisions
shall survive under the applicable
conditions

14. Dispute Resolution.

131 Term WISHIN has made special prov1s1on
for a tral period of 90 days during which
Part1c1pant's Authorized Users may use the System
and the Services 1dent1fied in Attachment 1 During
the 90-day trial period, effective upon the Actual
Go-Live Date, Part1c1pant Is obligated to pay
WISHIN only the 90-day Tral One-time Fees under
Attachment 5 Unless Part1c1pant terminates this
Agreement by written notice to WISHIN at least 10
days prior to the end of the trial period, the
Agreement shall continue for an 1rnt1al term ending
one year after the Effective Date and, thereafter,
shall renew for successive one-year renewal terms
until terminated as provided mn thus Section 13

132 Termination upon Notice In addition to the
provisions of Section 1 3, WISHIN or Participant
may terminate this Agreement at any time without
cause upon sixty (60) days pnor written notice to
the other party If this Agreement 1s terminated
without cause by either party or with cause by
Participant, Participant shall be entitled to a refund
of any Subscription and Service Fees that
Part1c1pant has paid in advance for the then-current
term of the Agreement

13 3 Termination for Cause Either party may
terminate this Agreement in the event of a material

involved insurance policy or policies within ten (10)
business days of receipt of such request The
terms of this section shall not be deemed to hm1t the
labilrty of WISHIN hereunder WISHIN shall
provide, at WISHIN's sole cost and expense,
throughout the term of this Agreement, the following
insurance types and limits issued by an insurance
company authorized to do business in all applicable
states (a) general hab1hty insurance in a minimum
amount of $1,000,000 per claim and $2,000,000 in
the annual aggregate, (b) umbrella insurance,
following the form of general hab1hty insurance, at a
minimum of $11,000,000 in the aggregate, (c)
automobile liability insurance in a minimum amount
of $1,000,000 per accident, for owned and non
owned vehicles, (d) worker's compensation and
employer's liability insurance in amounts required
in accordance with applicable laws within the state
that work Is being performed, (e) fidelity bond
insurance in a minimum amount of $25,000 per
claim and in the annual aggregate, (f) professional
liability (e and o) insurance in a minimum amount of
$1,000,000 per claim and $3,000,000 in the annual
aggregate, and (g) privacy and network security
(Cyber Liability) loss arsIng out of or m connection
with loss or disclosure of Conf1dent1al Information or
PHI, in a minimum amountof$3,000,000 m1ll1on per
loss The required limits may be satisfied by a
combination of primary and excess policies
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141 WISHIN and Participant understand and
agree that the 1mplementatIon of this Agreement
will be enhanced by the timely and open resolution
of any disputes or disagreements between such
Parties

142 Each party hereto agrees to use its best
efforts to cause any disputes or disagreements
between such Parties to be considered, negotiated
in good faith, and resolved as soon as possible

143 In the event that any dispute or
disagreement between the Parties cannot be
resolved to the sat1sfact1on of WISHIN's project
manager and Participant's project manager within
ten (10) days after either such project manager has
notified the other in writing of the need to resolve
the specific dispute or disagreement within such ten
(10) day period, then the dispute or disagreement
shall be immediately referred mn writing to a vice
pres1dent, president or someone of equivalent
authority of Participant and the a vce-president or
the CEO of WISHIN (or their respective
successors) for cons1derat1on in good faith

144 No resolution or attempted resolution of
any dispute or disagreement pursuant to this Article
shall be deemed to be a waiver of any term or
provIsIon of this Agreement or consent to any
breach or default unless such waiver or consent
shall be in wntmg and signed by the party claimed
to have waived or consented Further, nothing in
this Section 14 shall be deemed to limit a party's
access to the court system

15. Applicable Law.

The InterpretatIon of this Agreement and the
resolution of any disputes arising under thus
Agreement shall be governed by the laws of the
State of Wisconsin

16. Legal Compliance.

The Parties acknowledge that nothing in this
Agreement obligates Part1c1pant to refer patients or
business to any Other Participant, and Participant's
partIcIpat1on in the System shall not be affected by
the value or volume of referrals or other business,
If any, between Participant and any Other
Participant

17. No Assignment.

This Agreement may not be assigned or transferred
by either party without the prior written consent of
the other party This Agreement shall inure to the
benefit of and bind successors and permitted
assigns of Participant and WISHIN In no event
shall consent to assignment be conditioned upon
the payment of any fee, however, rf Part1c1pant

assigns or transfers its rights and obligations
under this Agreement rt must be to an entity who
meets the ellg1b1llty requirements set forth in
Section 2 4 or an Affiliate of such entity

18. Supervening Circumstances.

No party to this Agreement shall be deemed mn
vIolat1on of thrs Agreement to the extent and for the
time period rt rs prevented from performing any of
the obligations under this Agreement by reason of
(a) earthquakes or other natural occurrences,
(b) nuclear or other c1v1I or m1l1tary emergencies,
(c) acts of legislative, judicial, executive, or
administrative authorities, or (d) any other
unforeseeable circumstances that are not within ,ts
reasonable control where such party has
exercised reasonable care under the
circumstances The occurrence of a force mayeure
event does not limit or otherwise affect WISH I N's
obligation to implement its disaster recovery and
business continuation plans

19. Severability.

Any provIsIon of this Agreement that shall prove to
be invalid, void, or illegal, shall mn no way affect,
Impair, or Invalidate any other provision of th1s
Agreement, and such other provIsIons shall
remain in full force and effect

20. Notices.

All notices required or permitted under thus
Agreement shall be in writing and sent to the other
party For WISHIN, notices shall be addressed to
the individual designated on the signature page
For Part1c1pant, notices shall be addressed to the
ind1v1dual designated as "Legal Contact" on the
signature page, with the exception of invoices
which shall be sent to the ind1v1dual designated as
"Invoice Contact" f a different individual 1s
designated by PartIcIpant , Either party may
substitute from time to time the mndrvdual
designated by written notice to the other and shall
be deemed given upon receipt of such notice
whether by certified mail, postage prepaid,
nationally recognized overnight delivery or
personal or courier delivery

21. Waiver.

No term of this Agreement shall be deemed
waived and no breach excused, unless such
waver or consent shall be mn writing and signed by
the party claimed to have waived or consented
Any consent by any party to, or waiver of a breach
by the other, whether expressed or 1mpl1ed, shall
not constitute a consent to, waiver of, or excuse for
any other different or subsequent breach

PA013 Confidential 17



22. Complete Understanding. 24. Intentionally Blank.

22 1 This Agreement contains the entire
Agreement and understanding of the Parties with
respect to the subject matter of this Agreement, and
there are no other written or oral understandings or
promises between the Parties with respect to the
subject matter of this Agreement other than those
contained or referenced in this Agreement

22 2 This Agreement supersedes and replaces,
as of the Effective Date, any pnor Agreement
between Part1cIpant and WISHIN to the extent
encompassed by the Services and data sharing
access under this Agreement, provided, however,
that those obligations under such prior Agreement
as are specified to survive or by their context
otherwise would survwve shall continue, Including
but not limited to confidentiality and indemnification
obligations and limitations on liability

22 3 All mod1ficat1ons or amendments to this
Agreement shall be in writing, contained in a
document whose sole purpose Is to amend or
modify this Agreement, and signed by authorized
representatives of the respective Parties

22 4 Amendment to Comply with the eHealth
Exchange (formerly the Nat1onw1de Health
Information Network) Subject to and without
lmmrtng the Permitted Purposes, WISHIN may
amend this Agreement to enable WISHIN and
Participant to participate in and comply with a
nationwide health information network WISHIN
shall provide PartIcIpant with at least sixty (60) days
prior written notice of any such amendment, and
Participant then shall have thirty (30) days to
provide written notice to WISHIN that Participant Is
terminating thus Agreement If Participant fails to so
notify WISHIN within such thirty (30) days, then the
proposed amendment will become effective on the
date specified by WISHIN (which date shall in no
event be sooner than sixty (60) days after WISHIN
provides its amendment notice to Participant)

23. Intended Third-Party Beneficiaries.

lt is the explicit intention of the parties hereto that
all Other PartIc1pants and their respective
successors and assigns are third-party
beneficiaries of this Agreement and shall be entitled
to bring any action to enforce any provision of thus
Agreement against Participant Likewise, tt is the
explicit Intention of the parties hereto that
Participant and its successors and assigns are
third-party beneficiaries of WISHIN's Agreements
with all Other Participants for the Services and
System, and shall be entitled to bring any action to
enforce any provIs1on of such Agreements against
any Other Participants

25. Signature Authority.

The Individuals executing this represent and
warrant that they are authorized to execute this
Agreement on behalf of the Parties

26. No Federal or State Exclusion.

Participant hereby represents and warrants that It
1s not and at no time has been (a) excluded from
part1c1patIon in any federally-funded health care
program, including Medcare and Medicaid, or (b)
inehg1ble, under Section 16 705(9) of the
Wisconsin Statutes, to contract with the State of
Wisconsin Part1c1pant hereby agrees to
1mmed1ately notify WISHIN of any threatened,
proposed, or actual exclusion from any federally
funded program, Including Medicare or Medicaid,
or inehg1b1hty to contract with the State of
Wisconsin In the event that Part1c1pant Is
excluded from any federally-funded health care
program or 1s inehg1ble to contract with the State
of Wisconsin during the Term of this Agreement,
or 1f at any time after the Effective Date of this
Agreement, It is determined that Participant Is mn
breach of this section, this Agreement shall, as of
the effective date of such exclusion, Ineligibility or
breach, automatically terminate WISHIN shall
screen all of its current and prospective owners,
legal ent1tIes, officers, directors, employees,
contractors, and agents ("Screened Persons")
against (1) the United States Department of Health
and Human Serv1ces/Off1ce of Inspector General
List of Excluded Individuals/Entities (available
through the Internet at http //www og hhs gov), (1)
the General Services Admin1strat1on's List of
Parties Excluded from Federal Programs
(available through the Internet at
http //www epls gov) and (111) the State of
Wisconsin hst of inehg1ble vendors (available at
http //docs leg1s w1sconsin gov/statutes/statutes/1
6/IV/705/9?v1ew=sect1on) (collectively, the
"Exclusion Lists") to ensure that none of the
Screened Persons (y) are currently excluded,
debarred, suspended, or otherwise inel1g1ble to
part1c1pate in Federal healthcare programs or in
Federal or State of Wisconsin procurement or non
procurement programs, or (z) have been convicted
of a criminal offense that falls within the ambit of
42 USC § 1320a-7(a), but have not yet been
excluded, debarred, suspended, or otherwise
declared inehg1ble (each, an "Ineligible Person")
If, at any time dunng the Term of this Agreement
any Screened Person becomes an Ineligible
Person or proposed to be an Ineligible Person,
WISHIN shall 1mmed1ately notify Part1c1pant of the
same Screened Persons shall not include any
employee, contractor or agent who Is not providing
Services under this Agreement
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WISHIN hereby represents and warrants that It Is
not and at no time has been (a) excluded from
partIcIpat1on m any federally-funded health care
program, including Medicare and Med1caId, or (b)
Ineligible, under Section 16 705(9) of the Wisconsin
Statutes, to contract with the State of Wisconsin
WISHIN hereby agrees to 1mmed1ately notify
Participant of any threatened, proposed, or actual
exclusion from any federally-funded program,
including Medicare or Medicaid, or ineligibility to
contract with the State of Wisconsin, and
Participant may then elect to terminate this
Agreement upon written notice to WISHIN

27. Definitions.

For the purposes of this Agreement, the terms set
forth in this section shall have the meanings
assigned to them below Terms not defined below
(whether or not capitalized) shall have the
definitions given them in HIPAA, unless the context
requires otherwise

"Affiliate" shall mean an entity m which
Participant (1) is the sole corporate member, (2)
has more than a fifty percent (50%) ownership
interest, (3) has voting control of
membersh1p/ownersh1p interests, or (4) has the
ability to elect a majority of the voting control of the
governing board "Affiliate" also shall mean any
Individual or entity with which Participant has a
direct or indirect business relationship and which
Participant authorizes to use Participant's
electronic health record, and any entity which Is part
of a chain of entities qualifying as an Affiliate under
the requirements as set forth in (1) through (4)
above An Affiliate must qualify as permitted type
of participant under Section 2 4

"All Participants" means the PartIc1pant and all
Other Participants A list of All Participants can be
found at www w1shm org

"Authorized User ID" shall mean a unique
Identification that Participant obtains from the
System and assigns to one of Part1c1pant's
Authorized Users

"Authorized Users" means those ind1vIduals
authorized by Part1c1pant to have access to the
System to assist Participant In providing treatment,
obtaining payment for treatment, and/or conducting
Part1c1pant's, including its Affiliates', health care
operations

"Confidential Information" means any information
(a) provided by Part1c1pant hereunder in connection
with the System or Services, and (b) created or
derived by WISHIN through use of, access to,
analysis of, the Health Data, Authorized User Data,
or Part1c1pant's and/or ,ts Authorized Users' use of

or access to the System and Services and
includes such information regardless of the format
or manner in which tt rs created, maintained or
transmitted, Including information concerning
Participant's business, financial affairs, current or
future products or technology, trade secrets,
workforce, customers, 1dent1ty of patients, the
content of any medical records, 1nformat1on
regarding Medicare, Medicaid and any other third
party payor clamms submission and
reimbursements, or any other 1nformat1on that Is
treated or designated by such party or Part1c1pant
as confidential or proprietary, or would reasonably
be vewed as confidental or as having value to a
competitor of such party or Part1cIpant
Conf1dent1al Information shall not include
information that becomes publlcly available or that
becomes known to the general public other than
as a result of a breach of an Agreement of
confidentiality PHI shall be considered
Confidential Information, provided that in no event
may PHI be disclosed contrary to the requirements
m the HIPAA Business Associate Agreement

"Covered Entity" has the meaning set forth at 45
CF R $ 160 103 of the HIPAA regulations

"Documentation" means the written
spec1ficat1ons and user and technical manuals
provided by WISHIN regarding the functionality
and operation of the System

"Health Care Operations" has the meaning set
forth at 45 CF R § 164 501 of the HIPAA
regulations

"Health Care Payer" means a health insurer,
health plan or other entity that pays the cost of
health care and s subject to HIPAA

"Health Care Provider" means a person or
organization that Is a health care provider under
HIPAA and Is licensed or otherwise permitted to
provide health care items and services under
applicable state law

"Health Data" means information that Is
requested, disclosed, stored on, made available
through, or sent through the System including, but
not limited to, protected health information (as
defined under HIPAA), and information created or
derived by access to or use of the System Health
Data includes Participant's Shared Information

"Health Plan" has the meaning set forth at 45
CF R § 160 103 of the HIPAA regulations

"HPAA" means the administratve smmplficaton
provIsIons of the Health Insurance Portability and
Accountability Act of 1996, as amended by the
HITECH Act, and the regulations promulgated
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thereunder, including the Privacy Rule and the
Securty Rule

"HIPAA Business Associate Agreement" or
"Business Associate Provisions" means the
Agreement set forth in Attachment 6, which may be
amended from time to time by WISHIN and the
Participant

"HITECH Act" means Health Information
Technology for Economic and Clinical Health
(HITECH) Act, Title XIII of Drvsion A and Title IV of
DIVISIon B of the Amencan Recovery and
Reinvestment Act of 2009 (ARRA), Pub L No 111
5 (Feb 17, 2009)

"InterExchange Data Sharing Agreement"
means a WISHIN data sharing Agreement with
another health information exchange or network
and includes the Data Use and Reciprocal Support
Agreement (DURSA) for the eHealth Exchange
Each lnterExchange Data Sharing Agreement will
require the other health information
exchange/network to have Agreements with each
of its partIcIpants that include access and use
restrictions substantially similar to the DURSA and,
at a minimum, require Its participants and their
authorized users to () comply with applicable
laws, including but not limited to Hf PAA, (u) access
and use Participant's Shared Information only for a
Permitted Purpose, (uu) as soon as reasonably
practicable after determining that a breach has
occurred, report the breach to the affected party,
and (1v) refrain from disclosing to any other person
any passwords or other security measure that are
issued to an authorized user

"Miscellaneous Charges" means the
miscellaneous charges set forth in Attachment 5,
which may be changed in accordance with this
Agreement

"Opt Out" means an ind1v1dual's ability to request
from WISHIN certain hm1tat1ons on the disclosures
of his/her PHI In the System

"Other Participants" or "Participants" means
other entIt1es that have access to the System and
have signed a participation Agreement containing
an obligat1on, on terms substantially s1m1lar to those
contained in this Agreement

"Participant Advisory Board" means an advisory
board of System part1c1pants

"Participant Advisory Board Approval" means
the affirmative vote (by proxy or m person) of, or
written consent from, at least two-thirds of the
members of the Participant Advisory Board

"Participant ID" means a unique user
identification assigned to Participant

"Participant's Shared Information" means
Health Data, Including health information relating
to Part1c1pant's patients or enrollees, that
Participant and/or its Authorized Users make
available to WISHIN under this Agreement

"Payment" has the meaning set forth at 45 C F R
§ 164 501 of the HIPAA regulations

"Permitted Purposes" means one of the
following purposes for which Participant and Other
Participants may lawfully disclose, receive and use
the Health Data

1 Treatment of the mndsvdual who Is the subject of
the Health Data,

2 Public health actvtties and reporting as
permitted by Applicable Law, including the HIPAA
Regulations at 45 CF R § 164 512(b) or
164 514(e), to the extent authorized by Part1c1pant
In Attachment 1 to this Agreement,

3 The uses set forth in the attached Attachment 4,
as the same may be revised from time to time by
WISHIN to reflect any add1t1onal uses that are
approved by the WISHIN Board of Directors and
the Participant Advisory Board according to the
process set forth in Section 1 3

"Policies and Procedures" means WISHIN's
rules, regulations, policies and procedures for
access to and use of the System, which WISHIN
may, from time to time, change m accordance with
this Agreement and post electronically on the
System or otherwise furnish to Participant The
Initial Policies and Procedures include the WISHIN
Privacy Policies, WISHIN System Security Policies
and the WISHIN Pulse and DirectPlus Part1c1pant
Safeguard Checklist

"Protected Health Information" or "PHI" has
the same meaning as protected health information
under 45 CF R $ 160 103 of the HIPAA
regulations

"Privacy Rule" means the Standards for Privacy
of lnd1v1dually Identifiable Health Information at 45
CFR part 160 and part 164, subparts A and E

"Psychotherapy Notes" means notes recorded
(in any medium) by a healthcare provider who Is a
mental health professional documenting or
analyzing the contents of conversation during a
private counseling session or a group, JOmt, or
family counseling session and that are separated
from the rest of the ind1v1dual's medical record
"Psychotherapy Notes" excludes med1cat1on
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prescription and monitoring, counseling session
start and stop times, the modalities and frequencies
of treatment furnished, results of clinical tests, and
any summary of the following items diagnosis,
functional status, the treatment plan, symptoms,
prognosis, and progress to date

"Public Health Authority" means an agency or
authority of the United States, a state, a territory, a
political subdivision of a State or territory, or an
Indian tribe, or a person or entity acting under a
grant of authority from or contract with such public
agency, including the employees or agents of such
public agency or its contractors or persons or
entities to whom it has granted authority, that Is
responsible for public health matters as part of its
official mandate

"Security Incident" means the attempted or
successful unauthorized access, use, disclosure,
modification, loss of information downloaded from
the System for other than a Permitted Purposes, or
destruction of Information or Interference with
system operations in an information system

"Security Rule" means the Security Standards for
the Protection of Electronic Protected Health
Information at 45 CFR part 160 and part 164,
subparts A and C

"Services" means the services and access listed m
Attachment 1 to this Agreement and access to
other health 1nformat1on exchanges and networks
for which WISHIN has an lnterExchange Data
Sharing Agreement

"Subcontractor" means any third party engaged by
WISHIN to assist in the design or operation of the
System or in the performance of WISHIN's
obligations under this Agreement

"Subscription and Service Fees" means the fees
set forth 1n Attachment 5, which may be changed in
accordance with this Agreement

"System" means the electronic communication
network operated by WISHIN, including all
hardware provided by WISHIN, the System
Software and the Third-Party Software used or
provided by WISHIN, and all documentation
provided by WISHIN in connection with the System,
paper or electronic, all as more spec1f1cally
described on Attachment 3 to this Agreement

"System Software" means the software hcensed
to WISHIN by its software licensor which consists
of the applications and services described under
Description of the System in Attachment 3 System
Software does not include the Third-Party Software
1dent1fied 1n Attachment 3

"Technical Requirements" means the hardware,
software and communications systems necessary
to use the System The Technical Requirements
can be found at www wIshmn org The Technical
Requirements may be changed from time to time
by WISHIN in accordance with this Agreement

"Term" means the 1nit1al term and all renewal
terms of this Agreement

"Third-Party Software" or "Third Party Software
and Services" means the software and services
that 1s provided by third parties other than the
licensor of the System Software The Third-Party
Software and Services as of the Effective Date are
set forth mn Attachment 3

"Treatment" has the meaning set forth at 45
C FR § 164 501 of the HIPAA regulations

"WISHIN's Authorized Personnel" means
WISHIN's employees and independent
contractors under confidentiality obl1gat1ons on
terms substantially similar with the confidentiality
provisions contained mn thus Agreement

28. Rules of Construction.

28 1 Words used herein, regardless of the
number and gender used, shall be deemed and
construed to include any other number, singular or
plural, and any other gender, masculine, feminine
or neuter, as the context requires, and, as used
herein, unless the context requires otherwise, the
words "hereof', "herein", and "hereunder" and
words of similar mmport shall refer to this
Agreement as a whole and not to any particular
provision of this Agreement

28 2 A reference to any statute or statutory
prov1s1on shall be construed as a reference to the
same as It may have been, or may from time to
time be, amended, modified or reenacted

28 3 The term "including" shall be deemed to
mean "including without limitation "

28 4 Article and secton headings used mn thus
Agreement are for convenience of reference only
and shall not affect the interpretation of this
Agreement
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SIGNATURES

IN WITNESS WHEREOF, the Parties have caused this Agreement to be executed in duplicate original as
of the date(s) indicated below

PARTICIPANT

City of Franklin

Signature

Printed Name

WISHIN:

Wisconsin Statewide Health Information
Network, Inc

Signature

Printed Name Steve Rottmann

Title

Address

Phone

Fax

E-mail

Date Signed

Legal Contact (if different from above)
Name _

Title _
E-Mail _
Phone _

Invoice Contact (if different from above)
Name _

Title _

E-Mail
Phone _

Address

Will a purchase order number be used? □Yes □No
PO Number -----------

Do you prefer to receive Invoices via email? [lYes [No

Title

Address

Phone

Fax

E-mail

Date Signed

Chief Operating Officer

5510 Research Park Drive

Madison, WI 53711

608-274-1820

608-274-8554

srottmann@w1sh1n org
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ATTACHMENT 1: PRODUCTS AND SERVICES

The Products and Services mix below may change Products and/or Services added later are subject to
additional fees

Subscription Services
[X] WISHIN Pulse Subscription Services*

Includes
• Wholly-owned climes on the same data source
• All standard training and training materials
• Onboardmg for one data source
• Requires WISHIN Pulse Onboardmg (below, under One-Time Services)

Additional WISHIN Pulse services (additional fees may apply)
[X] SSO EHR Integration
[X] WISHIN Direct+ Secure Messaging
[--] Automated Query and Retrieve CCD (QnR)
[--] Access to ePDMP
[--] Syndromc Surveillance data delivery to the State of Wisconsin (PHSS)
[--] Immunrzaton data delivery to the State of Wisconsin Immunization Registry (WIR)
[--] Lab Results Delivery
[--] Add1t1onal Data Sources (quantity) _
[--] Additional sites on different EHRs _

Interfaces (select all that apply)
[X] ADT* (health plan member file)
[--] Laboratory
[--] Radiology
[--] Pathology
[--] Transcription
[--] EKG
[X] CCDA

One-Time Services

[X] WISHIN Pulse Onboarding

[--] WISHIN QnR

* = Designates services available to Payers
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SCHEDULE 1 TO ATTACHMENT 1: ELECTED PRODUCTS AND SERVICES REQUIREMENTS

In electing the products and/or services in Attachment 1, Part1c1pant agrees to be bound by the following
requirements for the applicable elected product and/or service

1 Wisconsin Immunization Registry

11 Purpose

The Division of Public Health (DPH) In partnershp with the Division of Health Care Financing has developed
the Wisconsin Immunization Registry (WIR) To ensure the reciprocal cooperation that 1s integral to
implementing and maintaining a successful statewide 1mmurnzat1on registry that encompasses all public
and private providers, all parties must abide by the specific respons1b1lit1es listed below

12 Responsibilities

121 DIvsion of Public Health

The WIR will serve as the central repository for all 1mmurnzat1ons collected throughout the State This
Includes immunizations provided directly to the WIR by participating providers or provided Indirectly through
other registries or exchange services, such as WISHIN, that may operate within the state The DPH will
provide WISHIN with consultation and technical assistance necessary to ensure ongoing connect1v1ty
between the WIR and Part1c1pant

122 Participant

The Part1c1pant must have a signed WIR Secunty and Confidenttaltty Agreement (DPH 42008) on file with
the Wisconsin Immunization Program and maintain up-to-date provider contact information in the WIR
Part1c1pant should contact DPH's Wisconsin Immunization Program to obtain the WIR Security and
Confident1al1ty Agreement (DPH 42008) Questions about the WIR Security and Conf1dent1al1ty Agreement
must be directed to the Wisconsin lmmurnzat1on Program The WIR Security and Confident1al1ty Agreement
must be on file with Wisconsin Immunization Program before any protected health information (PHI) may
be shared via WISHIN

Part1c1pant agrees that

• Part1c1pant will provide only updated 1mmurnzat1on information to WISHIN to be sent to the WIR
• The mmmunzaton data sent by Participant will be for all patents with associated immunizations
• Part1c1pant shall work with WISHIN to test 1mmurnzat1on data feeds before production data is sent

to the WIR Participant understands that no production data will be sent to the WIR without
adequate testing and Part1c1pant approval (via a sign-off) In the event that WISHIN performs data
transformation services for Participant, those transformations must be approved by Participant prior
to production data being sent to the WIR

• The Participant will inform patients that their data will be shared with the WIR
• If a parent, guardian or legal custodian chooses to exclude a patient from the WIR or to l1m1t data

access to a particular provider, that dec1s1on will be honored by the Participant
• Participant will comply with all technical requirements for data format and transport to WISHIN

This includes establishing a web service connection to WISHIN to send and receive data
Participant understands that their electronic health record (EHR) or other vendor may need to make
changes in their EHR or other systems in order to comply with these requirements Part1c1pant
understands that their EHR or other vendor(s) may charge separately for these services

• Participant may receive mmmunzation data from the WIR via WISHIN Participant agrees to work
with WISHIN to test the receipt of the data prior to accepting rt mn the Participant's production
environment Part1c1pant understands that no production data will be sent to their EHR or other
system(s) without adequate testing and Partcpant approval (via a sign-off)

1 2 3 WISHIN
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By way of an established web service connection between Part1c1pant and WISHIN, WISHIN will send
Part1c1pant's supplied 1mmurnzat1on data to the WIR on a real-time basis and will send acknowledgements
and/or errors from the WIR to Participant WISHIN does not store 1mmurnzat1on data

After completion of the testing of data feeds and PartIcIpant approval described above, WISHIN will pass
all ImmurnzatIon data provided by the Participant to the WIR WISHIN will not filter or restrict the data,
however, WISHIN may provide data transformation services to Part1c1pant tf needed to meet Meaningful
Use requirements or to meet requirements of the WIR Any data transformation must be approved by
Participant

WISHIN may also send 1mmurnzat1on data from the WIR to the Participant's EHR or other system

2 WISHIN Direct+

Part1c1pants using WISHIN Direct+ and/or the WISHIN Direct+ product suite must assign at least one
Organization Representative Each Orgarnzat1on Representative must complete an Identity Verification
Form (IVF) and comply with the requirements below and in the lVF A sample lVF can be found in
Attachment 7, however, WISHIN will supply Part1c1pant with the appropriate form as part of the
1mplementat1on and onboarding process

21 Direct Messaging and WISHIN Direct+

Direct messaging, often called "Direct," Is a basic form of health information exchange (HIE) that allows
health care providers to securely and electronically send patient information to other specified providers, or
to patients themselves Commonly compared to sending secure email, this information Is sent over the
Internet mn an encrypted, protected way that 1s HIPAA-comphant

WISHIN Is a Health Information Service Provider (HISP), which means WISHIN 1s certified to offer Direct
addresses (which are sIm1lar to email addresses) and WISHIN provides the service to transmit the Direct
messages WISH I N's HISP and Direct messaging product 1s known as WISHIN Direct+

With a WISHIN Direct+ address, a health care provider can exchange clinical documentation with providers
or patients registered with another HISP anywhere in the United States, provided the other HISP conforms
to the standards and requirements required for Direct messaging established by The Direct Project
(www wkt directproject org) and any other requirements identified by the receiving HISP

22 The Direct Project

The Direct Project 1s a federal government standard designed to enable simple, secure, email-based
exchange of clinical documentation between health care providers Because WISHIN Is a HISP, WISHIN
customers can assign and administer a WISHIN Direct+ address (s1m1lar to an email address) for each
health care provider m therr "domain " In addition, WISHIN can also assign and administer WISHIN Direct+
addresses on behalf of our customers in our standard "domain "

WISHIN Direct+ conforms to the requirement set forth by the national Direct Project
(www wkr directproject org), including the "Applicability Statement for Secure Health Transport," which
describes how to use SMTP, S/MIME, and X 509 certificates to securely transport health Informat1on over
the Internet

2 3 WISHIN Direct+ Domains and Addresses

WISHIN customers assign and administer a WISHIN Direct+ address (s1m1lar to an email address) for each
health care provider in their "domain " Part1c1pants who elect to use WISHIN Direct+ will assign and
administer the WISHIN Direct+ addresses for health care providers in their "domain"

Participants select a WISHIN Direct+ domamn that identifies their hospital or practice Smaller practices
may choose to be a sub-domam of the standard WISHIN Direct+ domain Some examples
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(w1sh1nplus org is WISHIN's standard domain)

PartIcIpants are required to manage all of the WISHIN Direct+ addresses for their domain Some examples
of WISHIN Direct+ addresses for the above domains could be

• Jane Doe@direct pract1ceA org
• Betty DoeMD@chntcABC org
• HIMDepartment@hosp1tal123 org*

• John Doe@healthsystem 123 com
• Ben DoeMD@hosp1tal123 org
• Bob DoeMD@pract1ceB w1shinplus org

Note Department addresses may not be acceptable for Eligible Professionals part1c1patIng in Meaningful
Use Incentive Programs

PartIcIpant Is required to assign WISHIN Direct+ addresses (see section 2 5 below for more detailed
requirements around assigning WISHIN Direct+ addresses)

2 4 Exchanging Messages with Health Care Providers on Other HISPs

As noted above, "with a WJSHIN Direct+ address, a health care provider can exchange cltmcal documentation wtfh
providers or patients registered with another HJSP anywhere in the Umted States, provided the other HISP conforms
to the standards and reqwrements reqwred for Direct messaging established by The Direct Pro1ect
(wwww1k1.dIrectproIect org) and anyother reqwrements identified by the receiving HISP " Some HISPs also req u I re
partIcIpat1on In the Direct Trusted Agent Accred1tat1on Program, or DTAAP, m order to exchange messages
with theIr HISP ThIs is sometimes referred to as being a "DirecfTrust participant "

To ensure PartIcIpants using WISHIN Direct+ are able to send Direct messages to other health care
providers, regardless of the HISP those others may be using, WISHIN's System Software Licensor Is
participating In DTAAP and is a "DIrectTrust participant "

2 41 DIrectTrust and DTAAP

DirectTrust (www directtrust org) Is a non-profit health care industry alliance that has established and
maintains rules, standards, and policies associated with the operation of the security and trust-in-identity
layer for Direct exchange Taken together, these make up a Security and Trust Framework that supports
both Direct exchange implementers and users

DrectTrust uses its Security and Trust Framework as the basts for a voluntary accred1tat1on and audit
program for Direct implementers and service providers (this program 1s known as the Direct Trusted Agent
Accred1tat1on Program, or DTAAP) DTAAP 1s operated as a partnership between DirectTrust and the
Electronic Healthcare Network Accreditation Commission (EHNAC)

WISHIN's System Software Licensor 1s partIc1pating in DTAAP which recognizes excellence in health data
processing and transactions, and ensures compliance with industry-established standards, HIPAA
regulations and the Direct Project

In addition to DTAAP, DIrectTrust distributes what are known as "trust anchor" d1g1tal certificates from
accredited HISPs so that Direct messages can be exchanged across different HISPs WISHIN's trust
anchor certificate will be part of DIrectTrust's "trust bundle" to ensure Part1c1pants using WISHIN's HISP
are able to exchange information with health care providers on other HISPs in the "trust bundle "

The EHNAC-DIrectTrust accreditation program is endorsed by the Office of the National Coordinator for
Health IT (ONC)

25 Participant Requirements

251 Definitions

Health Information Service Provider (HISP) the organizations responsible for on-boarding health care
organizations and facilitating the transfer of Direct messages WISHIN Is a HISP WISHIN DIrect+ Is the
name of WISH I N's HISP and the product WISHIN uses to facilitate the transfer of Direct messages
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Certificate Authont1es (CAs) organizations that issue D1g1tal Certificates meeting the requirements set forth
in the D1rectTrust certificate policy

Registration Authorities (RAs) organizations that verify the identity of users in accordance with the required
Levels of Assurance (LoA) Health care providers must meet DirectTrust LoA level 3 (LoA3) requirements
(equivalent to NIST LOA3 - NIST pubhcat1on 800-63) Anyone assigning a Direct address to a user and/or
creating a Direct account 1s an RA Participant is the RA for any WISHIN Direct+ domain established
for their organization.

Organization Representatives individuals from a Partcpant that serve as representatives for their
organization with regards to RA responsibilities The Organization Representative Is responsible for
managing use of the certificate for their organization Organization Representatives are Registration
Authorities (RAs) for theWISHIN Direct+ domain established for their organization.

Trust Agents mndvduals from a Partcpant who assist In collecting the documentation necessary to
establish Organ1zat1on Representatives Trust Agents must also be Organization Representatives The
Trust Agent then executes an Agreement that appoints them as an agent for the purposes of collecting
documentation, verifying identities, and providing identity information

252 Participant Registration Authority Requirements

This section provdes a summary of the responsibilities of a Registration Authority Participant must comply
with Registration Authority requirements set forth by the Direct Project and DirectTrust

D1g1tal Certificates are required for Direct messaging and thus, required for WISHIN Direct+ In order to
recerve a Digital Certificate, Participant must assign at least one Organrzaton Representative The
assigned Organization Representative must complete the Identity Verification Form m Attachment 7

Organization Representatives are Registration Authorities for therr organization's WISHIN Direct+ domain
As such, Organization Representatives must comply with all Direct Project and DirectTrust requirements
for Registration Authorities

Organization Representatives are required to verify the 1dent1ty of all users to whom they assign a WISHIN
Direct+ address Identity verification must be done in accordance wth DrectTrust Level of Assurance 3
(LoA3) standard

Identity venficat1on 1s typically done by the user presenting paper credentials (like a driver's license) and by
records mn databases This process 1s called 1dent1ty proofing The Organization Representative must
maintain records of the 1dent1ty proofing for all users

To get a Direct address, a health care provider first applies (as an "Applicant") to the Organization
Representative The Organization Representative 1dent1ty proofs that health care provider As the result of
successful 1dent1ty proofing, the health care provider 1s given a WISHIN Direct+ address and becomes a
user of the D1g1tal Certificate assigned to the Part1c1pant The table below summarizes the requirements
for identity proofing set forth for LoA3

Level ofAssurance 3
In Person Remote

ApplicantActions ("Applicant" is person requesting a Direct address):
Possession ofverified current Possession of a vahd Government ID (e g a driver's license or
primary Government Picture ID that passport) number and a financial account number (e g ,
contains applicant's picture and checking account, savings account, loan or credit card) with
either address of record or confirmation via records of both numbers
nat1onal1ty (e g driver's license or
passport)
RA/ Organization Representative Actions:

PA013 Confidential 27



• Inspects Photo-ID and verify via
the issuing government agency or
through credit bureaus or similar
databases Confirms that name,
DoB, address and other personal
information in record are
consistentwith the user bemng
provided the account

• Compare picture to applicant,
record ID number, address and
DoB If ID 1s valid and photo
matches applicant then

a) If ID confirms address of
record, authorize or issue
credentials and send notice
to address of record, or,

b) If ID does not confirm
address of record, issue
credentials in a manner that
confirms address of record

• Verifies information provided by applicant including ID number
and account number through record checks either with the
applicable agency or instItut1on or through credit bureaus or
s1m1lar databases, and confirms that name, DoB, address and
other personal information in records are consistent with the
application and sufficient to identify a unique mndvdual

• Address confirmation
a) Issue credentials in a manner that confirms the

address of record supplied by the applicant, or
b) Issue credentials in a manner that confirms the ability

ofthe applicant to receive telephone communications
at a number associated with the applicant in records,
while recording the applicant's voice

In addition to the identity venficaton and proofing requirements, Participant must comply with the following
requirements that are specified by the Direct Project and/or DirectTrust These are not an exhaustive 11st
Participants should refer to the DIrect Project (wwwwk durectproject org) and DIrectTrust
(www d1recttrust org) for a complete set of requirements

• Part1c1pants must have a written policy or practice statement that specifies the particular steps taken to
verify identities for ther WISHIN DIrect+ domain and the identity proofing and registration process shall
be performed according to that policy/statement

• Participants must provide WISHIN with a list of all WISHIN Direct+ addresses assigned to their
organization's domain

• lnd1v1duals assigned a WISHIN Direct+ address must know who their Organization Representative Is
and the Organization Representative represents them

3. WISHIN Pulse

31 Prescription Drug Monitoring Program

WISHIN Pulse may Include medication information from Wisconsin's Prescription Drug Monitoring Program
("PDMP") The PDMP Is a statewide program that collects information about monitored prescription drugs
that are dispensed to patients in Wisconsin

The Legislature passed a law in 2010, 2009 Act 362, that directed the Pharmacy Examining Board to create
the POMP through adm1nistrat1ve rule Admin1strat1on of the POMP program has since been transferred to
the Controlled Substances Board (the "CSB") and Is now part of Wis Adm Code Ch CSB The primary
purpose of the PDMP Is to improve patient care and safety and reduce the abuse and d1vers1on of
prescription drugs in Wisconsin while ensuring patients with a leg1t1mate medical need for the drugs are not
adversely affected

The PDMP contamns information submitted to it by pharmacies and practitioners, including physicians,
dentists, advance practice nurse prescribers, and others As such, the CSB makes no claims, promises, or
guarantees about the accuracy, completeness, or adequacy of the contents of the data mn the POMP and
expressly d1scla1ms liability for errors and omIssIons in the contents of this report

311 PDMP Data and Timing

"Monitored prescription drugs" are defined in the admin1strat1ve rules of CSB Ch 4 While the CSB may
change the definition in the future, the current list of monitored prescription drugs Is
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• controlled substances included in § 961 385(1) of the Wisconsin Statutes (e g controlled
substances listed in Schedule II, 111, IV or V)

• Any other drug 1dent1fied by the CSB as having a substantial potential for abuse

By law, dispensers of monitored prescription drugs are required to collect and submit information to the
POMP about each dispensing of a monitored prescription drug Dispensers have up to seven (7) days to
submit data after dispensing a monitored prescription drug, which means that the data may be up to seven
(7) days old POMP data Is made available to WISHIN Pulse at the time It Is available to the POMP

The POMP has been fully operational since June 1, 2013

312 POMP and HIPAA

HIPAA regulations state that health care providers may disclose protected health information without patient
consent if the disclosure Is mandated by statute or regulation Reporting to the POMP Is required by §
961 385, Wis Stats, and Wis Adm Code§ CSB 4 05 (1) Therefore, dispensers do not violate HIPAA by
disclosing to the PDMP protected health information without patient consent

313 Authorized Access to POMP Data via WISHIN Pulse

Part1c1pant's Authorized Users may see POMP data for a given patient within WISHIN Pulse Whether or
not the POMP data Is made available to the Part1c1pant's Authorized Users depends on the role and security
permIssIons of the Authorized User in WISHIN Pulse and the patient's opt out status (see section below for
more 1nformat1on on POMP data for opted out patients)

Under § CSB 4 09, only pharmacists, pharmacist delegates, practItIoners, and practItIoner delegates are
able to access the POMP data directly Pharmacists and practItIoners may delegate the task of accessing
and querying the POMP for information However, the licensed pharmacist or practItIoner has to verify the
delegation and remains responsible for the delegate's use of the POMP data These same requirements
apply when the POMP data Is accessed via WISHIN Pulse

Under $ CS4 11, other users, such as patients, patient delegates, federal and state agencies, Department
of Safety and Professional Services investigatory staff, medical examiners, and law enforcement
authorities, must submit requests for information and provide proof that the information Is for a legally
authorized purpose WISHIN Pulse does not support these types of users and will not disclose POMP data
to these types of users

WISHIN shall only disclose POMP data to pharmacists, practItIoners, and delegates of pharmacists or
practitioners, for Treatment and as such persons are otherwise authorized to access s1m1lar confidential
patient health care records under Sections 146 82 and 961 385 of the Wisconsin Statutes, CSB Ch 4 and
other state or federal laws and regulations relating to the privacy of patient health records

314 Conditions to Accessing PDMP data provided via WISHIN

The followmng are conditions to accessing and using the Wisconsmn PDMP data through WISHIN

1 PartIcIpant will restrict access to POMP data to only those Authorized Users who satisfy all
requirements and are eligible to create an account to access POMP data in the Wisconsin POMP
database pursuant to Wisconsin Administrative Code section CSB 4 09 and their designated
delegates (a "POMP Authorized User") No other Authorized Users will be allowed access to the
POMP data

2 PartIc1pant understands that access to the Wisconsin POMP database through WISHIN and use
of POMP data by POMP Authorized Users Is permitted only for Treatment purposes or as otherwise
permitted or required by applicable state and federal law

PA013

3 Part1c1pant understands that any other access or disclosure of POMP data Is a v1olat1on of
Wisconsin law and may result in civil sanctions or disciplinary action Participant wll otherwise
treat the POMP data in the system as any other health care information and will protect the
information in accordance with federal and state laws governing health care information
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4 PartIcIpant understands that Wisconsin law requires each POMP Authorized User to be
responsible for all use of his/her user name and password and any use of the system by his/her
delegate POMP Authorized Users are to never share their password with anyone, including co
workers PDMP Authorized Users will be required to immediately notify Participant f any
authentication or password is lost or compromised, or tf a POMP Authorized User who Is a
delegate no longer needs that access, and Participant agrees to immediately close the
compromised account or terminate such delegate's access to POMP data

5 Part1c1pant understands that all use of the Wisconsin POMP database may be monitored and
audited by the CSB and the State of Wisconsin for unusual or potentially-unauthorized use

315 POMP Data for Opted-Out Patients

While patients cannot opt out of having their monitored prescrpton drugs included mn the PDMP, patients
can opt out of having their information shared via WISHIN Pulse In the event that a patient has opted out
of having therr information shared va WISHIN Pulse theIr PDMP information will not be available to
Part1c1pant's Authorized Users via WISHIN Pulse, even though the information may be available directly
from the POMP

3 2 Payer Access to WISHIN Pulse Community Health Record

As a condition of Participants, which are Health Care Payer, having access to thus Serice, the Participant
must make certain Health Data, relating to the payer's enrollees, members and/or insureds and their
dependents, available through the System The required Health Data will be set forth in a WISHIN payer
access policy (the "Payer Access Polley") (1) developed in consultation with WISHIN Participants or potential
partIcIpants that include both payers and health care providers, and (u) approved by the Participant Advisory
Board and the WISHIN Board of Directors Part1c1pant 1s required to make such Health Data available upon
the granting of those approvals of the Payer Access Polley and the System having been configured to accept
and share the Health Data The WISHIN part1c1pant's nght to access to this Service will 1mmed1ately cease
1f PartIc1pant fails to make the required Health Data available after the date required by the Payer Access
Policy
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ATTACHMENT 2: SOFTWARE MAINTENANCE AND SUPPORT; SERVICE LEVELS AND CREDITS

1. Software Maintenance and Support.

WISHIN and the licensor of the System Software (the "System Software Licensor") will provide
maintenance and support for the System Software This Attachment generally describes WISH I N's support
and maintenance obligations to Participant, whch are intended to maintain a high level of System
availability and performance

11 Definitions

Problem Resolution Resolution Is defined as (a) Providing a reasonable solution to the incident, or (b)
Providing a reasonable work-around to the incident, or (c) Determination by WISHIN that the incident is an
enhancement request and forwarding the request to the System Software Licensor, or (d) Escalation by
WISHIN of the mc1denUbug to the System Software Licensor for review

Standard Help Desk Hours ("Standard Hours") WISHIN's Standard Hours are Monday through Friday
8 00 a m Central to 4 30 p m Central, except WISHIN published holidays

Off-Hours Help Desk Hours ("Off Hours") WISHIN's Off Hours are Monday through Friday 4 30 p m
Central to 8 00 am Central, Saturday and Sunday all day, and WISHIN published holidays

Authorized Part1c1pant Contacts ("Participant Contacts") Participant shall designate at least one and no
more than five persons who shall serve as Participant's point of contact for all support and service activities
related to the System Software

2 Support Scope.

2 1 Included Support

• WISHIN will provide to Part1c1pant, Upgrades on a "when and 1f available" basis "Upgrade" means
a successor version of the System Software

• Resolving performance and operational issues of the System Software

2 2 Excluded Support

• Problems caused by Participant's computer system, hardware or third party software, power
outage, network equipment related failures and Internet or Intranet downtime

• Problems caused by personnel (other than those of WISHIN or its System Software Licensor)
making changes to the System

• System or database backups, restoration and maintenance not following mutually agreed upon
processes

• User adm1rnstratlon issues
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3. Support Priority.

Participant and WISHIN will mutually assign a priority associated wth a given call, as specified mn the table
below All reported incidents will be addressed, but the highest priority incidents will be expedited through
the Resolution process

PRIORITY DESCRIPTION RESPONSE TIMING

1

2

3

Loss of service, or serous Impairment of
service, which cannot be circumvented
Examples ofthis type of problem are
• Web server not accepting

connections due to functionality or
performance issues

• Persistent inability to access clinical
information due to functionality or
performance issues

• Cnt1cal product feature does not
work (identifiable part of
functionality), no workaround exists
or workarounds are 1mpract1cal

• User data 1s corrupted
• Reproducible, unavoidable crash or

deadlock
• Legally incorrect text or graphics

A problem exists which can be
reasonably circumvented or does not
materially affect normal operations
Examples ofthis type of problem are
• A non-funct1omng product feature

which is not cntcal to a User
(identifiable part of functionality)

• Part of a product feature 1s affected,
a viable workaround exists

• Performance 1s less than optimum
• Highly visible usability problem that

doesn't affect funct1onahty

Failure of a system which does not have
any effect on normal operations

Dunng Standard Hours WISHIN will
• Acknowledge receipt ofthe problem report within

fifteen (15) minutes
• Venfy the problem and notify the Participant Contact

with the plan of action, wthin one (1) hour
• Provide updates at least every thirty (30) minutes, or at

a frequency mutually agreed upon by WISHIN and the
Participant Contact

Dunng Off Hours WISHIN and/or the System Software
Licensor will
• Acknowledge receipt ofthe problem report within thirty

(30) minutes
• Venfy the problem and notify the Participant Contact

with the plan of action within one (1) hour
• Provide updates at least every thirty (30) minutes, or at

a frequency mutually agreed upon by WISHIN/the
System Software Licensor and Participant Contact

During Standard Hours WISHIN will
• Acknowledge receipt of the problem report within

thirty (30) minutes
• Venfy the problem and notify the Part1c1pant Contact

with the plan of action within two (2) hours
• Provide updates at least once every one-hour (1) or at

a frequency mutually agreed by WISHIN and
Part1c1pant Contact

Dunng Off Hours WISHIN and/or the System Software
Lucensor wall
• Acknowledge receipt ofthe problem report within thirty

(30) minutes
• Venfy the problem and notify the Participant Contact

with the plan of action within two (2) hours
• Provide updates at least every one-hour (1) , or at a

frequency mutually agreed upon by WISHIN and
Participant Contact

Dunng Standard Hours WISHIN will
• Venfy the problem and notify the Participant Contact

with an acknowledgement within one (1) hour and
plan of action wthin forty-eight (48) hours

• Provide updates at least once every ten (10)
business days or at a frequency mutually agreed by
the WISHIN and Part1c1pant Contact

Dunng Off Hours
• No Off Hours support provided for Pnonty 3 problem

reports
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4 Support Channels.

The following support channels are available to Part1cIpant Contacts

CHANNEL PRIORITY AVAILABILITY USAGE CONSTRAINT

Participant Contact has followed the support
Phone support 1&2 24 by7 protocol (to exclude problems caused by

1-888-WISHIN1 Participant Software, Participant power outages,
and/or Participant's network)

Participant Contact has followed the support
Email support 3 Standard Hours protocol (to exclude problems caused by

Wishm support@w1shm org Participant Software, Participant's power
outages, and/or Part1c1pant's network)

Participant Contact may email WISHIN's support mailbox to check the status of an open problem report,
regardless of priority Part1c1pant Contact may request that an open problem report be re-prioritized Rep
pnontIzat1on requests must be made to WISHIN's Help Desk through one of the support channels defined
above

WISHIN will use commercially reasonable efforts to perform the support services provided for under this
Agreement Information provided by Participant Contact in connection with WISHIN's performance of the
support services may be used without restriction by WISHIN to support or enhance WISHIN's products and
services

WISHIN will use reasonable efforts to resolve reported issues that have been determined to be product
bugs in a timely manner Reported bugs will generally be addressed as part of a scheduled maintenance
release, by seventy, on a first come, first served basis Severe bugs that fall outside of the scheduled
maintenance release will be evaluated for correction on a case-by-case basis

5. Quality Assurance.

Prior to WISH I N's providing or making available to Participant any patch, enhancement, update or any other
release of the System Software, WISHIN and Part1c1pant, as applicable, shall test and validate that such
release meets or exceeds the requirements of this Agreement, including but not hm1ted to the security
obligations and obligations regarding prevention or introduction of viruses Participant must also verify that
Part1c1pant's data continues to be accurately represented by the System

6 Service Levels and Credits.

WISHIN has negotiated a System ava1lab1hty service level with the System Software Licensor, who Is
providing hosting services for the System for those Part1cIpants that request hosting The service level and
credits that WISHI N may receive 1f the System Software Licensor fails to meet the service level (the "SLA")
are set forth below If WISHIN receives any SLA credits, WISHIN will pass those credits through to All
Part1c1pants, who were System part1c1pants at the time of the deficiency in the service level ("Affected
Participants") The credits will be allocated amongst the Affected Participants mn proportion to their relative
Subscription Fees and applied as a credit towards their next Subscription Fees

7 SYSTEM AVAILABILITY Service Level Agreement (SLA) with Participant

71 Definitions

"System Availability" will be defined as maintammg ava1lab1hty to the production system less Time
Exclusions

"Time Exclusions" shall mean any time during which any of the following conditions exist
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• The System Is inaccessible during Planned Maintenance hours, which includes regular monthly
maintenance hours for applying patches, bug fixes, or upgrades to the System,

• The System Is inaccessible during non-planned maintenance hours, provided that at least 24 hours'
notice has been gven to Participant Contact,

• The System is inaccessible during planned upgrades,
• The System Software Licensor Is given an "alert" by an operating system or other software vendor

to install one or more patches for any virus(es) or other needs for which the time of application Is
reasonably and mutually agreed upon by WISHIN and the System Software Licensor,

• When WISHIN or the System Software Licensor are loading a new release in the production
environment,

• Force majeure conditions or during the System Software Licensor-declared disaster, or
• Part1c1pant's breach of the Agreement

"Planned Maintenance" shall mean regularly scheduled monthly maintenance windows

"Unscheduled Downtime" shall mean the occurrence of any of the following cond1t1ons which are the
primary fault of WISHIN

• System Is inaccessible due to an outage of the System Software Licensor's contracted earner lines
• System Is inaccessible due to a System Software Licensor data center-based hardware or

infrastructure software outage
• Any of the following Application Services are completely inoperable

All WISHIN Pulse User Login Functions
All WISHIN Pulse Patient Inquiry Functions
All WISHIN Pulse Patient Chart Display Functions

72 System Availability Service Levels

Excluding any Time Exclusions, WISHIN wll achieve a 99 9% System Availability of WISHIN's production
environment measured monthly and calculated in accordance with Section 7 2 1below System Availability
and SLA Credits will be determined on a monthly basis

Affected Participants shall be entitled to an SLA Credit as set forth below

a) Affected Participants shall be entitled to a SLA Credit of no more than 10% of Affected Part1c1pant's
monthly portion of Participant's annual Subscnpton Fee for each month that the System Availability
falls below 99 9% for the applicable application SLA credits shall be distributed based on the table
below SLA Credits will be applied toward Participant's next annual Subscrpton Fee In no event
shall the SLA Credits exceed 10% of the Participant's next annual Subscription Fee

Less Than: Equal To or More Than: SLA Credit
0.999 0.998 1%
0 998 0 997 2%
0.997 0.996 3%
0 996 0995 4%
0.995 0.994 5%
0 994 0 993 5%
0.993 0.992 7%
0992 0 991 8%
0.991 0.99 9%
0 99 10%

For example If Affected Part1c1pant's annual Subscription Fee Is $24,000, the monthly portion
would be $2,000 ($24,000/12) If System Availability fell between 99 6% and 99 7% for one month,
the Affected Part1c1pant would be entitled to an SLA Credit of 3%, or $60 ($2,000*3%) The $60
SLA Credit would be applied toward the Participant's next annual Subscription Fee The total SLA
Credits for the Affected PartIc1pant in this example could never exceed $2,400 ($24,00010%)
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b) If WISHIN fails to meet 99 9% System Ava1lab1hty in any three (3) consecutive months then, In
addition to the SLA Credits provded heremn, Participant may, at its sole election, be entitled to
terminate the remote hosting services provided by WISHIN or the Agreement upon sixty (60) days
prior written notice to WISHIN

c) The SLA Credits and Participant's rights to terminate mn this Section 7 2 constitute Participant's sole
remedies, and WISHIN's sole obligation and hab1hty, for a failure of System Ava1lab1hty

7 2 1 System Ava1lab1hty Calculation

The percentage of System Availability is calculated by duding the number of minutes of actual System
Ava1lab1hty achieved dunng the month by the number of minutes of System Ava1lab1l1ty scheduled to be
available each month

a) Possible Minutes (PM) 1s the total number of minutes in any month
b) Time Exclusions (TE) 1s the number of minutes described above in Time Exclusions
c) Unscheduled Downtime (UD) 1s the number of minutes that the System is not available for that

month that do not fall w1thin Time Exclusions
d) Special Exception (SE) 1s the number of minutes of downtime as a result of project exceptions

contingent on pnor written approval by Participant

% Availability = (PM -- TE - SE - UD) / (PM - TE - SE)
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ATTACHMENT 3: DESCRIPTION OF THE SYSTEM; THIRD-PARTY SOFTWARE

Enables providers to securely exchange patient information across the community by using the ONC DIrect Project
standards

WISHIN Direct+ Messaging
Application

WISHIN Direct+ Referrals
Application (limited availability)

Provider Directory Service

HISP Gateway Service

SMTP Gateway Service

Certificate Service

An application that supports pract1ce-to-pract1ce and pract1ce-to-orgamzat1on
Direct messaging This application queries the Provider Directory Th1s
application may also provide mnboxes for recervmng Direct messages The
WISHIN Direct+ Messaging application utilizes HISP Services to deliver the
Direct messages

An application that supports practice-to-practice and pract1ce-to-orgamzat1on
referrals This application queries the Provider Directory and provides
organization level mnboxes for receiving referrals Providers receiving referrals
can create custom templates so that any referral 1t receives follows a standard
format and includes the required information needed by the organization
receiving the referral This application can also use the WISHIN Direct+
Messaging to deliver the referral The application also allows secure
communication between the referring and receiving providers mn order to
facilitate closed-loop referrals

Registers Direct addresses to providers, practices and organizations and may
also adm1mster the domain, depending on configuration

Manages all inbound and outbound communication requests to the WISHIN
Direct+ HISP The HISP Gateway Service also evaluates the type of encryption
needed to encrypt and decrypt direct messages and will route to the
appropnate endpoint

Uses SMTP protocol combined with S/MIME to allow secure messages to be
sent HISP to HISP with other organizations The SMTP gateway also allows
end users to send/receive their Direct messages using preferred email clients
such as Outlook using a secure TLS or SSL connection

Manages the HISP certificate policy and issues domain level x509 certificates
to each registered domain w1thm the WISHIN HISP The service also allows for
Certificate discovery

#
_.\,_ , _

The following services are essential HIE services for improving data quality and consistency across a network of
connected providers

WISHIN Pulse Community
Health Record

Data Services

Identity Management Services

Data-staging Service

Web-based application that provides a single point of access to acute care and
ambulatory patient information - acqwred and aggregated visually from
multiple systems throughout the community, across care settings and
organizational boundares May be integrated with an EHR

Data transformation and normalization services based on industry-standard
communication protocols that allow data from disparate systems to display in a
common format while accounting for technology, nomenclature, data-element
and coding-transactions standards This allows for data to be consumed by
any system connected to the HIE -- across acute care and ambulatory settings
-- In the appropriate format for the system

Patlent-1dentlty reconc11iatlon services that automate the task of reconc1l1ng
patient information from different inpatient and ambulatory systems from
multiple care locations across the community, resulting in a community master
person index, patient choice management, and de-1dent1ficat1on services This
service uses configurable, drstnbuted algorithms tailored to the Participant to
establish a true longitudinal community patent record

Acquires and aggregates health information from inpatient and ambulatory data
sources to build a clinical data repository (CDR}, or series of repos1torres, for
clinical use and rapid retrieval and display by end-user applications Staging
the data enables access anytime in a highly secure and scalable environment
Data in data stages are owned by Participant Data Stage servers can be
hosted by WISHIN/the System Software Licensor or by the Participant Data
Is not commngled across Participant data stages
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Record Locator Service

Orders
(limited availability)

HIE Operational Analytics

eHealth Exchange/HIE Gateway

Biosurveillance Gateway

Immunization Gateway

Rapidly locates patient information in a confederated deployment with multiple
databases containing patient information from disparate hospitals, health
systems and communities Works in concert with the Identity Management
Services to efficiently index the location ofall relevant data for a specific patient,
enabling the rapid retrieval and display of the patient's longitudinal community
patient record

This module leverages the HIE to automate the order inItIatIon and
communication between the ordering clinician and the hospital or organization
filling the order - eliminating communication errors while mmproving workflow
and efficiency This module adapts to the needs of the ordering chrnc1an,
enabling ordering directly from an EHR or from an electronic order entry module
for paper-based practices The hospital management component offers
several integration options, which can be incrementally layered, depending
upon internal system capab1htles, policy and procedures, and hospital business
strategy

HIE operational analytics designed to help organizations evaluate the data they
are currently capturing and what insight might be derived from that data

Connects an HIE to any other HIE using IHE profiles - promoting true,
connected healthcare for care collaboration locally, regionally, statewide and
across the nation

Monitors, formats, and transmits electronic syndromic surveillance data to
empower public health agencies with early detection, early 1nformat1on-shanng,
and the ability to make informed dec1s1ons about public health threats

Enables providers to view a patient's 1mmumzat1on record or electronically
submrt immunization administration information to their state

The Novo Grd s patented distributed technology for "last mile" connectivity to physician practices It is the HIE
foundation for achieving Meaningful Use and creating a network of providers across a community of care The Gnd
connects disparate systems across multiple inpatient and ambulatory care locations for the seamless exchange of
health information

lse customers via the WISHIN Pulse web
n history including medication fill and refill
Is feature does not come standard with

The following Third-Party Software may be used as part of the System Software

• Software developed by the Apache Software Foundation (www apache org) including the Apache
Web servers and the Tomcat application server

• Java SE Runtime Environment (JRE) Version 6 0 from Sun Mcrosystems (www sun com)
• The HAPI Java-based HL7 2 x parser (http //hl7ap1 sourceforge net)
• Java UUID Generator (www doomdark org/doomdark/proJ/Jug)
• The iText library that allows you to generate PDF files on the fly (www lowage com/Text)
• Apache Jakarta Commons hbranes (http //Jakarta apache org/commons)
• XML lm-/Exporter library (http //xml-1m-exporter sourceforge net/)
• The Bouncy Castle Crypto APIs (www bouncycastle org/ndex html)
• The Font-Box library
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ATTACHMENT 4: PERMITTED USES: APPROVED USE CASES

#

1

2

3

5

Use Case Name

Creation, modification,
maintenance, and
inactivation of participant
users
Auditing of participant end
user system activities

Notifications to Payers

Notifications to Health
Care providers

Description

This use case allows technical security staffs at each
Participant organization to create, modrfy, and
deactivate the participant user accounts for their
organization
Thus use case allows pnvacy and security staff at
each Participant organzaton to access audit logs and
reports showing system activity for their users and
their patients

This use case allows for reports or notifications of
health care encounters to be provided by WISHIN to
Payers. The reports or notifications include Health
Data related to the Payer's covered members who
have had a recent health care encounter and Is
intended to assist the Payer 1n the management of its
members The reports or notifications promptly alert
Payers of their members' health care encounters well
before any subsequent claim would be received by the
Payer. This can enable care managers to follow up
with members more promptly, help members get
assigned to a primary care provider, and ensure the
patients honor their scheduled appointments

The reports or notifications are based on the payer
supplied enrollment data

This use case allows for reports or notlficat1ons of
health care encounters to be provided by WISHIN to
Health Care Providers The reports or not1ficat1ons are
intended to assist Health Care Providers in the
management of their patients and enable Health Care
Providers to promptly follow up with the patients,
address any potential avoidable hospital visits, or
schedule follow-up appointments as appropriate

The reports or not1ficat1ons are delivered only to Health
Care Providers that have a treatment relat1onsh1p with
the patient or to whom the patient 1s attributed for care
management purposes

Date
Aooroved
7/18/2013

7/18/2013

7/18/2013
Updated:

8/11/2014,
2/11/2015,
3/23/2016,
5/21/2018

7/18/2013
Updated

8/11/2014,
2/11/2015,
3/23/2016,
5/21/2018

Category

Health Care
Operations

Health Care
Operations

Care
Coordination by
MCOs

Care
Coordination by
providers

6 Quality organization (not
owned by a Health Care
Payer) receipt of Health
Data for specific quality
initiatives/measures

PA013

This Use Case would allow WISHIN participants the 8/11/2014
option ofhaving their clinical data shared via WISHIN
to quality orgamzations not owned by a Health Care
Payer in support ofspecific initiatives.

Data sharing would be limited to

1. only participants that have agreed to include
their data in the data sent to the quality
organization, and

2. only data needed for the specific quality
initiative/measure

WISHIN participants will have the option of having their
data included in the Health Data that get sent to the
quality organizations.

Confidential

Quality reporting
and measures
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#

7

8

9

Use Case Name

Send transactions to payer
organizations for thenr
members

Health Care Payer Access
for Clamms Adjudication,
Prior Authorization, Care
Management and
Collection of Quality Data

Ambulance and EMS
Provider Access for Billing
and Collection

Description

This Use Case would allow WISHIN participants the
option of having their clinical data shared va WISHIN
to payer organizations

1 Data would be shared with a payer or payers
only rf the participant agrees to permit such
sharing, and only for uses mutually agreed
upon by the payer and participant

2 Patient data would be sent to the payer only
rf both the following cntena are met (a) the
patient appears on the current member file
supplied to WISHIN by the payer, and (b) the
patient is identified mn the participant's ADT
transactions as being covered by the payer
on the date ofthe transaction

3 Care Summaries (CCDAs) will not be shared
as part of this use case

WISHIN participants wll have the option of having their
data included in the Health Data that gets sent to the
payer orgamzat1ons

This Use Case allows Participants, which are Health
Care Payers, to access and use Health Data of
individuals insured or covered by a health benefit plan
administered by the Health Care Payer, tor claims
adjudication, prior authorizations, care management
and collection of quality data. No other access to, and
use of, Health Data is permitted under this Use Case
including, but not limited to pncing and underwriting

This Use Case allows Participants, which are
ambulance services or emergency-med1cal-serv1ces
(EMS) providers, to access encounter Health Data for
billing and collection The accessed Health Data would
be for patients to whom the ambulance/EMS provider
rendered services and from the encounter data
prepared by the Participant to which the patient was
transferred by the ambulance/EMS provider

Date
Aooroved

5/6/2015

10/11/2017

10/11/2017,
5/21/2018

Category

Provider-Payer
data sharing

Provider-Payer
data shanng

Provider Billing
Operations
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ATTACHMENT 5: SUBSCRIPTION AND SERVICE FEES

Participant Organizations Covered under this Agreement include:

Number of
Providers*

CityOrganization
Type

(e.g., hospital, clinic, Ill

nursing home, etc.)

Organization NameWholly
owned,

Independent,
or Affiliate

Municipalit Franklin Health De artment Public Health Franklin
Muntci alit Franklin Fire De artment Franklin

*Providers = MDs, DOs, PAs, APNPs, and any other ordering and/or prescribing staff

1 Number of Providers (MDS, DOS, PAs, APNPs, and any other ordering and/or prescribing staff)

scrption Fees
WISHIN Pulse Subscription Fee $3,500 00

Total Subscription Fees: $3,500.00
90-day Trial Subscription Fees: $0.00

2 Number of Participant Organizations listed above

Covered Providers or Members under this Agreement (WISHIN Pulse)
As used mn thus Attachment 5, "Providers" means all ordering and/or prescribing providers of Part1c1pant
and the above-listed Part1c1pant Organizations, and "Members" means those subscribers, employees and
their dependents for whom Part1c1pant provides or administers health insurance or self-insured health
benefits and for whom Participant will utilize WISHIN Pulse Part1c1pant certifies that the current number of
Members and/or Providers of Participant and the Participant Organzatons is correctly stated above.

Pricing

Sub

One-time Fees
WISHIN Pulse Onboarding Fee (further discovery $1,500 00necessary with Participant's vendor)

Total One-time Fees: $1,500.00
90-day Trial One-time Fees: $0.00

WISHIN will make the Services identified in Attachment 1 available to the Participant's Authorized Users
for an exclusive 90-day tnal penod Dunng that tnal period, Part1c1pant will pay only the 90-day Trial One
time Fees in the amount of $0.00, which shall be due upon execution of the PartIc1pat1on Agreement

After the 90-day trial, the balance of the in1t1al annual Subscription and Service Fees ($3,500.00) and
balance of the Total One-time Fees ($1,500.00) will be due, unless Part1c1pant terminates the Agreement
prior to the end of the tnal period m accordance with Section 13 of the Agreement

WISHIN may change the annual subscription rate for any renewal term in accordance with Section 81of
the Agreement and if Participant requests additional Products and/or Services

Reconciliation
At the end of any term, WISHIN and Part1c1pant will venfy the number of Members or Providers for the
preceding twelve (12) months If the number of Members or Providers exceeds the number of Members or
Providers used In calculating Subscription Fees for that year, Participant shall pay WISHIN an additional
Subscription Fee for the preceding twelve (12) months for such excess number of Members or Providers If
the number of Members or Providers Is less than the number of Members or Providers used in calculating
Subscription Fees for that year, Participant shall receive a credit for the reduced number of Providers, which
will be applied to Part1c1pant's Subscnpt1on Fee for the new twelve (12) month penod
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In no event will the annual Subscription and Service Fees be less than $3,000 00

WISHIN may change the per Members or Provider per year rate for the Subscription and Service Fees for
renewal terms in accordance with Section 8 1 of the Agreement WISHIN also may invoice Part1c1pant for
additional Subscription and Service Fees at any time there Is a significant increase in the number of
Members or Providers and at any time Participant subscribes for additional products and/or Services

Additional Fees
Subscnpt,on and Service Fees

In add1t1on to any changes m the Subscnpt1on and Service Fees on the anniversary dates and any changes
In the per Members or Provider per year rate, Subscrpton and Service Fees may be modified by WISHIN
when

o Any new Part1c1pant Organization or Members or Providers are added, with the fees prorated for
any partial contract year,

o Participant subscribes for any addrtonal product or Services,
o There Is a significant increase in the number of Providers or Members (as applicable) above the

number certified above in this Attachment 5
o Hospitals The annual subscnpton fee for any add1t1onal hospital 1s based on WISH I N's pricing

formula applied to the hospital's net patient revenue Fees for additional hosp1tal(s) would be
added to the Part1c1pant Organizations covered under this Agreement.

o Non-hospital Part1c1pant Organizations The annual subscnpt1on fee 1s based on the number of
non-hospital Part1c1pant Organizations and the number of Providers covered by this
Agreement Subscription fees will be increased when there Is a net Increase in the number of
Part1c1pant Organizations and/or the number of Providers or Members (as applicable) over the
number at the time of execution of thus Agreement New Participant Organizations would be
added to the Part1c1pant Organizations covered under this Agreement

Fees for One-time Services
o When additional Participant Organizations are added to an existing data source requiring no new

interface to the WISHIN system, there shall be no add1t1onal WISHIN Pulse on boarding fees
o When new interfaces are requested by Part1c1pant or are required due to a new data source, one

time onboardmg fees may apply
o The addition of new products and/or Services (including new interfaces) may require additional

one-time fees
o When add1t1onal patient or member files are added
o Prices listed assume that interface onboarding will occur in the number of phases listed m the

Products and Services section above under "Onboarding Phases" Add1t1onal one-time fees may
apply 1f interface onboarding occurs over more phases than indicated
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ATTACHMENT 6: BUSINESS ASSOCIATE PROVISIONS

This Attachment applies 1f Part1c1pant Is a "covered entity" under HIPAA In that event, WISHIN and any
WISHIN Subcontractor shall be a "Business Associate" of PartIcIpant for purposes of HIPAA and this
Attachment

1. Definitions. The following terms used in this Attachment are defined as follows

a) "Breach" shall have the same meaning as the term "breach" in 45 C FR § 164 402
b) "Breach Notification Rule" means 45 CF R Part 164, Subpart D
c) "Electronic Protected Health Information" or "EPHI" has the same meaning as the term

"electronic protected health information" in 45 CF R § 160 103
d) "Electronic Transactions Rule" means the final regulations issued by HHS concerning standard

transactions and code sets under 45 CF R Parts 160 and 162
e) "HIPAA" means the Health Insurance Portability and Accountability Act of 1996, as amended and

as implemented by the Department of Health and Human Services regulations, including the
Privacy Rule, the Security Rule and the Breach Not1ficat1on Rule As used In this Attachment,
"HIPAA" Includes those provisions of the HITECH Act relating to the privacy or security of Protected
Health Information

f) "HITECH Act" means the Health Information Technology for Economic and Clinical Health Act, as
amended

g) "HHS" means the United States Department of Health and Human Services
h) "Individual" shall have the same meaning as the term "ind1v1dual" in 45 C F R $160 103 and shall

include a person who qualifies as a personal representative in accordance with 45 C F R
§ 164 502(g)

) "Privacy Rule" means the Standards for Privacy of lnd1v1dually Identifiable Health Information at
45 CF R Part 160 and Part 164, Subparts A and E

J) "Protected Health Information" or "PHI" shall have the same meaning as the term "protected
health information" in 45 CF R § 160 103, but shall be limited to Part1c1pant's PHI PHI includes
EPHI

k) "Required By Law" shall have the same meaning as the term "required by law" in 45 CF R
§ 164 103

I) "Secretary" shall mean the Secretary of HHS or his des1gnee
m) "Security Incident" has the same meaning as the term "security incident" in 45 CF R § 164 304
n) "Security Rule" means the Security Standards and Implementation Spec1ficat1ons at 45 CF R

Part 160 and 164, Subpart C
o) "Subcontractor" has the same meaning given to the term "subcontractor" in 45 CFR § 160 103

Pursuant to 45 CFR § 160 103, a Subcontractor Is a "business associate" under HIPAA
p) "Transaction" shall have the same meaning as the term "transaction" in 45 C F R § 160 103
q) "Unsecured Protected Health Information" has the same meaning given to the term "unsecured

protected health information" in 45 C F R § 164 402

Cap1tal1zed terms used, but not otherwise defined, in this Attachment shall have the same meaning as
those terms in the Privacy Rule, the Security Rule or the Breach Not1ficat1on Rule

2. Business Associate Compliance with HIPAA. Business Associate shall comply with all
provisions of HIPAA that are applicable to business associates including, If Business Associate creates,
receives, mamntamns or transmits EPHI on behalf of Participant, the Secunty Rule Except as permitted by
HIPAA or a valid authorization obtained from an individual in accordance wth 45 CF R 164 508, Business
Associate shall not directly or indirectly receive remuneration mn exchange for the PHI of the mndvdual

3. Permitted Uses and Disclosures of PHI.

a) Services for Participant. Business Associate may use and disclose PHI received from, or created
or received on behalf of, Part1c1pant only as permitted or required by any Agreement for services
between Business Associate and Participant, thus Attachment, as permitted by law, or as otherwise
author1zed in writing by Participant

b) Business Associate's Operations. Business Associate may use and disclose PHI for proper
management and administration of Business Associate's busmess and to carry out its legal
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respons1b1ht1es Business Associate only may use or disclose PHI pursuant to this paragraph 1f (1)
such use or disclosure Is required by law, or () Business Associate receives reasonable written
assurance from any person or organization to whom Business Associate will disclose PHI that the
person or organization will hold such PHI in confidence and use or further disclose It only for the
purpose for which Business Associate disclosed It to the person or organization and the person or
organization will notify Business Associate of any breach of confidentiality related to the PHI If the
disclosure Is to a Subcontractor, these reasonable assurances shall include a written contract or
other arrangement that complies with the requirements for business associate contracts under 45
CF R § 164 314(a)(2)

c) Data Aggregation. Business Associate may use or disclose PHI to provide data aggregation
services on behalf of Participant relating to the health care operations of Participant

d) Minimum Necessary. In its performance of the functions, act1v1t1es, services, and operations
spec1f1ed above, Business Associate will make reasonable efforts to use, disclose, and request
only the minimum amount of Participant's Protected Health Information reasonably necessary to
accomplish the intended purpose of the use, disclosure or request, except that Business Associate
will not be obligated to comply wth thus minimum-necessary limitation If nerther Business Associate
nor Part1cIpant 1s required to limit its use, disclosure or request to the minimum necessary To the
extent 1t uses, discloses, and requests PHI in a manner that involves Business Associate,
Participant will make reasonable efforts to use, disclose, and request only the minimum amount of
PHI necessary to accomplish the intended purpose of the use, disclosure or request to the extent
1t 1s required to do so under HIPAA The phrase "minimum necessary" shall be interpreted m
accordance with the HITECH Act

e) De-Identified Use of PHI. Business Associate may de-1dent1fy PHI in accordance with the
requirements outlined in the Privacy Rule Data that has been de-1dent1fied will no longer be subJect
to the terms of this Attachment

f) Performance of Participant's Obligations. To the extent Business Associate Is to carry out
Participant's obligations under the Privacy Rule, Business Associate will comply with the Privacy
Rule's requirements that apply to PartIc1pant in the performance of such obligations

4. Unauthorized Uses and Disclosures of PHI. Business Associate shall not (and shall ensure that
its officers, directors, agents, employees and Subcontractors do not) use or disclose PHI that Business
Associate receives from Participant or any other HIPAA business associate of Participant In any manner
other than as permitted or required by any Agreement for services between Business Associate and
PartIc1pant, this Attachment, or as Required by Law This Attachment does not authorize Business
Associate to use or disclose Participant's Protected Health Information in a manner that would violate the
Privacy Rule If done by Participant

5. Safeguards Against Misuse of Information. Business Associate will develop and use
appropriate adm1nistrat1ve, technical and physical safeguards as are required by HIPAA to prevent the
improper use or disclosure of PHI Such safeguards shall include, but not be limited to, developing,
documenting and keeping current policies and procedures and training personnel regarding the proper use
and disclosure of PHI If Business Associate creates, receives, maintains or transmits EPHI on behalf of
Part1c1pant, Business Associate shall implement safeguards that reasonably and appropriately protect the
confidentiality, integrity, and availability of Participant's EPHI as required by the Security Rule Such
safeguards shall include, but not be limited to, developing, implementing and maintaining adequate
admm1strat1ve safeguards to manage the selection, development, 1mplementat1on, and maintenance of
security measures to protect EPHI, physical safeguards to protect Participant's EPHI from natural and
environmental hazards, and unauthorized intrusion, and technical safeguards for its use that protect EPHI
and control access to such information

6. Disclosures To Third Parties. Prior to disclosing PHI to an agent or Subcontractor of Business
Associate, Business Associate shall obtain written assurance from such party that it agrees to be bound by
the same restrictions and conditions that apply to Business Associate with respect to PHI If the disclosure
1s to a Subcontractor, the assurance shall include a written contract or other arrangement that complies
with the requirements for business associate contracts under 45 CF R § 164 314(a)(2) Business
Associate shall provide Participant with copies of such written assurance upon request
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7 Reporting of Any Breach, Improper Use or Disclosure, and Security Incidents

a) Breach. Business Associate shall notify Part1c1pant without unreasonable delay (and in no case
later than 10 days after discovery of a Breach) of any Breach of Protected Health Information

b) Security Incidents. Business Assoc1ate will report to Participant any Security Incident within 10
days of Business Associate becoming aware of the Security Incident The parties acknowledge
that this paragraph constitutes notice by Business Associate to Participant of the ongoing existence
and occurrence of attempted but Unsuccessful Security Incidents (as defined below) for which no
additional notice to Participant shall be required "Unsuccessful Security Incidents" means pings
and other broadcast attacks on Business Assoc1ate's firewall, port scans, unsuccessful log-on
attempts, denials of service and any combination of the above, so long as no such incident results
in unauthorized access, use or disclosure of PHI

c) Other Improper Uses and Disclosures. Business Associate shall report to Participant any use
or disclosure of Participant's PHI that is not provided for by this Attachment within 10 days of
Business Associate becoming aware of such use or disclosure

d) Details for Notices and Reports. Business Assoc1ate's notices and reports under this Section 7
shall identify

the nature of the Breach, unauthorized use or disclosure or Security Incident, which shall
include the date(s) of the same and the date of discovery,
the PHI used or disclosed, on an ind1v1dual basis (such as whether full names, dates of birth,
home addresses, etc were involved),
how the Breach, unauthorized use or disclosure or Security Incident occurred,
the 1dent1ty, 1f known, of any mndrvdual who received PHI due to an unauthorized use or
disclosure,
what Business Associate has done or shall do to m1t1gate any effect of the use or disclosure

8. Access to PHI. If PHI 1s in a Designated Records Set, Business Associate agrees to make
available PHI in accordance with 45 CF R $ 164 524

9. Amendments to PHI. If PHI 1s in a Designated Records Set, Business Associate agrees to make
available PHI for amendment and incorporate any amendments to PHI tn accordance with 45 C F R
§ 164 526

10. Accounting of Disclosures. Business Associate agrees to make available the information
required to provide an accounting of disclosures in accordance with 45 C F R § 164 528

11. Availability of Books and Records. Business Associate will make its internal practices, books,
and records relating to the use and disclosure of PHI received from, or created or received by Business
Associate on behalf of Part1c1pant available to the Secretary of the United States Department of Health and
Human Services for purposes of determining Participant's compliance with the Privacy Rule

12. Return or Destruction of PHI. Upon termination of the Agreement, Business Associate shall
cease all use and disclosures of Participant's PHI except as directed by Participant In addition, Business
Associate will, if feasible, return or destroy all PHI of Participant, Including all PHI Business Associate has
disclosed to its employees, Subcontractors and/or agents Destruction shall include destruction of all copies
including backup tapes and other electronic backup medium If such return or destruction 1s not feasible,
Business Associate will extend the protections of this Attachment to the information and limit further uses
and disclosures to those purposes that make return or destruction of the information infeasible

13. Participant's Obligations. Participant shall promptly notify Business Associate of the following

a) Any limitation(s) mn Participant's notice of privacy practices mn accordance with 45 C F R $ 164 520,
to the extent that such hm1tat1on may affect Business Assoc1ate's use or disclosure of PHI
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b) Any changes m, or revocation of, permission by an individual to use or disclose PHI, to the extent
that such changes may affect Business Assoc,ate's use or disclosure of PHI

c) Any restriction to the use or disclosure of PHI that Part1c1pant has agreed to in accordance with 45
C F R § 164 522, to the extent that such restriction may affect Business Assoc1ate's use or
disclosure of PHI

14. Breach of Agreement/Termination of Agreements. In the event either party (the "Non
breaching Party") has evidence that the other party, or the other party's agent, Subcontractor, or contractor
(the "Breaching Party"), has committed a material breach of this Attachment or v1olatIon of HIPAA, the
Non-breaching Party shall have the right to (1) provide the Breaching Party with an appropriate period to
cure the breach or end the v1olat1on, (11) terminate this Attachment and any other Agreement between the
parties 1f the Breaching Party does not cure the breach or end the vIolat1on within the time specified by the
Non-breaching Party, or (n) If termination Is not feasible, report the problem to the Secretary of the HHS
The Non-breaching Party may exercise its right to terminate this Attachment and any other Agreement
between the parties by providing written notice of termination stating the breach of the Agreement that
provides the basis for termination No waver of any breach of any provision of thus Attachment shall
constitute a waiver of any prior, concurrent or subsequent breach

15. Mitigation of Harmful Effects. Business Associate agrees to mitigate, to the extent practicable,
any harmful effect of a use or disclosure of PHI by Business Associate in v1olat1on of the requirements of
this Agreement, including, but not hm1ted to, compliance with any state law or contractual data breach
requirements

16. Judicial and Administrative Proceedings. If Business Associate Is legally compelled by law,
process or order of any court or governmental agency or otherwise to disclose PHI submitted to Business
Assoc1ate by Participant, Business Associate shall, prior to making any such disclosure, give Participant
prompt notice to permit Part1c1pant to seek a protective order or to take other appropriate action

17. Enactments and Amendments to HIPAA. If there are amendments to HIPAA, or if there are any
changes mn the manner in whch HIPAA Is Interpreted by the agencies or courts, the parties shall take those
actions necessary to comply with the current state of the law, including by amending this Attachment

18. Interpretation. Any ambiguity In this Attachment shall be resolved to permit compliance with
HIPAA

19. No Third-Party Beneficiaries. There are no third-party beneficiaries to these Business Associate
provisions

20. Compliance with Law. To the extent Business Associate Is to carry out Participant's obligations
under the Privacy Rule, Business Associate will comply with the Privacy Rule's requirements that
apply to Part1c1pant m the performance of such obhgat1on
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ATTACHMENT 7: SAMPLEWISHIN DIRECT+ ORGANIZATION REPRESENTATIVE IDENTIFY
VERIFICATION FORM

Following Is a SAMPLE Identity Verification Form DO NOT USE WISHIN will provide the appropriate
form as part of the 1mplementat1on and onboardmg process for WISHIN Direct+

Hi WISHIN Direct+
Organuzaton Representative tdentty Venaficaton Form

PA013

WISHIN Direct+ Identity Verification Form for
Organization Representatives

#Name
#Domain

CONFIDEl'<TIAL
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WISHIN Direct+
Organization Representative ldentityVenficaton Form

PA013

Purpose
Your organization has contracted with the Wisconsin Statewide Health Information Network r.v1SHIN) to receive
WISHIN Direct+ services.

Your organization has selected the following WISHIN Direct+ domamn #Domain

This \\flSHIN Direct-+ Identity Verification form must be -completed by at least one representative from your
organization for the above WISHIN Direct+ domain

By completing this form, you are agreeing to perform the respon.sibilities and comply vlith the requirement.s
set forth in thisdocument

Overview
WISHIN Duect+

1 1 Direct Messaging and WISHIN Direct+
Direct messaging, often called "Direct," is a basic form of health information exchange [HIE) that allows health
care providersto securely and electronically send patient information to other specified providers, or to patients
themselves. Commonly compared to sending secure email, this information is sent over the Internet in an
encrypted, protected way that is HIPAAcompliant.

WISHIN is a He3lth Information Service Provider [HISP), which means WISHIN is certified to offer Qiggaddresses
[which are similar to email addresses) and WISHIN provides the service to transmit the Direct messages.
WISHIN's HISP and Direct messaging product is known asWISHIN Direct+

With a WISHIN Direct+ address, a health are provider can exchange clinic .al documentation with providers or
p-atients registered with another HISP anywhere in the United States, provided the other HISP conforms to the
standards and requirements required for jrgt messaging established by The Direct Project
lwww .wiki.directroject.org} and any other requirements identified by the receiving HISP

1 2 The Direct Project
The Direct Project is a federal government standard designed to enable simple, secure, email-based exchange of
-clinical documentat1on between health care providers. Be-cause WISHIN is a HP, WISHIN customers can assign
and administer a WISHIN Direct+ address [similar to an email address) far each health care provider in their
"domain " In addition, ISHIN an also assign and administer {SHIN Direct+ addresses on behalf of our
customers in our standard "domain "

WISHlN Direct+ conforms to the requirement set forth by the national Direct Project
[wnww.w iki .dirertgroject.orgy; including the "Applicability Statement for Secure Health Transport," which
describes how to use SMTP, S/MIME, and X 509 certificates to securely transport health information over the
Internet

1.3 WISHIN Direct+ Domains and Addresses
WISHIN customers assign and administer a WISHIN Diret+ address {similar to an email address} for each health
-c.are provider in their "domain "

Your organization has selected the following \VISHIN Direct+ domain #Domain
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Organizations are required to assign and manage ell of the WISHIN Dyret+ addresses for their domain

14 Exchanging Messages with Health Care Providers on Other HISPs
s noted above, witha WI5HIM Direct address, a heath careprovidercanexchonge finicaldocumentation with
providers or patients registered th another HISP anywhere mn the United Stores, provided the other HiSP
conforms to the standards and requirements required for Direc t messaging established by The Direc t Project
ww.wii. directroyect.org] and any other requirements identified by the receiving HiSP " Some HISPs also

require partic ipation in the Dire-ct Trusted Agent Accreditation Program, or DTAAP, in order to exchange
messages with their HISP This is sometimes referred to as being a "DirectTrust participant»

To ensure our customers are able to send Direct messages to other health care providers, regardless of the HISP
those others may be using, WISHIN's System Software Licensor is parti-cip-ating in DTAAP and is a 0DirectTrust
participant." WISHIN isalso a member of Direct.Trust

14 1 DirectTrust and DTAAP
Dir-ectTrust (wv-l'w.directtrust.or-sr) is a non-profit health care industry alliance that has established and maintains
rules, standards, and policies .ass-oc.iated with the operation of the security and trust-in-identity layer for ires
exchange Taken together, these make up a Security and Trust Framework that supports both Qitggt exchange
implementers and users.

OirectTrust uses its Security and Trust Framework as the basis for a voluntaryaccreditation and audit program far
[i[est implementers and service providers (this program is known as t.he Direct Trusted Agent Ac-creditation
Program, or DTAAP). OTAAP is operated as a partnership between DiretTrust and the Electronic. Healthcare
Network Accredita tion Commission [EHNAC).

WISHIN's System Software Licensor is participating in DTAP which recognizes excellence in health data
processing and transactions, and ensures compliance with industry-established standards, HIPAA regulations and
the Direct Project

In addition to DTAAP, DirectTrust distributes what are known as ..trust an-cho,.. digital certificates from arredited
HISPs so thatiegt messages can be exchanged across different HISPs. \VISHIN's trust anchor certificate will be
part of .Qi~"'trust bundle» to ensure Participants using WISHIN's HISP are abie to ex-change information
with health are providers on other HISPs mn the "trust bundle "

The EHN.A.CDirectTrust accreditat .ion program is endorsed by the Office of the National Coordinator for Health IT
(ONCj.
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Participant Requirements

Definitions

Health Information Service Provider [HISP{ the organizations responsible for on-boarding health care
organizations and fac ilitating the transfer of Dyret messages. WISHIN is a HISP WISHIN Direct+ isthe name of
WISHIN's HISP and the productWISHIM uses to facirtate the transfer ofyetmessages

Certificate Authorrtres [Cs}: organizations that issue Digital Certificates meeting the requirements set forth in
the DirectTrust certificate policy

Registration Authorities [RAsl; organizations that verify the identity of users in accordance with the required
Levelsof Assurance (!._QA)_ Health care providers must meet DirectTrust lg level 3 (LoA3} requirements
[equrvalent to NIST LOA3 - NIST publication 800-63). Anyone assigning a Directaddress to s user and/or creating
a Direct account is an RA, Your organization is the RA for your organization's W1SHIM Direct domain.

Organization Representatives: individuals that serve as representativesfor ther organization with regards to RA
responsibilit ies. The Organization Representative is re-spons1ble fo-r managing use of the certrficate fo-rtheir
organization By completing this form you are applying to be the Organization Representative and Registration
Authority {RA } for your organization's WISHIN Direct+ domain.

Trust Agents. individualswho assist in collectingthe documentation necessary to establish Organization
Representatives. Trust Agents must also be Organization Representii!tive-s The Trust Agent then exeutesan
agreement thatappoints them as an agent for the purposes of collectingdo-cumentat;on verifying identities~ and
providing identity information

2 Partcipsnt Regustrston Authority Requirements

Digital Certificates are required for irggt messaging and thus, required for WISHIN Direct+ In order to receive a
Digital Certificate, your organization mustassign at least on-e Organuat:ion Representative The assigned
Organization Representative must complete this Identity Verification Form

y completing this form you are applying to become the Organization Representative for your organization's
WISHIN Direct-+ domain.. Organization Representatives are Registrat ion Authorities for their organization's
WI5HIN Direct+ domain.. As such, Organization Representatives must comply with all Direct Projee-t and
Directlrust requirements forRegistration Authorities.

Organization Representatives are required to verify the identityof all users to whom they assign a WfSHIN
Direct + address. Identity verification must be done in accordan-ce with Dire-ctlru-st Level of Assurance 3 (LoA3)
standard Typirally, s health care providerwill requesta [ire& address from you [as the Organization
Representative). To verify that provider's identity you would verify the provider's paper credentials (like a
driver'shcense)and/or v;,rify credential records in databases. This process is called identrty verification As the
Organization Representative you must maintain recordsof the identity verification you perform for all users
you assign a iresaddress to.

As the result of successful identity verification, the health care provider is giv-en a WISHIN Direct+ address an-cl
becomesa user of the Digital Certificate ass igned to your organization

The table below summarizes the requirementsfor identity proofing set forth for L0A3
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Level of Assuran"" 3
In Person Remote

Applicant Actions ("'Applicant" is person requestinga 0ire-cbddressj
rossession or verifea current primary t"O:!iSess,on of a vabd uovemment IU te.g a drrvefs hcenseor
Government Pture ID that contams pas s port} number and a finar,eial ac co untnumber {e g. eheo kmg
applica nf's picture an# either addres s of acco unt -savings accou r.-1 loan or credit ca rd} with con firmation v ia
record or nationality (e g driver's licens e ""'°rds olbolh numbers
OJ passport}
RA/ OrganizationRepre5enlaliveActions
• Ins pec ts Phot o-ID and v er ily via tne • Ver ifl!!S information pro v icled by applicant inc hl<fuv ID num ber and

iss umg gov er nm ""1 agen.cy or thro ugh account num ber through rec:oni check s either with the appli:able
creit burea us or s im ilar data.bas es agency or institution or through credit bureaus or similar databases,
Confirms that name l,lml . add ress aBd confirms tha.t name llm\_. add re s s and other pers ona 1
ar.-4 other persor.at mformation in intormaton rots ar consistent with theapplicatjn ard
record are consistent w·itb th<e liser sufficient to identify a vrnue divs]val.
being proviid ttve account • Addr-e-ss eonfirma1;or.-

• Com para picture to applicant , reco lll a} lssll'c:cr£-d.ef<etials 1n a tnanl\ef that corfirms tte address of
ID number add res s ard gg IID s rec ord suppfied by the appf1Canl or
valid aM pboto matc hes appticant b} l s s uecredentals n a mater that confirms t h e a b ility of the
ihen. applicant to recewetelep~commwuc-at.JOns at a number
a} If 10 con finns a<id"'5 s of ff!COIII as s oc- iate:i with the applicant in rec ords while r&Of'ding tlt-e

authorize or iss ue ereder.tials applicsnf' s voice
and send notte-e toaddre.s s of
rs-cord or·

b} If 10 doe s r.,ot con fum add rass
of record, ssLe crdentals a
manner tftat -confirms a--i...dress
of record

in addition to the identity verification requirements, your organization must comply with the following
requirementsth.at are specified by the Direct Project and/or O;rectTrust These are not an exhaustive list.
Participants should refer to the Direct Project fwww wlki.d1rectproject.or:5)and Direct.Trust fwvrw.direc.ttrust.org)
for a amptete set of requirem-ents.

Your organization must h-ava: a writt en policy-or pr:tct ice-statem-ent that spe-cifi-esthe particular-st-eps taken to
ven~ identities for your WISHIN Direct+ domain and the dent ty verification and regstraton process must
be p;,rlormed according to that policy/statement
Your organization must provide WISHIN with a list of all WISHIN Direct+ addresses assi;;ned to your WISHIN
Dire-ct+ domain
Individuals ass igned a WISHIN Dire-ct-+ address must kn-ow who their Organi.t .1t1on Representativ-e 1s and that
t.he Organization Representative represents them
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IDENTITY VERIFICATION AND AUTHORIZATION FORM
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PARTICIPANTORGANIZATION INFORMATION
Organization Name: Organrzation

NPI:
OrganizationAddress Organization

(street): Phone #:
(city,state}: Direct+Domain

(zip):

ORGANIZATION REPRESENTATIVE APPLICANT ("Appficant"} INFORMATION
First Name: last Name:

HomeAddress Dateof Birth:
(street}:

(city,state): Email:
(zip): Phone Number:

The undersigned Applicant and, if Applicant does not have signing authority for the organizat ion, the signing
authority, -each warrants that all facts and mformat1on provided are accurate, current, complete and not
misleading and further

1 Agrees to romply with the responsibilites associated with being a Participant, including the terms and
conditions found in this WISH IN Direct+ Part icipant Agreement,

2 Agrees to the terms of the Direct Certificate Authorizat ion included in this document and acknowledge
that Qjgi~gr " may relyon your adherence to the at tached terms in issu ing a digital certificate to WISHIN

3 Agrees that Partic ipant and all Partic ipant Authorized Users shall aurately represent themselves in all
communicat ions using the digital certificate

+
PARTICIPANTORGANIZATION AUTHORIZATION

IfApp/icantabovedoesnothavesigllingauthorityforthe organization, the following information must
be completed.

PR INTED NA ME a n d TI TLE OF OR GAN IZATION'S SIGN ATU R E OF ORGAN IZATION S SIGN IN G
SIGN IN G AUTH OR ITY AU TH OR ITY
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INSTRllCTI ONS FOR NOTARY
FOR THE PURPOSES OF THIS DOCUMENT, PERSONAL ACQUAINTANCE WITH THE INDIVIDUAL IS INSUFFICIENT
YOU MU!iT:

1 Review two forms of current _government-i:s-sue-d ID-s containing the individual s name and photograph
2 Record the serial number and type of government-issued IDs presented by the Applicant You should

also record in your "notary's journal.,.. the ID senal number of the identification that wss presented to
you

TO BE COMPLETED BY APPLICANT IN THE PRESENCE Of THE NOTARY

Signed By·-------------------------------------
{gn Only inthe Presence sf #taryl

Printed Name
First Name Middle lrfial, LastMaze

Title---------------------------------------
Date. _ Time ______ A.M. /PM.

C Type of Document I Photo y N0

iu .... Issued By· Serial#.;::: >t·.;:,
C.. NameonlD#l Expiration Date~
c Type of Document: I Photo y N0

iu "' Issued By· Serial#
$ $
C:
d Nameonl0#2 Exp Date~

TO BE COMPLETED BY THE NOTARY
Acknowledgement

State of· _ County of· _
The foregoing instruments were ac.knowledged before m-e this__day of,
the signer and subject of the above form [the Applicant), who personally appeared before me and signed or
attested the same in my presence, and presented the following government-issued photo ID card as proof of
his/her identity
Notary Signature. _

Print Notary Name. _

Date __________lime. A.M. /PM.

PA013

tame of organization Emplying Notary

Phone. Email _
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DIRECT CERTIFICATE AUTHORIZATION

PLEASE READ THIS AUTHORIZATION CAREFULLY BEFORE PROCEEDING YOU MUST CHECK "I AGREE" AND
INITIALLING BELOW TO ACKNOWLEDGE THAT YOU HAVE READ THIS AUTHORIZA.TION, THAT YOU UNDERSTAND
IT, AND THAT YOU APPROVE ISSUANCE OF THE CORRESPONDING DIGITAL CERTIFICATE IF YOU HAVE ANY
QUESTIONS REGARDING THIS AUTHORIZATION OR DO NOT WISH TO AUTHORIZE THE CERTIFICATE, PLEASE E
MAIL DIGICERT AT LEGAL@DIGICERTCOM OR CALL 1-800-896-7973 DO NOT CHECK "I AGREE" AND DO NOT
PROCEED IFYOU DO NOT ACCEPT THE TERMS HEREIN OR AUTHORIZE THE CERTIFICATE'S ISSUANCE.

□ I AGREE.. _
Initials

st, Inc ("jigd" } issues X.509 v 3 digital certificates ("Certificates") to customers of WI5HIN You, as
either an individual or organizat ion that w ill be named in a certfiat e, re provdmnthis authorizat ion to ass ist
WISHIN in performing certain digital certificate-related duties that are normally reserved for Certificate subjects,
usually an entity'sequ1pment., personnel,oragents. These tasks mclude managing keys., registeringdev1ces,
authenticatingpersonnel with jgigrt and its Certificate systems, and installing, configuring, asnd managing
issued Certificates. Therefore, you hereby agree and authorize WISHIN and igigr as follows:

1 CertificMes. l,,YI-SHIN may request and approve Certificates in your name and use issued Certificates for
your ben-efit. Jli:1'8.ll may issue, refuse to issue, revoke, or restrictaccess to Certificates in accordan-ce
with the instructions provided by \VISHIN and rely on these instructions as if originating from you

2 Representations. 'You represent that you are {d) a HIPAA-overed entity; {2) a HIPAA business assoiats, r,
(3)a healthcare organization that tre=it.s protected health information with privacy and security protections
that are equivalent to those required by HIPAA [each of the foregoing is defined herein ss a "Dig&
Qualified Entity") You represent that youwill limit your use of the digital certifiate for the purposes
required as such a Qjgt-Qualified Entity

3 Authorization You explkitly appoint WISH I N's employees and agents as your agent for the purpose of
requesting, using, and managing Certificates and orresponding private keys. WISHIN's employees and
agents are authorized to fulfill all obligations imposed by Dii.etwith respect to the Certificate,
communicate w ith .Q.,~Jl regarding the management of key sets and Cert1fic.ate-s, and fulfill .all r-ol-es
related toCerti ficate issuance, suc.h as a certificate requester, certificate approver, and contract signer (as
used in the CA/Browser Forum's Extended Validation Guidelines for SSL Ce"ificates) You herebyauthome
WISHIN and its employeesto

(i) Request Certifica tesfor domains and ema1l.s owned or controlled byyu or your .affiliates,

(ii) Request Certificates naming you or your equipment~ employees, a.gents~ or contractors as the
subject and

[iii) Acceptterms and conditionsrelatedto Ce"ificatesissued on your behalf

PA013

4 Documentation For each certificate ordered by WISHIN under your authorization, Qiigrt must obtain a
personal attestation and a copy of all documentation necessary to verify the entity's identity Qjgsgmay
reuse this ·information in some cases. QiiCg,may rely solely on the information you provide or previously
provided when issuing a Cert1ficat -e or may electto perform additional venficat ion pnorto i-ssuing a
Certifica.te You agree to provide at all times, accurate, complete, and tru-e information to~(1 lfa:ny
information provided to Qiigr changes or becomesmisleading or inaccurate then you agree to promptly
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update the information You consent to i} [ygiggt'gpubldisclosure of information embedded in sn
is-sued Certificate_, and (ii),W~ transfer ofyo-ur person-al informat ion to~~servers, which are
located inside the United States. jigtt shall followthe prvay poliv posted on itswebsite when
receiving and using information from you or WISHIN QjEier3 may modify the privacy pohey in its sole
discretion

Representation You represent that you have the authorityto execute this authorization and_, if applicable,
bind your organization by itsterms By submitting documentation to Diet, you represent to DQigi~et
that i) you have verified any named individual's name, address, email address, telephone number_,
birthdate, and any other informat ion required by DECgIt and in accordance with any in.st: ruc.tions provided
by ii~er, {ii] you have examined any relied upon documents for modification or falsfiraton and believe
that the documents are legitimate and correct., .and (iii)you are unaware of any informat ion that is
reasonably m1sl-eading or that could result in a m1sidentific3tion of the verified entity These
representationssurvive termination of this appointment until all C.ertifi-catesthat relyon the
documentation expire

PA013

6 Duration Tnis authorization lasts untilrevoked by you, and you are -responsible for all Certificates
requested by WISHIN on your behalf until afterDiet receives a clear email message revoking the
authorizat ion at legal@digcert.com Even after revorat ion, l l representat ions and obligations herein
survive untl all Certificates issued under this authorization expire or are revoked in accordance with
ii~gt'gagreement with WISHIN DQiiGer may require that you periodic.ally renew-this.authorization by
resubmitting a copy of thus authorizat ion to[ii.gd

7 Cenifi<ate Revocation and Termination ~will revoke any Certificate issued to WISH!N an your
behalf after receiving notice from you and after verifyingthe legitimay of the revocation request QigiCet
may also revoke a Certificate issued toWISHIN on your behalf for any reason and without notice

8 Warranty Disclaimers. DIGICERT SERVICES ARE PROVIDED PS IS" AND "AS AVAILABLE" TO THE
MAXIMUM EXTENT PERMITTED BY LAW, DIGICERT DISCLAIMS ALL EXPRESS AMD IMPLIED WARRANTIES,
INCLUDING ALL WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON
INFRINGEMENT DIGICERT DOES NOT WARRANT THAT ANY SERVICES WILL MEET ANY EXPECTATIONS OR
THAT ACCESS TO SERVICES WILL BE TIMELY OR ERROR-FREE. Dii~er may modify or discontinue specifi.c
service or productofferings at any time Nothing herein requiresiiIt to provide Certificates-or -other
related services to you orWISHIN

9 Limitation on Liability. YOU HEREBY WAIVE ANY RIGHT TO ANY DAMAGES RELATED TO DIGICERT'S
SERVICES, INCLUDING THE ISSUANCE OR USE OF CERTIFICATES. DIGICERT IS NOT LIABLE FOR ANY DIRECT,
INDIRECT, CONSEQUENTIAL, SPECIAL, OR PUNATIVE DAMI\GES OR ANY LOSS OF PROFIT, REVENUE, DATA,
OR OPPORTUNITY, EVEN IF DIGICERT IS AWARE OF THE POSSIBILITY OF SUCH DAMAGES. The limitations in
this section apply to the maximum extent permitted by law and apply regardless of Ii) the reason for or
nature of the liability, includingtort clamms, [u} the numberof claims of lrabhity, {ii}the extent or nature of
the damages, or (iv) whether any other provisionsof thisagreement were breached or proven ineffectiv,e

10 Notices. You must send all notices li) in wntn, [iijwth delivery confirmat ion va frst lass mal,
commercial overnight delivery service, facsimile transmission, email, or by hand and {iii)addressed to
Eiart, Inc, Attn legal Depanment, 2600 West Executive Parkway, Suite 500, Lehi, Utah B4043, emsil
legal@digicert.com, fax 1-866-8420223 igiegt may change its address for notices by sending notice of
the change to WISHIN WISHIN is so lely responsible for conveying notices to you Ali notices to Diiet
are effective on receipt WJ.i.QW.will deliver notices to you by deliveringthe notice to WISHIN Notices are
effective when sent to WISHIN in accordan<:e with D.iJ.i.~.l. agreement with WISHIN
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11 Severability The invalidityor unenforceablityof a provision under thus authorization, as determined by an
arbitrator, court, or administrative body ofompetent jurisdtin, doesnot affect the validityor
enforceabilityof the remainderof this agreement. The parties -shall substitute any invalidor unenforceable
provision witha valid or enforceable provision that achieves the same economic, legal, and commercial
objectives as the invalid orunenforceable provision

12 Intended Beneficiaries. WISHIN and Diigrt are express and intended beneficiaries of your obligations and
representations under this agreement.

PA013

BY CHECKING "I AGREE" AND INITIALING ABOVE, YOU ACKNOWLEDGE THAT YOU HAVE READ AND UNDERSTAND
THIS DIRECT CERTIFICATE AUTHORIZATION, THAT YOU AGREE TO IT, AND THAT YOU AUTHORIZE ISSUANCE OF
THE CERTIFICATE
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REPORTS &
RECOMMENDATIONS

REQUEST FOR
COUNCIL ACTION

Authorize the City of Franklin to participate in
an Intergovernmental Cooperation Agreement
for Procuring Personal Protection Equipment
and other Necessary Sanitation and Medical
Supplies in Response to the COVID-19 Public

Health Emergency

MEETING DATE
Apr 21, 2020

ITEM NUMBER

Background
The City of Franklin participates in the Intergovernmental Cooperation Council of Milwaukee County.
In keeping with that participation, and the declaration of the Public Health Emergency, a Unified
Emergency Operations Center (UEOC) for Milwaukee County has been activated.

That UEOC has established a working group to procure hard to obtain personal protection equipment
in support of front line public Safety personnel. Franklin's Fire Chief requests that Franklin participate
in this effort which will make the procurement of the needed PPE more efficient than would otherwise
be possible if the Milwaukee County municipalities procured the PPE independently of each other.

The term of this agreement is for the duration of the Public Health Emergency, but the City has the
ability to opt out of the agreement upon 30 days written notice. The City may participate at whatever
level that it chooses. Milwaukee County will serve as the fiscal agent for the Agreement. The City of
West Allis has agreed to provide the logistics for supplies procured under the Agreement.

The City Attorney's office has participated in the drafting of the attached Intergovernmental
Cooperation Agreement. As of April 16, 2020, some provisions of the agreement are still being
hammered out between the various agencies. A revised DRAFT agreement is likely to made
available at the April 21, 2020 meeting.

The Franklin Fire Chief, as chair of the Franklin Emergency Operations Center will serve as Franklin's
representative on the UEOC procurement team.

Recommendation

The Franklin Fire Chief recommends Franklin's participation in the proposed Intergovernmental
Cooperation Agreement.

COUNCIL ACTION REQUESTED

Motion authorizing the City of Franklin to participate in an Intergovernmental Cooperation
Agreement for Procuring Personal Protection Equipment and other Necessary Sanitation and
Medical Supplies in Response to the COVID-19 Public Health Emergency

Finance Dept - Paul



INTERGOVERNMENTAL COOPERATIONAGREEMENT FORPROCURING
PERSONAL PROTECTION EQUIPMENT AND OTHERNECESSARY

SANITATION AND MEDICAL SUPPLIES IN RESPONSE
TO THE COVID-19 PUBLIC HEALTH EMERGENCY

This Intergovernmental Cooperation Agreement, ("Agreement"), is entered mto
respectively as of the date signed by the respective parties each wIth proper author1zat1on
to execute thus Agreement, (herein referred to collectively as "the Parties and
1ndrvdually as "a Party"), and 1s made pursuant to WIs Stat $ 66 0301

WHEREAS, each Party recogmzes that combmmg efforts to procure Personal
Protective Eqmpment (PPE), Samtation Supplies and Medical Supplies durmg the current
public health emergency brought on by the COVID-19 pandemic promotes cost effective
and efficient use of public resources, and

WHEREAS, the Parties have specifically identified that combimng procurement
efforts will mutually benefit the commumties they serve by mcreasmg the likelihood of
successful procurement requests and decreasmg costs, and

WHEREAS, the Parties desue to enter into this Agreement to estabhsh
procedures for requestmg, assigning, d1stnbuting, and fundmg PPE, Sanitat10n, and
Medical procurement, as well as for definmg theu respective relatne nghts and
respons1bl1ties

NOW, THEREFORE, In cons1derat1on of the mutual promises contamed herein, it
1s agreed as follows

1 The terms of this Agreement are made pursuant to Wis Stat. § 66 0301.

2 Definuttons

a) ·'Fiscal Agent" 1s Milwaukee County

b) ·'Medical Supplies" means thermometers, other medical devices,
and medications that a party desires the Procurement Tearn to
acqmre durmg the current Public Health Emergency.

c) "Order" means a request by the Fiscal Agent to a third party to
acqure PPE, Medical Supplies or Samtation Supplies

d) "Personal Protection Equipment (PPE)" means N95
masks/respirators, surgical masks (standard disposable), KN95
respuators, latex gloves, isolation gowns, shoe/boot coverings, face
shields, eye protection and other eqmpment that a party desires the
Procurement Team to acqmre dunng the current Public Health
Emergency



e) "Priority Formula" shall be the formula utilized by the Procurement
Team to determme the Ordermg and disbursement of PPE, Medical
Supplies and/or Sanitation Supplies and 1s attached hereto as Exh1b1t
A and incorporated herem.

f) "Procurement Requests" are requests from a Designated
Representative to the Procurement Team Liaison to be mcluded in
the next Order

g) "Sanitation Supplies" means tmlet paper, paper towels, hand
sanitizer, disinfectant sprays (bleach based or otherwise),
disinfecting wipes and other supplies that a party desires the
Procurement Team to acquire dunng the current Public Health
Emergency

h) Procurement Team 1s a committee of mndrv1duals that each party
appoints to admmister this Agreement. The Procurement Tearn
members shall have experience in procurement, purchasmg and
quahfying vendors Each party shall appomt one person to serve on
the Procurement Team. The Procurement Team shall select one
individual to serve as a Liaison (hereinafter referred to as the
Liaison") to the parties and to the Fiscal Agent.

3 The parties hereby grant the Procurement Team the authonty to administer
this Agreement only where such authonty is explicitly given to the
Procurement Team

4 Each party shall appoint one representative who shall have authonty to make
purchase requests for PPE, Samtat10n Supplies, and/or Medical Supplies
("Des1gnated Representative") Each Party shall notfy the L1arson in wrrtmng
of its Designated Representative and shall mnclude

a) The Designated Representative's name, office address, office phone
number, email address and mobile phone number (must accept text
messages)

5 The Procurement Team shall mamntamn one centralized database ("Database")
that is accessible onlmne to each Designated Representative. The database
shall mclude the followmg mformation.

a) Current mventory of PPE, Samtation Supplies, and Medical Supplies
of received by the Procurement Team (to be updated by L1arson)

b) Current mventory of PPE, Samtat10n Supplies, and Medical Supplies
of each party, by department (to be updated by each Designated
Representative)

c) Current projection of 7 day, 14 day, 21 day, and 21+ day projection of
needs for PPE, Samtation Supplies, and Medical Supplies



d) Pendmg Orders made by the Fiscal Agent to suppliers mcludmg
anticipated delivery date (to be rnaintamed by Fiscal Agent)

e) Procurement requests made by parties awaitmg mclus10n m an Order
(to be rnamtamed by Liaison)

6 The Fiscal Agent shall make purchases of PPE, Medical Supplies, and/or
San1tat1on Supplies as directed by the Liaison The Procurement Tearn shall
use its best efforts when assembling Orders to combine Procurement
Requests made by parties All Procurement Requests may not be included m
an Order The Procurement Tearn will determme which Procurement
Requests to include mn an Order mn 1ts discretion and considering ex1sting
market forces and the Pnonty Formula The Procurement Team shall use
best efforts when assernblmg Orders to ensure that said Orders qualify for
any federal or state grant reimbursement when possible

7 The PPE, Medical Supplies, and Samtation Supplies purchased by Fiscal
Agent shall be received and housed by the City ofWest Albs until such time
that they are distnbuted to requesting parties. The City ofWest Allis shall
be responsible for any losses that occur while storing any PPE, Medical
Supplies, and Sanitation Supplies. The Lia1son will coordinate p1ck-up of
supplies with a West Allis representative and a Designated Representative

8 Procurement Requests shall be made by a Designated Representati\, e to the
Liaison m wntmg, on a form provided by the Procurement Tearn Each
request shall mnclude the type of PPE, Medical Supplies, and/or Sanitation
Supplies requested, the quantity of each item, and an 1temizat1on of the
department/staff that wll be recervng the requested 1tems. The L1a1son shall
confirm receipt of the request and provde the Designated Representative with
a quote for the cost of the request The Procurement Team shall establish a
per-unit pnce for each item acqmred, by d1vidmg the total cost by the number
of such items acqmred, so that each party pays the same pnce per unrt The
Designated Representative shall respond m wntmg whether to proceed with
the request withm two hours of the Liaison sendmg the quote If the
Designated representative does not respond to the quote withm two hours, the
Procurement Request may not be mcluded m the next Order If a Procurement
Request 1s Included mn an Order, the Fiscal Agent shall cornrnumcate payment
terms to each requestmg party, and each party shall comply with said terms
pnor to the supplies bemg released to the requestmg party Each party is
obligated by this agreement to pay no more and no less than the actual cost of
PPE, Medical Suppl1es, and/or San1tat1on Supples that party recerves based
on that member's Procurement Requests subject to any administrative costs
shared by the parties pursuant to Paragraph 12 The Procurement Team and
Fiscal agent shall use best efforts m ensurmg that all Orders and purchases
qualify for any state and federal grant reimbursement funds

9 Thus 1s not an agreement to exclusively purchase the subject goods under ths
Agreement. The parties may choose to purchase PPE, Samtatlon Supplies,



and Medical Supplies through altematn,e means without cooperation or
permission from the Procurement Team or any other party at any time.

10. Each party is responsible for its ovrn application for any monetary grant or
reimbursement offered through federal, state, governmental or other sources
Each party that receives such a grant or reimbursement shall retain it.
However, upon wntten agreement by a party, the Fiscal Agent may apply for
a monetary grant or reimbursement on behalf of that party. Each party
applymg for its own monetary grant or reimbursement shall use its best efforts
to mclude administrative costs (as defined mn Paragraph 12) mn such
apphcat10n and shall work with Fiscal Agent to track and define such
admmnustratrve costs

11 Each party shall direct its respective representatives on the Procurement Team
to act m accordance with this Agreement

12 The Fiscal Agent will be responsible for the receipt, inventory, order
fulfillment, bookkeepmg and delivery of PPE, San1tat1on Supplies, and
Medical Supphes to all parties The Fiscal Agent shall use best efforts to
secure reimbursement for administrative costs assoc1ated with the forego1ng
activities through federal or state grants Should grant funds be demed, the
Fiscal Agent shall mvmce each party for its share of any admmnustratrve costs
pad to third parties Admmnustratrve costs means monies paid to thurd parties
or costs otherwise Incurred by the Fiscal Agent to ass1st mn the admmnustrat1on
of the Fiscal Agent's duties under thus Agreement, examples of which
mclude: bank fees and mterest, storage fees, shppmg fees not already
mcluded m an Order and Fiscal Agent staff time dedicated to procurement,
bookkeepmg, inventory tracking and related activ ltles hereunder

13. Each Party shall be solely responsible for the acts or omissions of its own
employees under this Agreement. Any employee providing services under
this Agreement shall be considered to be actmg under the scope employment
of his or her employer, shall be considered to be the employee of his or her
employer, and shall be covered by his or her employer for any and all fnnge
or other benefits and any habihty

14 The Parties agree to hold each other harmless solely for its acts or
omissions under this Agreement The parties shall hold harmless the
members of the Procurement Tearn In the event a loss occurs, the
Fiscal Agent shall pursue any legal remedies on behalf of the parties
and the parties shall share in any loss proportionately

15 The Parties acknowledge that numerous parties to this Agreement are
governmental entities entitled to vanous defenses, immumtles, or limitations
under the law nothmg contained herein is mtended as a wan,er of any
defenses, 1mmunrt1es, or lmm1tat1ons to which they are entitled pursuant to
statutory or common law



16 A Party may termmate its participation m this Agreement by prov1dmg thirty
days written notice to the other parties However, any termmatmg party will
remain obligated to pay for its own Procurement Requests that have been
included in Orders and its share of admmistratn,e costs under Paragraph 12.
The Agreement shall remam m effect as to non-termmatmg parties This
Agreement shall termmate when the current public health emergency, as
Declared by the State of Wisconsmn, expires, unless otherwise extended upon
the mutual agreement of two or more parties

17 This Agreement shall be governed and construed mn accordance with the laws
of the State of Wisconsm. This Agreement represents a complete
understandmg of the Parties with respect to the subject matter referred to
herem and may not be amended except m wnting This Agreement may be
executed in multiple counterparts or duplicate origmals, each of which shall
constitute and may be deemed as one in the same document

18. This Agreement shall take effect upon execution by the Fiscal Agent and at
least one other party Additional parties may sign on to this Agreement after
mm1tial execution unless objected to by existing signatories unammously

Thus s1gnatory certifies that thus Intergovernmental Cooperation Agreement has been
adopted and approved by resolution or other manner approved and allowed by law

Mumcipal Corporation

Signatory

Mun1c1pal Corporation

Signatory

Date

Date
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EXHIBIT A
Unified Emergency Operations Center

UEOC@milwaukeecountywi gov

jiadictonu vitlinoliluaukee County

5 PROCEDURAL STEPS

5.1 DISTRIBUTION PROCEDURE

Given the scarcity of supplies nationally, the U-EOC developed a framework for prortizaton of supplies
across the stakeholders mn the Milwaukee-area community that are m need of Personal Protective
Equipment (PPE).

The U-EOC Logistics section will use a prioritization framework as a guideline mn fulfilling orders, and will
aim to d1stnbute supplies m accordance to the tier ratios described below It will use best Judgment to
balance supply of PPE and demands on the ground. The pnontIzatIon list does not guarantee that every
order that meets the pnonty cntena will be fulfilled. The U-EOC Log1st1cs section may consider holding a
reserve of supplies In order to meet acute needs gomg forward.

5.1.1 Description of Tiers
The U-EOC developed a Tiers framework, loosely based on Washington State Department of
Health's framework released on 3/21/202, for the d1stnbutIon of donated supplies. On 4/10/20, that
framework was modified by the U-EOC Logistcs Team for application to the distribution of U-EOC
Jomt direct procurement of PPE and other supplies.

There is no intra-tier prioritization of supplies. Police, Fire, EMS, MCSO and Public Health
are considered as equal priority.

The framework 1s as follows

I

Tier Milwaukee Area U-EOC Description

2 https //www doh wa gov/Newsroom/Art1cles/lD/1126/Department-of-Health-Releases-Personal-Protect1ve-Equ1pment
Distribution-Guidelines
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Tier2
Essential Staff in the areas of:

Police Departments
Milwaukee County Office of the Sheriff
Fire Departments
Emergency Management Services (EMS)
Pubhc Health Departments
Jails, Correctional Facilities and/or Detention Sites
Public Works - Cnt1cal Infrastructure Support3

Election Activities
Mumc1pal- or County-run Health Care Facilrtes

Tier4 Non-essential Governmental Workers

5.1.2 Distribution Among Tiers
Personal Protective Equipment (PPE) distribution will be prioritized by Tier as follows

1 Pnonty will be given to first responders and health care providers with < 10 days of supply
presently mn stock.

2. Pnonty will be given to Tiers 2 and 3 1f supply falls below 7 days of stock.

3. Pnonty will be given to active IGA members. If and when a new member Joins the IGA, they
will be eligible to receive stock from future orders only

The U-E0C will aim to d1stnbute PPE weekly. Each orgamzatIon should make every effort to
adhere to the listed tiering above mn distribution within the organization

5.1.3 Distribution within Tiers
Distribution wthin Tiers shall be based on two factors

3 Critical Infrastructure Support includes work with a high chance of contact with infected persons such as homeless
encampment work, repair of emergency vehicles in the field, etc
4 Public Works act1v1t1es such as bus refueling, etc which require PPE but do not involve high chance of contact with
infected persons
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1. The availability of PPE resources within a particular jurisdiction - jurisdictions with < 7 day
supply will be pnontized.

2 The number of first responders and health care providers wthin a gven jurisdiction.

Junsd1ct1ons will be responsible for providing 7, 14, 21, and >21 day proJect,on of needs data to
the U-EOC Support Team to ensure ava1lab1hty of supplies Failure to provide accurate data
may result in reduced distribution of purchased supplies. Junsd1cttons are advised to be as
cautious in their estimates as necessary.

5.1.4 Eligibility and Request Procedure
To be eligible for d1stnbut1on, each Milwaukee County-based entity requesting PPE will meet the
following cntena

1. Requesting agency has executed the IGA and is a participant in the U-EOC,

2. Requesting agency has consistently implemented CDC strategies to opt1mIze use of N95
respirators, and has otherwise put m place PPE conservation gu1dehnes,

3. Requesting agency has adhered to the tiering system above m d1stnbut1on of PPE internally to
,ts workers,

4. Shortage or depletion 1s impacting ab1hty to ensure patient care and/or worker safety.

Eligible ent1t1es will make requests for PPE through their murnc,pal/county Emergency Operations Center.
The municipal/county EOC will share those requests via U-EOC's designated formal request form.

Each d1stnbut1on will be documented va a receipt that will track d1stnbut1on, to inform any potential future
reimbursements

° Health care providers are defined as mndwvduals providing medical service (emergent or otherwise) to individuals
wrth a hrgh hkehhood of 1nfect1on with COVID-19
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